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3. @I DK W 1) FH SSHIEAT A B F2 5 5%
1.1.1. i@t Console OBTAME F
1. B4, ¥tRENL (s 1 DHEa il E B g 5 LUK S # L) Console £
2. FIFUFEML & JAE T (W Hyperterminal #277), FlE 41 F 24
= JREE: 38400bps
- HUEf: 81
= AERR: T
=ik 14
= HEEARAEH: o
3. EHgZunFE DR RI RS, 7 LUE F|“TL-SL5428-Combo>"HE /R 745, 10 CLR I B sk 58
Hebl. Wl 1-1 fos,

'y 1- B =&
R REE) TEV FNC) EE0) EEH)
0= 3 0m &

TL-SL5428-Combo>_
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1.1.2. Eid Telnet #H4T%F
1. EHERAZ N S ENER — R N . TG, EEREHR AN ecmd, FdrEZEE.

Tl

| = I
il

K 1-2 T84T 1

2. WA 1-3 RIS TE L, i telnet 192.168.0.1, i [m] ZE4g .
|_ o [ |

EN Ch\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.76811]
Copyright <(c> 288? Microsoft Corporation. All rights reserved.

m.| »

C:\Users“Admin >telnet 192.168.8.1

K 1-3 EBirEH
3. HINERMHAPZMNER (BRHAEZ N admin®), [BIZERIA#EARH PR, il 1-4.
PR < )

E¥ Telnet 192.168.0.1

m | »

e w e IR ||spr ACCESS LOgin e et s s siee

lser:admin
Password:

oi2006-81-01 A8:02:37. [Userl 3 Login the CLI by admin on vty (192.

1-4 BENH PR
I E AT 7E Telnet dE#EHH 8 CLI iy & BT HAL T -
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4. wJLUKI N enable fir A3 N AR
& Telnet 192.168.0.1 E=E)

m | »

RN ser Access Login st

User:admin
Password:

o:2806-01-01 B8:82:37, [User1/3-/Login the CLI by admin on wtyd {192_

1-5 HENFRAUE
1.1.3. @it SSH #17&F*
WL = 7 % Ptk PUTTY SKAESL SSH M8, 78 KM SSH HEAT B3 2 BT 46 B 4F
HERF BRI 25T . SSH B A BRI AR
B IFAER: TGN LM%, BIMEEH admin.
BHIIFAER: TF SR 4%, (2T Putty %9145 s 88— X ARG, 4%
NHSNTTHNL, B SNE AT AE
FE:
TR SSH BF UM, EHETEATHS R, £ Telnet 8T, & X#HE SSH A #.
B Telnet 192.168.0.1 = | B o

RN ser Access Login Sttt

m | »

User:adnin
Password:

o:i2806-01-01 B8:82:37, [Userl-/3 Login the CLI by admin on vty@ {192,

ssh server

Kl 1-6 JiH SSH Thig
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> EHEIAEER

1. $TFFERAME, EF PUTTY BUEAH. 7E“Host Name /b iE S E e bLiv) 1P Hikl; “Port”ffHrER A1
22; “Connection type”4bik$ SSH FI#E AN 7. W KR,

Categary:

=J- Terminal

- Keyboard
- Bell

- Features

= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

=I- Connection

- Diata

. Proogy

- Telnet

. Rlogin

+- S5H

|

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IP address) Port

152.168.0.1 22

Connection type:

Raw Telnet Rlogin @) 55H Serial

Load, save or delete a stored session

Saved Sessions

Default Settings | — |
| Save |
| Delete |

Close window on exit:

Always MNever @ Only on clean exit

[ Open l | Cancel

1-7 BFPUTTY XS H

2. mdi<Open>{Zit, RJA[ERBZMAL. #IFTES telnet AHIF], HAZ R A4S SR H,
HIRT 4k s AT B AR . R PR

2@ 192.168.0.1 - PuTTY

PR < )

1-8 BT AL
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> FHAERER
1. EPFEEHRMAEAKE, HAR SSH 4. 1 ~EFR.

| File Key Conversions Help

ey

No key.

Actions

Generate a public/private key pair Generate a key Generate I

Load an existing private key file Load

Save the generated key Save public key Sawve private key
I Parameters

Type of key to generate: Key type

() SSH-1 (RSA) @ S5H-2 RSA () 55H-2 DSA

Number of bits in @ generated key: | Key length 2048 |
|

K 1-9 EFEHRMAEHKE
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2. YRS, BAPRARPISCH R —A TRTP 55 & . T BIFR.

g ot o i

File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

sshsa

AAAABINzAC TycZEAAAABIOAAAGEAZ4R LB YbN TS DbFin 3MuoHr4 L HF 7 v BWNBCE
PoJzriwndlbp C7Dlood Bmizlo6SR

| +=LIVKBEa TWROgqOpfBrodw 7P LIBM4DcMzOm DC A 3bhfg g IV OMm SmG Mo EYtD

m| »

ghXLbFU3DxTin5nlUCGOoRUKIvaYREq SqKHwpsGbZKAIZ S /Bap1/2Pnfzz S5Z0

1

Key fingemprint: sshsa 2048 cf:11:bc:4b:40:55:50.ef :8a:24:9d:c5b5:ca:30:13
Key comment: rsa-tey-20150122
Key passphrase:

Corfirm passphrase:

Actions
Generate a public/private key pair Generate
Load an existing private key file | Load |
Save the generated key Il Save public key |I Save private key |I
Parameters
Type of key to generate:
S5H-1(RSA) @ S5H-2 RSA S55H-2 DSA
Number of bits in a generated key: 2048

1-10 fRAFAHFNFLEH
3. [ Telnet B ARS8, WA E TFTP ARS8 ER A SN Bl .
B Telnet 102.168.0.1 =)

s n i d lser AcCess Login emesesse s e
User:admin
Password:

mbo *enahle

Combo #iconfig

Combo {config>#ip ssh download v2 public ip—address 192_.168.08.168
Start to download 55H key file

Download S5H key file OK.

mbo Cconf igoit

K 1-11 S AP B AL

0 FHRAMELSEHAXMHHNEAERE .
® H A\ SSH X4 R4 F I
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SNNMATMEE, T PUTTY M50, %N IP Hidik.

% PuTTY Configuration

Cateqgory:

(=1 Teminal

- Keyboard
- Bell

- Features
= Window

- Appearance
- Behawiour
- Translation
- Selection
- Colours
= Cannection

Basic options for your PUTTY session

Specily the destination you want to connect to
Host Name (or |P address) Port
152.168.0.1 22

Connection type:
) Raw () Telnet ) Rlogin @ SSH () Serial

Load, save or delete a stored session

Saved Sessions

Default Settings

Close window on ext:
() Always (0 Mever (@ Only on clean exit

Open I [ Cancel

1-12 $TJF PUTTY [ 3 FH

RSO S NS SSH & i fFrh e i R .

I % PuTTY Configuration

Category:

[=)- Session
F Logging
=1~ Temninal
- Keyboard
- Bell
- Features
=+ Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

- Connection

Options controling S5H authentication

[7] Bypass authertication entirely (S5H-2 only)

Authertication methods

Attempt authentication using Pageart

[ Attempt TIS or CryptoCard auth (SSH-1)
Attempt "keyboardirteractive” auth (S5H-2)

Authentication parameters

[] Alow agert forwarding

[] Allow attempted changes of usemame in S5H-2
Private key file for suthentication:

I D:\Program files\private pph I Browse... II

&

1-13 S AR B SSHE F ity

R )R, B AT E SR, WARRAN T E i N\ RS R A B R, RUTE I C4

. W E R,

10



= EMERENL 1T FAM

£ 192.168.0.1 - PuTTY =)

K 1-14 ERAZHNL

1.2 TR

CLI #ZZhmekl AR, B AP, FrbUial. 2RBcER. RO EAAAM VLAN i
B, AR e AR S S DK IR i 11 S RV S o 1 P A A, G R

P Mg B

Interface fastEthernet

\ 4

Interface gigabitEthernet
Interface range fastEthernet
4 T B AR Interface range gigabitEthernet

Interface vlan

FERURE

\ 4

— | VLAN Pt B R

TRIN T BB D53 ST LU e BT & A K

A\ exitfy 2 W T 542 #e
P | 583U S e R it HLi%4% (Console 18 A
et [zt TL-SL5428-Combo> I TCIR T
i Nenablefy 4, FENEF
BB
- ERHPREAT, A #r N disable iy 4 o exit
o |enablefr &N E 1 gl 5428-Combort e, BERESRR
i X # Nconfiguredr 4, i
N4 JR e B AR

O\ exit oy 2 B¢ end 7y
%, BEBACU+ZHE
A [TERERE T, A B, IR RS R

i @ N\ interface type
FCE |configuredy A | 11 _g| 5428-Combo(config)# iﬁjmbr EEM;S%B
Bt | B umber <,

B,
N vlan 1y &, #EA
VLANPC & #55.

11
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VLAN i Nend fiy &, BUEEN
Gl i1 IH
. E%ﬁ@ﬂ%*ﬁlﬁtTA% TL-SL5428-Combo(config- Cjémza o B R AR RS
vlan vian-list W
B | vian)# Hiexitin 4, B4
fic B AR
oNenddy &, BUEA
= i PN
;ﬁ; ii?%?ﬁiﬁ\%i TL-SL5428-Combo(config- (jttrI+ZH AR IR
< AV
st | B, router)# i Nexitslain &, R[4
JeyBic B AR .
d /\’
e ijtrﬁZeZQA’fL El?iié-:
i E ip dhcp server pool| TL-SL5428-Combo(dhcp- £, 7
.. |pool-name i 4 i A\ |config)# IA’ e
1 kst i Nexitii#an 4, 1R [0 4
e JR I B
EERILERATRA o nend fr %, S
interface Ctrl+Z 4 &8¢, IR 144
fastEthernet/ (G
gigabitEthernet port i Aexitinr &, I8 4R
of interface range e B A
fastEthernet/ Einterface iy < .04 41
B OHE N — N A
gigabitEthernet port- EHBE;CEEQEQ
EH listir 4 iz TL-SL5428-Combo(config-if)#
f —EB: g, TL-SL5428-Combo(config-if-
P e~ e st | range)#
ffifino switchport iy
At N Eh i A i N\ end 7y /v\ o BN
184 R e B A N A A Ctri+ZH A58, IR IR
interface vlan vlan-id (G
fir A7 N VLANE 145 i \exitmi#m 4, iR\ 4
s el B AR
184 R e B A A A
interface loopback id
HENIA R F2 AR
PiAA .
1. @it Console D& Telnet /7 58 AL 37 i 42 fm Bt N A
2. HAEECE S EH A, BTN A 2 B B AUEL G 1 N6 AR
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=EMERZEN AT FAM
o EREEMN: RAUSREERN WS, W LR, SIS,
o  BOMEMK: 7AZMEN, HMEOHAE S B HNKm2

a) interface fastEthernet/gigabitEthernet: FLE ALK OS5, WX T,
MIERESE.

b) interface range fastEthernet/gigabitEthernet: £l ¥4 IRinterface fastEthernet/
gigabitEtherneti:A—#+f, BLE 2> LUK M F 24

c) interface vlan: FCEVLANE: OS],
e VLANREHR: GIZVLAN, Hhnss 0245 EVLAN.

o BHEEMRN: AE ZZIRIMMHKSH.
3. A@mYRERN, RGBT AR AT

e show: ERTHENSHEE, @W: FHiHEE. WOMGE. VLANGR
e history: ERJjEM4.

1.3 MR ITREFR

LML By A a5 g TP BE B2

F P 4 R ReAE P R R AT M R B B s B REAE AR B SN 2RI BRI, B B A
A VLAN FCE IO LT I BoE . &R R,

JHik Telnet 5t SSH ZEFE %5 0, i\ IEAf B9 7 4 ARt feokg gt N P =X, BRSRAS FH P LR
AN P REONZ R P, WA S sk Ui f a7, fEA BT, rdid i A4 enable
HENFFBURE A

ik Console MHHATAHERENT, TN A MEMSEI AT NH 858, fH enable fiy 4k
NAFRUE R, 7T LLE4 R B T i#id enable password iy 4% B & F Y350 . o305 Nk
A enable fir & HHHE RIS, A3 IE N T M NS BRI A RERE NRFBURE o BE NRFBUE X
B SRAS 4 PR R

1.4 TR E

1.4.1. EAERRLE

AR HRT CLI 2 I RUR G DL R 29 7€ «
> (EHES [] TR SRR kR
> EXFES {} PRMEMTSEE L LT,

> WRA AL, WEH R )RR AN R
#4n: speed {10 | 100 | 1000 }

13
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> REEE (ar TP IRFEAAE, R ) DURAATE U B

#4n: show logging

> HE (MR, HRdsE ) DIpE s ARE .
fln: switchport type { access | trunk | general }

> AR (A LS BRE AT BRI E D DARMATE .
. bridge aging-time aging-time

1.4.2. FEERFAT

LB NTRIEA, AR

> 7 < >\ & IANTFREARVFIAL .

> ETFREREETM, MR E RTINS 58055, Wihello world’s “hello world”,
BT FLSNE S RIS (B2 RSB — N E/RRSEEN ;. RIS, EA
SRR (B2 R

1.4.3. S¥KA
AR B AT B SR A R BN 3 -
> MAC HihE 25 BL XX XX XX XX XX XX RIS RN -

> OGS CN: WA SRR RS . ASHHLEE SR SN 1, SRRSO EUE SN 0, i P
TR B LR S, BAREEE AT
filln: i F 9w 5 1/0/3 Foni s Bdn's o 3 i H .

> BN 41 15 (port-list) 8 —41 VLAN ID(vlan-list)if, 7] LA N —ANERZAME, &EAME 2 18
SRR, LM — A AE T DU E - ROR
fltn: 1/0/1,1/0/3-5,1/0/7 ZK/~% 1 1/0/1, 1/0/3, 1/0/4, 1/0/5, 1/0/7.
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HE R A

2.1 enable

2 M WA P AR CEE N AU 3

W

enable
B

R
il

WE T MR N R BUSRE R) # h i
TL-SL5428-Combo>enable
Enter password

TL-SL5428-Combo#

2.2 service password-encryption

i H T i B BCS NEC B SO, 8RR AR N SN R o s e g DA A e S
TR E RS B no A T AR A 4R R N T g

we

service password-encryption

no service password-encryption
B

2 JR e B AR
7~

¥R 4 R R n s T g

TL-SL5428-Combo(config)# service password-encryption

2.3 enable password

% T BCE WA P A D) 2R SO S B Y, B/ no dr & ] T2 05, Il than 4
A DL PR s S50 I s 2 1

e

enable password {[ 0 ] password | 7 encrypted-password }

no enable password

15
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B

L]

R~

0 —— MR, Fon4 N EMAN AT I WA, 0 BRI,
password — EER N, B 1~31 NFRFAEM, BEX RN, RVFmAST . &
SRR FRIERAT SRR AT (1$%'0%,- /D - BRI A

7—— —FNE SRR, ROREE TR T B T AR I B A, A B [
5T o

encrypted-password —— [F] 72+ B I E A7 I X RO 2 258, m DL ILA AZ e HL I e
B EHIRR . BCE TINEFEE S, MBS, T BN AR R
I B

4 JRy e B AR

LSRR G B B O R IR (%S, (Hil T service password-encryption @5 4 EH T
AR RSN IhRE, A FALEC B S R ) 200 2 5o S o a4

K FH P AR D7) 4 SRR AR 2 ()7 P2 S B 15 B D AN 585 admin:

TL-SL5428-Combo(config)# enable password 0 admin

2.4 enable secret

%2 T BCE W B D) 2R BUR A B 3 Y, HL B A 6 ] MD5 I S n s, e
no fir & H TR L ERAAC A «

we

enable secret { [ 0] password | 5 encrypted-password }
no enable secret

0 —— —MInZ AR, FoR¥E N R EMANRA AT ING WE, 0 BRI,
password — E I, B 1~31 NERFAER, X0 KNG, RERAST . 5
SRR FRIRA SRR 9% 0%, -II{D . BRAAES . WSS AE S B LI B
SCAFH R MD5 N s 3.

5 —— —HMmE KA, TR FRFERMANMATIE MD5 I, R A KR
[#] 7 -

encrypted-password —— [ & K Tt MD5 I 1 #589, mT A A 22 e b1 1) i
B EHEE. B TN E, MER UGN, 7 AR AR
I R o

16
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B
4 JR i B
L]
MEIECE T enable password F1 enable secret i &I, enable secret It & 1% 654
R
A~
W P ) 25 BB S CIN 1) BRI T 1 B O AN I 0 admin,  HLHE AR AE AL
HHLC B b B MDS5 I i s R -
TL-SL5428-Combo(config)# enable secret 0 admin
2.5 disable
2 FH T AR BURR 2GR 0] 21 P R
we
disable
K
R
zNl

ARFBURR 2R 1] 21 A
TL-SL5428-Combo# disable

TL-SL5428-Combo>

2.6 configure

2 F T ARFBUS N 42 R B AR K

e

configure
B

F AR 2
7~

NREAUSE 2k N 4 Ry P B A 2
TL-SL5428-Combo# configure

TL-SL5428-Combo(config)#
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2.7 exit
Zm2 FH TR 2 Al B A R ] b — R E A
e
exit
B
P e B AR
N
M PG B IR (] 21 4 o, IR (] SR BB X
TL-SL5428-Combo (config-if)# exit
TL-SL5428-Combo (config)#exit
TL-SL5428-Combo#
2.8 end
i 4 F R B AU
we
end
K
Fr A e B
7~

M I i A S LR [ R A 5
TL-SL5428-Combo(config-if)#end

TL-SL5428-Combo#

2.9 show history

2t F T RoR REG0R e FP 8 A AT T Sl A 1) 20 s ar 4
we

show history

B
R QDAL P A e AR

18
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Nl
R BT TR R A 2

TL-SL5428-Combo(config)#show history

1 show history

2.10 clear history

we

clear history
B

R DAL P A e B AR
A~

REARGA B EAE AT R AL 162

TL-SL5428-Combo(config)#clear history
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$3E |EEE 802.1Q VLAN BCE 474

VLAN (Virtual Local Area Network, LRI & — e — D FE 2% R 22 5 28 152
A, BAEGTBIGEE, Wommeg e, Ay eLRE G a0 TR S A .

3.1 vlan

Z a4 TN VLAN it B 1 X 368 IEEE 802.1Q VLAN, ‘B no fir4 H T M IEEE 802.1Q
VLAN.

e
vlan vlan-list
no vlan vlan-list
ZH
vlan-list —— VLAN D List, HUE VL 2~4094, R H i (i 4F i —AME s — 4L
BB
B
4 R ic B
il

% VLAN 2-10 P4 K& VLAN 100:
TL-SL5428-Combo(config)# vlan 2-10,100
Ml VLAN 2:

TL-SL5428-Combo(config)# no vlan 2

3.2 interface vlan

%4 T A2 VLAN 20 3E3E N VLAN 220420, B8 no 4 A T-MIER VLAN $#11.

interface vlan vlan-id

no interface vlan vian-id

vlan-id —— VLAN ID, HU{E 7 1-4094.

4Ry e B AR

20
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7~
B VLAN 11 2:
TL-SL5428-Combo(config)# interface vian 2
3.3 name

Zanr 4 M TRCHE IEEE 802.1Q VLAN filfiid F4F, & no dr 4 H TiE T Mk 45 .
e

name descript

no name
ZH

descript —— VLAN #8745, KEH 1-16 NF4F.
B

VLAN BCE A (vian)
~

4 vid=2 1] VLAN ##iiA % “VLANOO2”:
TL-SL5428-Combo(config)# vlan 2

TL-SL5428-Combo(config-if)# name VLANOO2

3.4 switchport mode

% H T B UK W A BE RS DS A

we
switchport mode { access | trunk | general }
SR
access | trunk | general —— LUK AR 28T, S i = fha
B
B O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
N

Jic B LUK s 11 3 (155 % 251 general:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)#switchport mode general
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3.5 switchport access vlan

Zar A HTHE access KA D NE] IEEE 802.1Q VLAN, ‘&) no #ir4 H T3 M IEEE
802.1Q VLAN H#F%.

ik
switchport access vlan vilan-id
no switchport access vlan
Z2H
vlan-id —— VLANID, HU{HyiEf 2-4094.
B
B O & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

Fic B DAK 55 11 3 4 2578l access K HLER NS VLAN2 Hi .
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3
TL-SL5428-Combo(config-if)# switchport mode access

TL-SL5428-Combo(config-if)# switchport access vlan 2

3.6 switchport trunk allowed vlan

Z A4 H T trunk 2881 135 1178 03] IEEE 802.1Q VLAN, ‘B no i Fl T3 I M IEEE 802.1Q
VLAN %,

ks
switchport trunk allowed vlan vlan-list
no switchport trunk allowed vlan vlan-list
ZH
vlan-list —— 85 IEEE 802.1Q VLAN ID, HUHEEF 2-4094, n£ik, %3:h: 2-3,
5.
LS

B OB B A X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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Nl

P B AR W3 1 2 BE#2RAA trunk K RN 3] VLAN2 A
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2
TL-SL5428-Combo(config-if)# switchport mode trunk

TL-SL5428-Combo(config-if)# switchport trunk allowed vlan 2

3.7 switchport general allowed vlan

Zn 4 T8 general 258 i 178 %] |IEEE 802.1Q VLAN, B i G H . "Ef9 no iy
4 F T35 A IEEE 802.1Q VLAN H1#2 4.

B

R~

switchport general allowed vlan vlan-list { tagged | untagged }

no switchport general allowed vlan vlan-list

vlan-list —— 55 IEEE 802.1Q VLAN ID, HUfyilH 2-4094, mJ£ik, &R A: 2-3,
5.
tagged | untagged —— H IR, tagged 5# untagged.

# OB & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

BiC B AKX 3 11 4 4 2% 2528 5 general, 3 H A N2 VLAN2 H, R455E H H U A tagged:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/4
TL-SL5428-Combo(config-if)# switchport mode general

TL-SL5428-Combo(config-if)# switchport general allowed vian 2 tagged

3.8 switchport pvid

i & M T BB A #A L ) PVID.

we

28

switchport pvid vlan-id

vlan-id —— VLAN ID, HU{7E [ 1-4094.
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B
# O i & # X Cinterface fastEthernet / interface range fastEthernet / interface

gigabitEthernet / interface range gigabitEthernet)

7~
WE I 3 ) PVID M 1:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# switchport pvid 1

3.9 show vlan summary

%4 T &7~ |IEEE 802.1Q VLAN 45 iHE & .

Like
show vlan summary
B
RO 2 LA B i A e AR
Bl

7% |IEEE 802.1Q VLAN f4iitHs K.

TL-SL5428-Combo(config)# show vlan summary

3.10 show vlan brief
74 T &7~ IEEE 802.1Q VLAN HIHEE(E 5.,

Al
iy
show vlan brief
B
FBUAR 2 BL A P A iE LA
7~
EISE

{7~ |IEEE 802.1Q VLAN (S )

TL-SL5428-Combo(config)# show vlan brief

3.11 show vlan

Zan 4 AT R 1B €M IEEE 802.1Q VLAN [ HE4H{E .

iy

show vlan [ id vian-list]
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2R
vlan-list——VLAN ID, BUETEHE Y 1-4094, Al ik, R N: 2-3,5. %SHBREN,
Z/RFTA |EEE 802.1Q VLAN 15 ..

L5z
RS DA K i A TG A

Nl

BIRATA VLAN HIVE4I{E B
TL-SL5428-Combo(config)# show vlan
7R vid=2 ] VLAN [1E4H(E S :
TL-SL5428-Combo(config)# show vlan id 2
IR vid=3-10 [ VLAN 134015 2

TL-SL5428-Combo(config)# show vlan id 3-10

3.12 show interface switchport

W T s UK R (5 2

e
show interface switchport [ fastEthernet port ] [ gigabitEthernet port ]
¥
port —— LK M 115
K
RO DA P A T B A
N

7R PR E 1/0/3 VRS B

TL-SL5428-Combo(config)# show interface switchport fastEthernet 1/0/3
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4.1 mac-vlan mac-address

Zan 2 T AlE& MAC VLAN 4 H, ‘&1 no v 4 TR MAC VLAN % H .

mac-vlan mac-address mac-addr vlan vlan-id [ description descript ]

no mac-vlan mac-address mac-addr

Y
mac-addr —— i MAC Hitik, #5328 XXXXXXXXXX:XX .
vlan-id —— 8% IEEE 802.1 Q VLAN ID, HU&EH 1-4094.
descript —— #51lk MAC VLAN % Hifsin— Mk, w205 8 7 4F.
B
ARl E A
il

B1% vid=2, MAC Hhulil>5y 00:11:11:01:01:12 ) MAC VLAN % H, 4N RD:

TL-SL5428-Combo(config)# mac-vlan mac-address 00:11:11:01:01:12 vlan 2

description RD

4.2 mac-vlan

%4 T 8 A8 2 i ) MAC VLAN IhEE, ‘B /Y no @4 H T-25 Fl 45 2 im /) MAC VLAN IJ#g,
B AR IHE BT A v 2% MAC VLAN T g

LilSy
mac-vian
no mac-vian
B
B O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
il

a3 3 ) MAC VLAN IfRg:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# mac-vian
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4.3 show mac-vlan

Zan A HF 2" MAC VLAN %4 HIE B . v PLERIEHE MAC Hihksk VLAN ID i RIS S .
i

show mac-vlan { all | mac-address mac-addr | vlan vlan-id }

¥
mac-addr FBE MAC Hihik, #83 XX XXXXXX XXX X
vlan-id — #E# VLAN ID, HU{E 75 [# 1-4094.

B
RS R BT A e B 2

5l

SR MAC VLAN 246 HAE B

TL-SL5428-Combo(config)# show mac-vlan all

4.4 show mac-vlan interface

Zan A H T 58 MAC VLAN 1 FHEBEIRAS .

4

show mac-vlan interface
B

FERURE RN BT A BE B AR 2
A~

5o~ MAC VLAN H A i A AEIR &

TL-SL5428-Combo(config)# show mac-vlan interface
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PR VLAN Z 32 R SCR K 7 VLAN I —F 07 7% . BRSO . —/NMVLAN ID, A2 125 v IS 1)
TotagMmiFI4R 5 Ztag i 4 B BEVLAN 1D

5.1 protocol-vlan template

Zn 2 TR AR . & fnodir & F TR B ORI .

Likg
protocol-vlan template name protocol-name ether-type type
no protocol-vlan template template-idx

Z2¥
protocol-name —— WU AZFK, H 1-8 NFRFH K.
type —— CUKMERCEERL, 1 4 A7+ 75 ki 2 pl o
template-idx —— WU 55 . 7 Hshow protocol-vlian templatefir 23R & 75
XF L FRIAREAR o

B
4 R B AR

7~

B 73— NI NOX2024 K PR, IEf 4l “TP”.

TL-SL5428-Combo(config)# protocol-vlan template name TP ether-type 2024

5.2 protocol-vian vlan

AT RIS H, B Rnodr & T iR b 4 4 H

ks
protocol-vlan vlan vlan-id template template-idx
no protocol-vlan vian group-idx
¥
vlan-id — VLAN ID, HU{f i [1-4094.
template-idx —— PHUEEHR 75 . 7 Hshow protocol-vlian templatefiy & 3R %75
X 7 FRIABEAR o
group—idx— P TS . 7] Fshow protocol-vian vlan iy 4 3REL & 75 5%F B R
H%H.
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B
&Ry ic B AR 2
A~
flkvid=2, PR 5 3 AL H -

TL-SL5428-Combo(config)# protocol-vlan vlan 2 template 3

5.3 protocol-vlan group

%A A TR AR 2 o I TE WM., & Bnodr 4 H T A BIRSCZH A B 23 1
CilSy
protocol-vlan group index

no protocol-vlan group index

R
B O B #% X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

SR
index — W47 5.

N

A REYIDNES 0N
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# protocol-vlan group 1

5.4 show protocol-vlan template

% T B I RUER I E S B

iy

show protocol-vlan template
B

AR AN P A TG B R =X
N

BRI BCEAE R -

TL-SL5428-Combo(config)# show protocol-vian template
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5.5 show protocol-vlan vian

e AT SR H iR
e

show protocol-vlan vlan

B
RS AT T E B

A~

BIRITA PSR B H

TL-SL5428-Combo(config)# show protocol-vlan vian
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VLAN-VPN (Virtual Private Network) & —® i 8. RIGH —)ZVPNEAR, CilIL1EIZ E 7 N
NH PR R SCE 254N ZEVLAN Tag, 4 SCHEH P2 VLAN Tag % iz S g CARD.

6.1 dotlg-tunnel

24 T4 R B FIVLAN-VPNI R, & Hnof 4 i T4 FIVLAN-VPNI)fE
[

dotlg-tunnel

no dotlqg-tunnel

K
4 R B

A~
% J5 )8 FIVLAN-VPN I} ¢ :
TL-SL5428-Combo(config)#dotlg-tunnel

6.2 dotlg-tunnel tpid

A T B VLAN-VPN4 S TPID, Efnofr 4 H T EEIATPID.

e
dotlg-tunnel tpid num
no dotlg-tunnel tpid
2
num — £ RTPID. WZUNAN N BEf ). BRIMME 98100,
K
2 JR e B AR
7~

Bt B VLAN-VPN4: /5 TPID48200:
TL-SL5428-Combo(config)#dotlg-tunnel tpid 8200

6.3 switchport dotlg-tunnel mapping
Za A a1 BRI VLAN B 26 H B8 no a2 MR8 i o 1B VLAN BRSS 2% H

iy

switchport dotlg-tunnel mapping cvlan-list sp-vlan [ descript ]
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B

A~

no switchport dotlg-tunnel mapping cvlan-list

cvlan-list —— Customer VLAN ID List, HU{EEH 1~4094. 7] &2 H PPt E—ME
B — N BUE B

sp-vlan —— Service Provider VLAN ID (#4575 VLAN ID) , HUE3EF 1-4094.

descript —— VLAN BRI 5% H A S, Wik, &2 16 MFERF.

B O & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

fE3 1 2 FAIN—% VLAN U5 H, CVLAN-LIST Jy 2, SP-VLAN A 200:

TL-SG5210 (config)# interface gigabitEthernet 1/0/2

TL-SG5210 (config-if)#switchport dotlg-tunnel mapping 2 3

6.4 switchport dotlg-tunnel mode uplink

i M TR E i 1 9 BRI, BV R S5 R AHEE A3 1, B no A& T BB i 1 9 5 T A i

3 o

ks

B

NGl

switchport dotlg-tunnel mode uplink

no switchport dotlg-tunnel mode uplink

# OB & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Pic B o 1328 F IR
TL-SL5428-Combo(config)#interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)#switchport dotlg-tunnel mode uplink

6.5 switchport vlan mapping

Liisse
H

FHTFRCE vian 22# 1:1 f1N:1 26 H, FHA0HE 4R A VLAN-VPN IhEEF1 VLAN RS T)

%
fe. Hnom S HT#E vian 22#: 1:1 B M N:1 % H.
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Likg
switchport vlan-mapping cvlan-list sp-vlan [ descript ]
no switchport vlan-mapping cvlan-list
2¥
cvlan-list ——  Customer VLAN ID List, HUA G 1~4094. wf 2 Hd R — Ml
B — N EUE B
sp-vlan —— Service Provider VLAN ID (2457 VLAN ID) , HUE 3Gl 1-4094,
descript —— VLAN %Z#5% H Ffiiid 5 82, ik, &% 16 N7 4F.
B
4 JE e BAR
FRBUE R
HAEHO . BAE VN R R - m] DU i 4
#IE
SG5210/SG5428PE vlan A2 #i 4 R RELE @ i LA E, ASRELE nni 3 L E . SH6428
T PR A o
7~

BB M 10y vian 28 1, 22T JE R OCHE T vian tag Hovid B 2 22K 5:

TL-SG5210(config-if)# switchport vlan-mapping 2 5

6.6 show dotlqg-tunnel

N

A T 5 ~VLAN VPN Rt 85 5.

e

show dotlg-tunnel
B

5 LA R A T A 2
il

Z7RVLAN VPN4:JS L B A5 2.
TL-SL5428-Combo(config)# show dotlqg-tunnel

6.7 show dotlg-tunnel mapping

% 4 T T SR VLANBUR 5 F 5 B
s

show dotlg-tunnel mapping
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B
R AU ORI BT A e B A 5

i
SERVLANMLST 44 H -

TL-SL5428-Combo(config)# show dotlg-tunnel mapping

6.8 show vlan-mapping

ZAr AT BoR vian AL E (S R

e

show vlan-mapping
2
B

R RO AN i A e B A X
N

oK vian T EAS B

TL-SG5210(config)# show vlan-mapping
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B VLAN &NiE S HAE RN S 188 VLAN. J8id %)% Voice VLAN 1% 15 35 W £ 1m0
A Voice VLAN, fJPUNBESEHRIREE QoS 28, Hmifa Bdsiiemmsedt. (REEE =,

7.1 voice vlan

Za4 H T JF)a Voice VLAN Thig, ‘B no iv4 HT25 M Voice VLAN g,
iy
voice vlan vlan-id

no voice vian

ZH

vlan-id — VLAN ID, HU{E7E [ 2-4094.
X

4 R B AR
A~

JF )5 vid=10 1] Voice VLAN Tfi:

TL-SL5428-Combo(config)# voice vlan 10

7.2 voice vlan aging time

iZfir 4% H THCE Voice VLAN ZALIS[E], "EH) no fire I TIRE BN EL ], BRIME DY 1440.

voice vlan aging time time

no voice vlan aging time

Y

time — ZALISIE], HUEIEH 1-43200 (7-51).
B

4R C B AR
il

fic & Voice VLAN AL (] Ay 2880 434

TL-SL5428-Combo(config)# voice vlan aging time 2880

7.3 voice vlan priority

Zam A H T ACE Voice VLAN %644, &) no fir & H TR E BRI, ERIME N 6.
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ks

B

A~

voice vlan priority pri

no voice vlan priority

pri —E%eg, HUEVEHE 0-7.

4 JR e B AR

¥ Voice VLAN 5 E K 3:

TL-SL5428-Combo(config)# voice vlan priority 3

7.4 voice vlan mac-address

%4 T Al s M B Voice VLAN OUIL, ‘Eff] no fir & T 548 22 %] Voice VLAN OUI.

B

R~

voice vlan mac-address mac-addr mask mask [description descript]

no voice vlan mac-address mac-addr

mac-addr —— OUI %4 MAC Hudik. &I XXXXKEXXXXXX:XX .
mask —— MAC HilEHERS . % A XXX XX XX XX XX

descript —— OUI fiiif, 1-16 NFFF. BREFEI T AT,

4 Rl B R

{1 MAC Hitik 4 00:11:11:11:11:11, FEfY 4 FF:FF:FF:00:00:00 f#] Voice VLAN OUI,
B AR TP- Phone:

TL-SL5428-Combo(config)# voice vlan mac-address 00:11:11:11:11:11 mask

FF:FF:FF:00:00:00 description TP- Phone

7.5 switchport voice vlan mode

i 4TI B LK 3 11 Voice VLAN J¥ R =L

ks

switchport voice vlan mode { manual | auto }
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2%
manual | auto i 11 (1) S B

K
B O & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

il

Fic B LA 1 3 f) voice vian i 543 8 manual:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# switchport voice vlan mode manual

7.6 switchport voice vlan security

%A FH T B LUK E1 () Voice VLAN 2241 = .

W
switchport voice vlan security
no switchport voice vlan security
B
B O fid B # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
2~

Jet FH AR W3 13 (¥ Voice VLAN 224X
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# switchport voice vlan security

7.7 show voice vlan

A T 57~ Voice VLAN £ fHliRE .

iy

show voice vlan
B

AU ORI BT A G B A 5
N

i 7~ Voice VLAN £ 5t B 1S 5.

TL-SL5428-Combo(config)# show voice vlan
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7.8 show voice vlan oui

Zifr 4 H T &7~ Voice VLAN OUI fit B1Z B,

e

show voice vlan oui
B

R BUSE AN i A e B AR 5
N

7~ Voice VLAN OUI BLE (5 5.

TL-SL5428-Combo(config)# show voice vlan oui

7.9 show voice vlan switchport

44 T s BUK R 1Y) Voice VLAN it 845 2.

e
show voice vlan switchport [ fastEthernet port ] [ gigabitEthernet port ]
ZH
port —— PUKMSG o S HEE R, o Irf b HECE 2
B
R A P A TG B R X
zNl

BRI v H B B
TL-SL5428-Combo(config)# show voice vlan switchport
R 2 R EAE R

TL-SL5428-Combo(config)# show voice vlan switchport fastEthernet 1/0/2
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%8 Private VLANEE B &4

Private VLAN (Private Virtual Local Area Network) X H —-JZVLANZE ) : Primary VLANFI1Secondary
VLAN. 47154 A7 iR 5IPrimary VLAN, T A% 9% 0Secondary VLAN, M 1548 2% & FIVLAN
U EEMACHIEE B HIEOR, AR REAE 7 2 AR TR IR O, T T A

8.1 private-vlan primary

Z A 1% B 45 € VLAN N Private VLANFPrimary VLAN, nofi 4 H T MR 24 55 VLAN Primary
VLANJE

Likg

private-vlan primary

no private-vlan primary
X

VLANFL B (VLAN)
ZNil

1% B VLAN 3 A Private VLANJPrimary VLAN:
TL-SL5428-Combo(config)#vlan 3

TL-SL5428-Combo(config-vlan)#private-vlan primary

8.2 private-vlan community

% 4 T ¥ B ¥8 % VLAN A Private VLAN ] Secondary VLAN, H Secondary VLAN {2574k
community, nofir4 F THIER 24 HTVLANF Secondary VLANJE 4 .

e

private-vlan community

no private-vlan community
K

VLANFL B (VLAND
zNil

1% B VLAN 3 A Private VLAN[JSecondary VLAN:
TL-SL5428-Combo(config)#vlan 3

TL-SL5428-Combo(config-vlan)#private-vlan community
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8.3 private-vlan association

A4 T Bk Primary VLANFISecondary VLAN, noir 4 FH T-BUH 24 AT S5 5k .
Likg
private-vlan association vian_list

no private-vlan association vlan_list

Z2¥

vlan_list —— Secondary VLANJVLAN ID, HUE 7 H2-4094.
R

VLANREC B (VLAND
N

K EcPrimary VLAN 3f1Secondary VLAN 4, {f i Ah— Private VLAN:
TL-SL5428-Combo(config)#vlan 3

TL-SL5428-Combo(config-vlan)#private-vlan association 4

8.4 switchport private-vlan

Zm 4 FH I & 22 /L H I Private VLANJE M, nofir 4 F TR 1 (/) Private VLANJE 4 .

switchport private-vlan { promiscuous | host }

no switchport private-vlan { promiscuous | host }

ZH
promiscuous | host ——it. B 52 #4/L 3 1 7E Private VLANH [ 11 287

X
B O fid B # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

il

fic & %t 11 3¢ Private VLANJ& M Ahost:
TL-SL5428-Combo(config)#interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)#switchport private-vian host
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8.5 switchport private-vlan host-association

A4 T ¥rhostz ALl 4 in #Private VLAN, nofi 4 F K3 I M Private VLANF i
Likg
switchport private-vlan host-association primary_vlan_id secondary_vlan_id

no switchport private-vlan host-association

Z2H
primary_vlan_id —— 35 55 [0\ Primary VLAN ff] VLAN ID, HUEVE R 2-4094.
secondary_vlan_id —— 355 1 I [f) Secondary VLAN [¥] VLAN ID, HUEEH 2-
4094,

R
B O i & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

# host 25 A1 [ i 111 3% i 2 Private VLAN,  H 1 Private VLAN ] primary VLAN £l
secondary VLANZ 5l AVLAN 3FIVLAN 4:

TL-SL5428-Combo(config)#interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)#switchport private-vlan host-association 3 4

8.6 switchport private-vlan mapping

Z i 4 ¥ promiscuous 2 i i In £ Private VLAN, nofir 4 F K I M Private VLANES H

switchport private-vlan mapping primary_vlan_id secondary_vlan_id

no switchport private-vlan mapping primary_vlan_id secondary_vlan_id

ZH
primary_vlan_id —— 35 i I Primary VLAN /) VLAN ID, HUEEFE 2-4094.
secondary_vlan_id —— 5 L Secondary VLAN i) VLAN ID, HUE uH 2-
4094,

R

B O fic B X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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il
¥ promiscuous KR K 4 PN Private VLAN, M Private VLAN ] primary
VLAN #l secondary VLAN 4374 VLAN 3 A1 VLAN 4:

TL-SL5428-Combo(config)#interface fastEthernet 1/0/4

TL-SL5428-Combo(config-if)#switchport private-vlan mapping 3 4

8.7 show vlan private-vian

Za A T B # % b Ol & i private-vianZ % .

e

show vlan private-vlan
B

o LA AT A T A 2
Bl

BoRAZ L L CURC E [ private-vianZ 4 :

TL-SL5428-Combo(config)# show vlan private-vian

8.8 show vlan private-vlan interface
2 T SR iR I ) private-vian 28, AR B A SR I8 7R 4 i AR DG C B G & .

we

show vlan private-vlan interface [ fastEthernet port | gigabitEthernet port ]

ZH

port —— LUK 15
B

RERURE SR A L B
Pl

BRAHHML T i 26 E K private-vian S 3L

TL-SL5428-Combo(config)# show vlan private-vlan interface
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#9E GVRPEEGHS

GARP (Generic Attribute Registration Protocol, i FHJ& EiEM 0, GVRPIIHE & Z ML —Hp
NHY, I8 AR S S A M AE A VLANSS BRI 21612 sIERVLAN H 1Y), R ERRz(E R8T
EWHLR, WAL BV LANES 58 1 T 3 e

9.1 gvrp (global)

A& T 2R HGVRPIIGE, EMnodr 4 M T4 HGVRPIfE.

ik
gvrp
no gvrp
R
A JRe B A
Nl
4= J7 J3 FHHGVRP I fg:

TL-SL5428-Combo(config)# gvrp

9.2 gvrp (interface)

il TESR i R HIGVRPIIRE, & Minofr & 125 1%m H I GVRPIIRE
ks

gvrp
no gvrp
B
% O B #% 3 Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
=~

J& 13 1 2-6 [ GVRP ) e :
TL-SL5428-Combo(config)# interface range fastEthernet 1/0/2-6

TL-SL5428-Combo(config-if-range)# gvrp
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9.3 gvrp registration

iz TR E 18 € o I GVRPIEMHME R, & nodr & H TV BRI T
Likg
gvrp registration { normal | fixed | forbidden }

no gvrp registration

Z2¥
normal | fixed | forbidden —— JEMALA, ERILHI Anormal.

R
B O B #% X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

N

Fic B 3t 11 2-6 (1 GVRPIEAHE X Mfixed:
TL-SL5428-Combo(config)# interface range fastEthernet 1/0/2-6

TL-SL5428-Combo(config-if-range)# gvrp registration fixed

9.4 gvrp timer

Zn 2 H THRCEGVRPER &%, ERInofir & H TR BN E .

gvrp timer { leaveall | join | leave } value

no gvrp timer { leaveall | join | leave }

leaveall | join | leave —— 4} 7% kleave All. joinfllleave =ANE I 2% . &N 1 5 )
GARPJ5, [FlifJEzLeaveAllERS &%, i RS SMEIS ik LeaveAllVH B, LU H & n
HPEM LT 1 & A5 B . GARPI AT LKA Join Bl . 17) 40 A 1& P R PRAIETH &
FORT SRR S, RIS 2 T PR B 1] ) B T Join a2 B 2% SR . 20 Bl Leave Bl AL 1
GARPi; [ JE ZliLeave & i 4%, WIERLEZ € I 2B I 2 BT AA W R Joinidi €0, MIvE4AH
N7 JE A R

value — EI#4H, leave AllfJHUE JEH]1000-30000(E ), ERIAMEH1000; joinftiHL
5 F20-1000(FE ), ERIME H20; leave I HUE 75 FE 60-3000(JE£5), ZRiA(E N60.

B

B O & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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Nl

¥ 16/ leaveall E I 25 792000, F-#4joinsE It 251k & BR AL & -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/6
TL-SL5428-Combo(config-if)# gvrp timer leaveall 2000

TL-SL5428-Combo(config-if)# no gvrp timer join

9.5 show gvrp global

Zar AT B RGVRPA Jf R %S .

Liles

B

A~

show gvrp global

AU R BT A e B A 5

L RGVRPA IR :

TL-SL5428-Combo(config)# show gvrp global

9.6 show gvrp interface

Zdn A TR BUOK W G 1 GVRPIEC E(E B

B

NGl

show gvrp interface [ fastEthernet port | gigabitEthernet port |

port —— LR M 5, SR I 2R B A S 1 FIGVRPRECE AR B .

R AU ORI BT A E LA

SR i 1 I GVRPHEC B AZ B

TL-SL5428-Combo(config)# show gvrp interface
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EtherChannel fic & i &/l THC & LAG Al LACP Zjjfig.

LAG(Link Aggregation Group,¥iij VI 5 2H) A2 44 58 AL 1) 22 AN P B i 11V 3R R — AN 8§80 11 (1) D g
RGN 58, P i m] S

LACP (Link Aggregation Control Protocol, & #V- E#=Hlthi) Z&FET IEEE 802.3ad fni kL
DUEE IR SR S MIC R . REMIOTEL I EREE R, B UCHE e % R A 70—tk
REAE, AR &R R IFR AL 1 8E  Re

10.1 channel-group

A 0 DA BN RAL, IR E L. ER no & M TR m 0C R ER

channel-group num mode { on | active | passive }

no channel-group

Z2H
num — JCRAA S, BUEEH 1-8, mEZWHE 8 MILEKA.
on — JFA#A LAG.
active —— JFE E3HE A LACP.
passive —— JFE s LACP.
B
B O E # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
N

NG 1 2-4 FNCIA 1, HITE B LAG B
TL-SL5428-Combo(config)# interface range fastEthernet 1/0/2-4

TL-SL5428-Combo(config-if-range)# channel-group 1 mode on

10.2 port-channel load-balance

Zan A H TR RA MM . B no i H T IR EERIAE, HP src-dst-mac.
i

port-channel load-balance { src-dst-mac | src-dst-ip }

no port-channel load-balance
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src-dst-mac —— Y5 H 1 MAC Hiuht. S0 T-U5 H 7 MAC Hihik s il 5 381 .
src-dst-ip —— Vi H I 1P ik, BER T H B 1P Mk Seal 57 2 .

B
AR E R

i
B LAG 1) 38 25 i 5592 % BN sre-dst-mac:

TL-SL5428-Combo(config)# port-channel load-balance src-dst-mac

10.3 lacp system-priority

zam AT EERN ARSI, B no a4 HFIREBOAME.

e
lacp system-priority pri
no lacp system-priority
2
pri— ARG, HWUEEH 0-65535. ERIMEN 32768
B
4 R TC B
Bl

Bl & LACP I RGN 1024:

TL-SL5428-Combo(config)# lacp system-priority 1024

10.4 lacp port-priority

i 4 I TRLE LACP S CR5ESE, E1 no 74 A TS BRI

iy
lacp port-priority pri
no lacp port-priority
¥
pri i AR, HUEEFE 0-65535. BRiA{H N 32768.
R
B O g B % X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

Km0 1-3 [ LB B Oy 1024:
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TL-SL5428-Combo(config)# interface range fastEthernet 1/0/1-3

TL-SL5428-Combo(config-if-range)# lacp port-priority 1024
Wb 11 4 {1 LS 0B B Y 2048:
TL-SL5428-Combo(config)# interface range fastEthernet 1/0/4

TL-SL5428-Combo(config-if)# lacp port-priority 2048

10.5 show etherchannel

e T ERIDRARGER .

me
show etherchannel [ channel-group-num ] { detail | summary }
2¥
channel-group-num — JCRAHS, HUETER] 1-8. ZSHEE R, BRFTE ARG R
detail — FFRfEE.
summary —— A fEE.
B
e AR A i A G B A
7~

BoRICERA 1 MVER(E R

TL-SL5428-Combo (config)# show etherchannel 1 detail

10.6 show etherchannel load-balance

i T BRI Sk

iy

show etherchannel load-balance
B

R AN P A7 TG B R X
7~

R B S

TL-SL5428-Combo (config)# show etherchannel load-balance

10.7 show lacp

%6 M T RoR R E LR AR LACP /5 5.

-
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B

A~

show lacp [ channel-group-num ] { internal | neighbor }

channel-group-num — 45, HBUEEH 1-8. ZZSHHER, E/RFTH LACP KAI4]
5B

internal —— <3 LACP {5 K.

neighbor —— Xt LACP 5 ..

AU R BT A S B A 5

WL R4 1 AL LACP 5 &

TL-SL5428-Combo (config)# show lacp 1 internal

10.8 show lacp sys-id

A~

T 578 LACP &4t 5%% .

show lacp sys-id

R AU R BT A C B A 5

o~ LACP R4 a2k

TL-SL5428-Combo (config)# show lacp sys-id
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JFH P BE B R ORE B L Web . CLI B SSH 5 A8 SR AL A5 2, LB RIGR I S LS B H Y

11.1 user name (password)

20 & T TH N — N P BRAS S AR PP P A5 L no iy & TR LA A1
WK o I Ik 4 T DUASE PSRRI 25 S n % 2 28 S 1
we

user name name [ privilege admin | guest ] password {[ 0 ] password | 7 encrypted-

password }

no user name name

name — M4, 1-16 MFFF, HEEHEIT . JCF RN RIZH R
admin | guest—— F 2R, admin: EHER, WU, IBXONEE FTA AN E DhERER
BCHE: guest: ZIRAF, NREAEDIRERCE, TAUREAIEE. WINH e, BRIAH P
RN admin.
0 —— —MINE R, FoR$e N EM NG T INE D, 0 BRI,
password —— FH FUE SRS, B 1~31 NFEAFA R, BX KNG, RTINS
JELFRE PRI SRR E R (19%'0%,- /D
7—— —PINEE R, FoREE N ORTE E R ST AR A R Y, R R A R [
5E o
encrypted-password —— [#] € K JE FI 2k SRR 2569, 7T DL HAl 22 LA B
SR EHIRR. BCE TINEHLZ S, MERENR PR, RERA RS
I 1) A o
B
4 Rl A
Bi B
1. W SRAE UGG B By AR N ) # RS, {HiEid service password-encryption 45
T ARSI T RE, A4 AU B SR i B e 23 SR R AR s A% =X
2. WRKAZET Telnet B¢ Console FIHEFEE 5% FASHMLE) 41T - K%, A58
UK WTT R ER:, JEH, HI OSBRI, 724N B 1 B %R .

NGl
AR FH— R 4408 tplink, A5 AN admin #8261 K -

TL-SL5428-Combo(config)#user name tplink privilege admin password 0 admin
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11.2 user name (secret)

i A — AN R K SE S SRR P KT R, B no dr & TIHER CAFAE )
Mo G A4 T B A MDS5 s SN E o S
we

user name name [ privilege admin | guest | secret { [ O ] password | 5 encrypted-

password }

no user name name

name — M/ 4, 1-16 MR, HEEHET. 0T REARRIZ A .
admin | guest—— 728, admin: FHEG, WLAGREE. IBONEE FTA AR DIEER
FCHE: guest: ZIRHI™, (NREABEIHRENCE, TAREAMEE. WA, BRI
745 admin.
0 —— MR, FoR$ R i N A BT INE &, 0 BRI L.,
password —— F PSS ER, B 1~31 NFRFARN, BRIX KNS, SRR
P FEE, FRIGA-F SRR 72 (9% 0%, - /00D - BB KE7E 2S HbLC B S A
7~ 9 MD5 it .
5 —— —MINEEA, FORFET R EMAMEATIL MD5 s i E g, BRI AT
[ 7€ o
encrypted-password —— [F] 52 K B A2 6 AR I 25 (2505, m) DL HoAth 32 e WL i B
ARG BE T INE RN G, BERENE PR, A R RS
I 555 o
B
4 JR e B
i
1. MFEEET user name (password)Fl user name (secret)fr &H, HA&HKGALE
102 AR 20
2. WwRKAZET Telnet 5 Console FHIFERE 5 FAZHMLI) 21T H 7 Y, A58
LR WOT HAERE, JFH, R BRSSO HAUN, 75 2 5mABT i & R Y .
i
IMFEE FH— ALK, 408 tplink, S5 RSN admin, S5 76 AS L
Jic B S0 H B MD5 g i 50K -

TL-SL5428-Combo(config)#user name tplink privilege admin secret 0 admin
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11.3

user access-control ip-based

Zdr TR AT 1P MhE) B 0y IR, A AT Pt 1P B i A4 mT LAY M A SS L. B
no fir 4 HI B A1 B 4 PR

we

B

zNGl

user access-control ip-based {ip-addrip-mask } [ snmp ][ telnet] [ ssh][ http ][ https ]
[ping ] [all]

no user access-control

ip-addr/ip-mask —— Y& IP shEFT P $#E6S. H A AT ATt IP B 5L & A4 ] LA ) A%
LA

[snmp][telnet][ssh][http][https][ping][all]
WGBSR B 1 i 77 kAT BR

i€ T B IR AT 1 7 e BR

EIL]WRLS:N

JE 1P $idik 2 192.168.0.148 (1 B 475 PR il
TL-SL5428-Combo(config)# wuser access-control ip-based 192.168.0.148

255.255.255.255

11.4 user access-control mac-based

a2 T e AET MAC bk S 03 FR I, H i B Ak MAC Huhik i) 32 L5 190 52 #AL

iy

B

user access-control mac-based { mac-addr } [ snmp ][ telnet] [ ssh ][ http ] [ https ]
[ping ] [all]

no user access-control

mac-addr —— Ji MAC Hulik. G HIH 1% MAC Huht it 58 4 4 ] BV i A5 4 HL
[snmp][telnet][ssh][http][https][ping][all] a5 T BRI vy R g7 2. BR

W DL XS B U7 17 07 32 AT Rl o

4 JRy e EAR 2
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1
J& F| MAC 14l 4 00:00:13:0A:00:01 117 5 4 PRl -

TL-SL5428-Combo(config)# user access-control mac-based 00:00:13:0A:00:01

11.5 user access-control port-based

i A F T R R 3 1 B3 PR, R SO VRERRAE i e )3 11 L7 R S 4l
Liles

user access-control port-based interface { fastEthernet port | gigabitEthernet port |

range fastEthernet port-list | range gigabitEthernet port-list } [ snmp ] [ telnet ] [ ssh ]
[http ] [ https ] [ ping ] [all ]

no user access-control

port —— LK M 115
port-list —— LUK 1513, 2 AT iE5E 5 M .
[snmp][telnet][ssh][http][https ][ ping][all] — && & ERH U7 TR, BR
WG BT XS A U il 7 EAT IR o
K
2 R B
7~
Jei Y 2-6 T4 11 ES) B 43 BR 1)
TL-SL5428-Combo(config)# user access-control port-based interface range

fastEthernet 1/0/2-6

11.6 telnet

Zar A T Telnet B3 INREMIIT B F1CH, telnet enable IS IRE, telnet disable /R T)
ft. BRIMIRAA enable.

e

telnet enable

telnet disable

B
AR E R
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w5
F [ Telnet ThfE:

TL-SL5428-Combo(config)# telnet disable

11.7 show telnet-status

ZAr 4 T 5on Telnet ThAgBC B 5 B

-~

e

show telnet-status
B

R BUSE AN i A e B AR X
il

R Telnet Dhag & )8 H

TL-SL5428-Combo(config)# show telnet-status

11.8 show user account-list

(AR e N DA VA IR IE 8

iy

show user account-list
B

5 LA R A T A 2
7~

R AT K B

TL-SL5428-Combo(config)# show user account-list

11.9 show user configuration

e MR 2 alicE, U SIRE], SR, SN E .

we

show user configuration

B
AU R BT A e A 5

54



= EMERENL 1T FAM

Bl
TR L E

TL-SL5428-Combo(config)# show user configuration
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P28 HTTP M HTTPS BBy 4

7t HTTP(HyperText Transfer Protocol, i 3L A& 4 03 57 HTTPS(Hyper Text Transfer Protocol
over Secure Socket Layer, T % &EHE M@ SCAERPIO BT, A7 Ll —AMrAE b
PEE M. HTTP & H T 38 3 FH A SCAS A IR

SSL(Secure Sockets Layer, %2 B4 2 & — %2 M, BONEET TCP N HZ M (W HTTP)

PRt R, SSL R AEMARINE A, B ATE BN E MRS, FHSH A (B
FAEUETHD) F—MNRAHM . WILAR AL B O BOAMIE T (AZELIET) ANV, H
AT DO R /2% H T N T Re & e BRI R B B X

12.1 ip http server

A T2 RITE HTTP RS 23h6s, BR no frd H T2AHZTheE. BRINE LR 8 H I IhRE .
HTTP Al HTTPS R& 2 A aElRII 25 .

Likg

ip http server

no ip http server
B

4 R B AR
7~

F M HTTP IhRE:

TL-SL5428-Combo(config)# no ip http server

12.2 ip http max-users

Zin 2 TR E R VFIERBIHTTP IR 55 S 5 K 8L e inodi & F B R .

ip http max-users admin-num guest-num

no ip http max-users

ZH
admin-num ——PLUETER 63 B4 B B HTTP RS Se it KB, Yo 1 3 16. 45H
ARV RN %> T 16,
guest-num ——7E VT & 5 3 B 5 B HTTP IR & 2% 1 R8s, Va0 31 15. &8 53 A
VIE KB T 16,

B
4 ey e B AR
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w5
fic B A B BN R B 3 HTTP RS- 28 e KA 5 1 3:

TL-SL5428-Combo(config)# ip http max-users 5 3

12.3 ip http session timeout

Znr 2 T HCE HTTP IR55 as RGN I ] . B/ no A 7] DMK HY ) BRI ER IR I a], - BROA
frIEE IS I 18] 10 234t

e

ip http session timeout minutes

no ip http session timeout
23

JIE), YoM 5 2] 30 7080, BROIAMEOL T, {4 10.

B

4R He B
Bl

lic & HTTP &8I R A 15 4%k

TL-SL5428-Combo(config)# ip http session timeout 15

12.4 ip http secure-server

Zan S T4 R E SSL hEe, EH no i d T2 M 1ZIEE. BOAEM T B FHLIIEE. HTTP I
HTTPS k&2 AN RE [RIBS 25 F

iy
ip http secure-server
no ip http secure-server
K
4 R B AR
7~
4Rk SSL TR

TL-SL5428-Combo(config)# no ip http secure-server

12.5 ip http secure-protocol

a2 H TECE SSL VrlhiiA, B8 no fr&H TR EIN SSL A . BRI, LR
SSLv3 F1 TLSv1.
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Likg
ip http secure-protocol {[ssI3][tls1]}
no ip http secure-protocol
2¥
ssl3 ——SSL 3.0 .
tlsl ——TLS 1.0 #hil.
B
EIL]WER S
7~

BoE SSL EEATH R SSL 3.0:

TL-SL5428-Combo(config)# ip http secure-protocol ssI3

12.6 ip http secure-ciphersuite

Zdn A T E LSRRI SSL RSB, B no dr 4 TR E BINEBEM.
we

ip http secure-ciphersuite { [ 3des-ede-cbc-sha ] [ rc4-128-md5 ] [ rc4-128-sha ] [ des-
cbc-sha]}

no ip http secure-ciphersuite

¥
[ 3des-ede-cbc-sha | [ rc4-128-md5 | [ rc4-128-sha | [ des-cbc-sha | ——4& & SSL i
FEAE T A Jn 2 SR ARG AR
BOANTEOL S, RHNC R TR X S &
B
4 Ml B A
7~

Ko B SSL #H# H i %1544~ 3des-ede-cbe-sha:

TL-SL5428-Combo(config)# ip http secure-ciphersuite 3des-ede-cbc-sha

12.7 ip http secure-max-users

A4 T HCE FUVFE S HTTPS IR & s K 7 4, B/ no fir4 H T UM BRI .
e
ip http secure-max-users admin-num guest-num

no ip http secure-max-users
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2R
admin-num ——PUE B 53 By 43 8 55 B HTTPS RS 28 1 m K80, YR 1 3 16. &8
RAMVIR I BB Z AT 16,
guest-num ——7E 15 & B4 8 5 2 HTTPS 4585 i K EE, UM 0 3 15, & H R
A& BN AN BT 16,

R
4 JRe B AR

7~

e B/ ORI U5 75 65 S Bl HTTPS %5 3 16 i K30 5 1 3:

TL-SL5428-Combo(config)# ip secure-max-users 5 3

12.8 ip http secure-session timeout

Zan A H T HCE HTTPS JIR 4548 10BN I (8] . &1 no fr 4 AT LAV T BRI IR ) 1), BRIA
FrIEE IS I 18] 10 234t
we

ip http secure-session timeout minutes

no ip http secure-session timeout

ZH

minutes ——J ST, SEFEAL 5 £ 30 43 Bk, BRIMELLT, Z{HA 10,
B

A RALE B
il

i & HTTPS &R B [A] R 15 434

TL-SL5428-Combo(config)# ip http secure-session timeout 15

12.9 ip http secure-server download certificate

Zar AT TFTP A& A SSLiEH .

ip http secure-server download certificate ssl-cert ip-address ip-addr

ssl-cert —— EFFEF ANK) SSLIEBAHK, A 1~25 7457, k520 BASE64
fidig .
ip-addr —— TFTP Jlx 54510 |P il . SCRF IPv4 il 4140 1IPv4 Hihik 192.168.0.10.
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B
AR LB A

i
B IP Huhik Ay 192.168.0.148 ) TFTP AR5 28 S A4 A ssl.cert ) SSL iF45:

TL-SL5428-Combo(config)# ip http secure-server download certificate ssl.cert ip-

address 192.168.0.148

12.10 ip http secure-server download key

A AT TFTP 5%\ SSL 4.

W

CilSy
ip http secure-server download key ssl-key ip-address ip-addr
2
ssl-key — IEFHEF AN SSL BFHLLRR, WA 1~25 MFRF. BHLAUN
BASE64 #ifidf 3.
ip-addr —— TFTP AR&28 10 IP Hubk. SCFF IPv4 Huhik. %10 IPv4 Hitik 192.168.0.10.
LS
4 JE e BAR
N

T 1P HitiEA 192.168.0.148 (1) TFTP k%548 3 A4 N ssl.key [ SSL #4H:
TL-SL5428-Combo(config)# ip http secure-server download key ssl.key ip-address

192.168.0.148

12.11 show ip http configuration

2 R FR BRI HTTP RSB EE S, BFPRE. S5 a5 mdEs] . &R 5
02 R R IS I ) 45

we

show ip http configuration
B

R BURE AN i A E B A X
il

BN HTTP RS2 ic 15 2.

TL-SL5428-Combo(config)# show ip http configuration
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12.12 show ip http secure-server

Zan A AT EoR SSL A RfLE R L.

-~

e

show ip http secure-server
B

R BUSE AN i A e B AR 5
N

s SSL &Rl EfE R

TL-SL5428-Combo(config)# show ip http secure-server
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F13F HEFREENS

VU T4 52 DhEERT LUK R I N rp i B ML 1P Mk, MAC #ihl. VLAN Flii C3EAT485%, ARP B33
ReB M DU o405 2% B e s kAT g .

13.1

ip source binding

Zan 4 HTF3h N IP-MAC-VID-PORT MU c4bE 45 H . W B2 7 /M i S - 1A
FAER, B IP #ihh. MAC #ihlk. VLAN DL R 1125, aTLLAFEhIY e 5E .

ik

B

ip source binding hostname ip-addr mac-addr vlan vid interface { fastEthernet port
| gigabitEthernet port } { none | arp-detection | ip-verify-source | both } [ forced-source
{ arp-scanning | dhcp-snooping } ]

no ip source binding index idx

hostname — HFEILER LHL4, 1-20 MFFF.
ip-addr —— ¥ 1P Hhuhil.

mac-addr —— i MAC Hiik: .

vid — TFE4EE I VLAN, HUE T 1-4094.

port —— 75 L0 E A e L 5 .
none | arp-detection | ip-verify-source | both—— 1% %% H 34T ACL 3)1E, arp-detection

F7~ ARP [i#F; ip-verify-source 37 IP YRR 47; both RSB #44E4%;  none &
NN H B4

arp-scanning | dhcp-snooping AliE 244 forced-source F T llks Hrim in£& H 1)
KIEM manual A arp-scanning (% dhcp-snooping, LA arp-scan % dhcp-
snooping s IN4RE % H, EIETzhdhE 5% H il MRAEACE -

idx e e BEMIBRII% HF 5. w4 show ip source binding $REU 2% H X}
M. e, XEMNFSLBZFHESERTNTS, MERNA—E 2% 5
RN BRI IG I, T2 s 1% 5% B AE 9P E R H SRy 5 .

4 JRC EAR
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Nl

13.2

FEhRIM—%W Ty 2% H, FHL% N hostl, IP Hibly 192.168.0.1, MAC ikl
00:00:00:00:00:01, VID N2, ¥ild1%5 45, H¥iZ%&HIFEBNHT ARP iy

TL-SL5428-Combo(config)# ip source binding hostl 192.168.0.1 00:00:00:00:00:01
vlan 2 interface fastEthernet 1/0/5 arp-detection
MR 48 & L H 758 5 [ IP-MAC -VID-PORT % H:

TL-SL5428-Combo(config)# no ip source binding index 5

ip source binding index

LA TBM 2 A IP-MAC-VID-PORT U4 e 2% H -

Liles

B

A~

ip source binding index idx {hostname hostname | mac mac-addr | vlan vlan-id |
interface { fastEthernet port | gigabitEthernet port } | none | arp-detection | ip-verify-

source | both }

B & V% HFP . A4 show ip source binding REX 2% H X
NPT . EE, ﬁ%ﬁ‘]ﬁ? RIRZABAESERPHTF S, MR RN A —E 2% 150
RSN BRI R, 1 BN iZ g HEG € R RS2 E S .

hostname — FEZ N EHL4, 1-20 MFFF.

mac-addr —— Y& MAC ik,

vlan-id — & ZEHY VLAN, HUE 6 1-4094.

port —— & EAE I AL H LI T

none | arp-detection | ip-verify-source | both —— 1% 4% H #4471 ACL 3h1E, arp-detection

o~ ARP Bit; ip-verify-source 7 IP JRFT4; both RRPIFBI #3542  none &
AN B

4 JRc B AR

BEFHF SN L, ENAN tp-link DY cH02E 5% H -

TL-SL5428-Combo(config)#ip source binding index 1 hostname tp-link
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13.3 ip dhcp snooping

Zan A H T4/ E DHCP fiWrThag, &/ no 4 M T25H DHCP Snooping. it DHCP fiilt
Dige, AZWALET LA H P 3h A& HE 1P bk A FE , Fid sk Rk o SR 1P Mkt . MAC bk
VLAN PLAGES i 255 B, BahdtiTIUcyhe .

e
ip dhcp snooping
no ip dhcp snooping
B
4R He B
Bl

4:J57F J5 DHCP Snooping:

TL-SL5428-Combo(config)# ip dhcp snooping

13.4 ip dhcp snooping global

%4 T DHCP Snooping & JRific &, ‘©/ no 4 H T IKEBRIANEE .
iy

ip dhcp snooping global { [global-rate global-rate] [dec-threshold dec-threshold]

[dec-rate dec-rate] }

no ip dhcp snooping global

global-rate —— 4 JfRREE], B EHNE RVFF AR DHCP JHE /% H, #i
I g £, Ak 0. 10, 20, 30. 40. 50, #if7 pps (packet/second). Bt
WE N 0, Tk
dec-threshold —— Decline {47 BI{f, B & fil &7 5€ o 11 Decline {47 BT 1) Decline
WCE/NALE, AT 0. 5. 104 15. 20, 25. 30, .47 pps (packet/ second). Ek
WIER 0, FR%EA.
dec-rate —— Decline {4 i & MR, W14 K Decline 4 S & HRME, AR R o
1P 119 2 PR 1| 158 B M4, WTEIA 5.10.15..20.25. 30, H47 pps(packet/second) .
ERINME N 5.

B
ARl E A
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Nl

13.5

fic & DHCP Snooping 4= miiit &= 4%y 30 pps, Decline {&47" i&{E v 20 pps, Decline f&
PR = IR{E Y 20 pps:

TL-SL5428-Combo(config)#ip dhcp snooping global global-rate 30 dec-threshold

20 dec-rate 20

ip dhcp snooping information option

Zan 4 H TJF /3 DHCP Snooping [ Option 82 Zf¢, ‘£ no fiv4 H T4 Option 82 IjfE.

we

B

zNGl

13.6

ip dhcp snooping information option

no ip dhcp snooping information option

4 JRy e B AR

JFJ5 DHCP Snooping ff] Option 82 Zhjfi:

TL-SL5428-Combo(config)# ip dhcp snooping information option

ip dhcp snooping information strategy

A T FE R (B 7 Option 82 JETHE KR SCHBE B AL B S, B A no & TIREER

IR

we

B

B

ip dhcp snooping information strategy { keep | replace | drop }

no ip dhcp snooping information strategy

keep —— fRHF1ZIRCH ) Option 82 MEIAAAL I ATHE K o BRINETH

replace — &R & 1A 7L N A IH 7 Option 82 & 1T, H & el SCH A 1) Option 82
EIHATH K o

drop — EF WKL,

4 JRy e EAR 2

R B (3 RIS Option 82 G IS #ONHI ™ B e LHIETA 7, HFEAT 3K -

TL-SL5428-Combo(config)# ip dhcp snooping information strategy replace
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13.7 ip dhcp snooping information remote-id

Z 4 F TH & Option 82 ) Remote ID TN 4. no fir 4 AT E BRiAME
Likg
ip dhcp snooping information remote-id string

no ip dhcp snooping information remote-id

Z2H

string —— F /7 E 52 X E K Remote ID TN % . KN 1-32 N4
B

4 JE e B A
~

fid & Option 82 ] Remote ID F#ETi 4 tplink:

TL-SL5428-Combo(config)# ip dhcp snooping information remote-id tplink

13.8 ip dhcp snooping information circuit-id

%4 F TECE Option 82 1 Circuit ID £ AN % . no fir4 T E BRIME .

ip dhcp snooping information circuit-id string

no ip dhcp snooping information circuit-id

ZH

string —— FI7 H 52 XA E K Circuit ID FiEIAN . KEN 1-32 MEFF.
B

4 JR T B AR
7~

fic & Option 82 f Circuit ID Fi%£I A tplink:

TL-SL5428-Combo(config)# ip dhcp snooping information circuit-id tplink

13.9 ip dhcp snooping trust
2 T IC B i O RAR R 1, UR $RAE I 4 RERRISCR H DHCP JIRS5 &3m0V B, B/ no fir
A F T B0 #2475 o L
e
ip dhcp snooping trust

no ip dhcp snooping trust
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B

A~

# O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Je A He Lo 1 2 43245 g 11 <
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# ip dhcp snooping trust

13.10 ip dhcp snooping mac-verify

Zan 4 T8 Fim D F) MAC BGUEDhAEE, © 10 no 4 F T8 MAC . DHCP JH B EH AT
EATAEAE 2 7 5 1 MAC Hidik, MAC B63ETh A 46X A F BOIAT bR, WSS, N B E 5.

we

B

i

ip dhcp snooping mac-verify

no ip dhcp snooping mac-verify

P2 O i B B X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Je R 1 2 ) MAC B8AIETh g -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# ip dhcp snooping mac-verify

13.11 ip dhcp snooping limit rate

A TG B R AR, 8 R RS 1) DHCP B e 25, &M no s S H TIRE

FOABCHE -

iy

ip dhcp snooping limit rate value

no ip dhcp snooping limit rate

value

S IR ], RN 04 5. 10, 15. 20, 25. 30, Hifii pps (packet
per second). ERIMEAN 0, FoREEH.
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B

# O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

N
Hed 11 2 B EAEH] BN 20pps:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# ip dhcp snooping limit rate 20

13.12 ip dhcp snooping decline

Zd2 FH T8 i ) decline W Dheg, &) no fir4 HI 25 decline i .
W

ip dhcp snooping decline

no ip dhcp snooping decline

B

B O & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

zNl
Je I3 1 2 1) decline T B fg -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# ip dhcp snooping decline

13.13 show ip source binding

Zan 4 M T &R IP-MAC-VID-PORT Y t4bE £ .

e

show ip source binding
B

R BUSE AN i e B A X
7~

§i. 7 IP-MAC-VID-PORT VY t465E %

TL-SL5428-Combo(config)# show ip source binding
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13.14 show ip dhcp snooping

4 T 78 DHCP Snooping 4RIk B«

e

show ip dhcp snhooping
B

R BUSE AN i A e B AR 5
N

&7~ DHCP Snooping 4 FPIRAE & -

TL-SL5428-Combo(config)# show ip dhcp snooping

13.15 show ip dhcp snooping information

%4 T &7~ DHCP Snooping (] Option 82 &I & .

e

show ip dhcp snooping information
B

5 AU O A T A 2
7~

{7~ DHCP Snooping /] Option 82 i% i fic & :

TL-SL5428-Combo# show ip dhcp snooping information

13.16 show ip dhcp snooping interface

%4 M T 575 DHCP Snooping i F1HC B 45 8. .

-

we
show ip dhcp snooping interface [ fastEthernet port ] [ gigabitEthernet port |
2
port —— SZHM L 15, ShE I SR BT i R EE R .
B
R BUE AN i A e A
il

&7~ BT A 35 1) DHCP Snooping it & 15 5.

TL-SL5428-Combo# show ip dhcp snooping interface
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DHCPV6 Snoop A LU T-%F H 3K BGE T DHCPV6 KB MAC, IP Al Port #4745, I HAUY
RVHEAEIIRS 850 BC M IP Hohik . FiA 1Pve s A8 AT AEASAAN AV B P T DL B, 1 A
(oA S0 B AR P S AN RE AT A

13.17 Ipv6 dhcp snooping

Zn A H T4 mTF I DHCP6 il thEE, &/ no fiv4 H 25 H DHCPv6 Snooping. it DHCP
W IhRE, ASHRMLAT LG P shAS s 1P Mk R, IFc SR AL 1P sk, MAC
bk, VLAN PURGERz0m 555 2, Hshidirghe .

we
Ipv6 dhcp snooping
no ipv6é dhcp snooping
B
] W EN
A~

4= J5 71 )3 DHCP Snooping:

TL-SL5428-Combo(config)# ipv6 dhcp snooping

13.18 Ipv6 dhcp snooping vian

Zan A H T EFR 2 ) vian L3 snooping ThfE .

iy
ipv6 dhcp snooping vlan vlan-str
no ipv6 dhcp snooping vlan vlan-str
2
Vlan-str — %§5€ ) VLAN $iif, SCFF 1-4 80 3 8l 1,3 B,
K
2 R B
7~

7£ VLAN 1-10 - 7J5 DHCPv6 Snoop IfjfE:

TL-SL5428-Combo(config)# ipv6 dhcp snooping vian 1-10

13.19 Ipv6 dhcp snooping trust

i A T B OS5 o 1, A 305 0 LA eSOk B DHCP IR S5 #83m (131 2, "€/ no 4
A T BUH A5 b G

70



= ZEMERENL AT FM

Likg
ipv6 dhcp snooping trust
no ipv6 dhcp snooping trust
R
B O & A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

J& A He ML 11 2 45245 o 11 -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# ipv6 dhcp snooping trust

13.20 show ipv6 dhcp snooping

Z 4 F T &5 DHCPv6 Snooping 4B E & .

e

show ipv6 dhcp snooping
B

5 LA R A T A 2
il

78 DHCPV6 Snooping 2RIk &S B :

TL-SL5428-Combo(config)# show ipv6 dhcp snooping

13.21 show ipv6 dhcp snooping interface

%4 T &7 DHCPV6 Snooping i I & 15 B .
e
show ipv6 dhcp snooping interface [ fastEthernet port ] [ gigabitEthernet port ]
Z2¥
port —— SZHM L 15, SR BoR pr A i KRR EE R .
LS
R BURE AN i A E B A X
~H

78 T 5 1) DHCPV6 Snooping Fit 15 B -

TL-SL5428-Combo# show ipv6 dhcp snooping interfac

71



B14% ARP BiPICE M4

B ARP 3Bk Dy 5 T LT X JRy g o o AL A 19X S g A o 8] N B0t 55 ARP BB 2B AT B9, A R4l
JRIIB ) ARP 3 o

14.1 ip arp inspection vilan

Zdn % T4 VLAN JF 5 ARP B4R D8E, "€/ no fir & M T-25 0] ARP B ZhEE.
we
ip arp inspection vlan vlan-list [ logging ]

no ip arp inspection vlan

Z2¥
vlan-list —— ZIFJE ARP 4P DhRer) vian, FI{EA “-7 £oRIXIE, FEH <, 7 BRI, B
ui: vlan 3-5, 8.

B
EIL] RS

7~

JFJE vlan 3-5 Ef) ARP i€, 373 log Thfk:

TL-SL5428-Combo(config-if-range)#ip arp inspection vlan 3-5 logging

14.2 ip arp inspection validate

Zan 2 TR ARP UK B DIRE, B no dr & TR HiZIhfE .

we
ip arp inspection validate { src-mac | dst-mac | ip }
no ip arp inspection validate
SR
src-mac | dst-mac | ip —— EFEIFE PR . B3RS send mac 5 src mac
AFi4, dst mac 5 dest mac A4, B IP FEARE.
LS
4 R TC BB
N

HJ& Src Mac F 7

TL-SL5428-Combo(config)#ip arp inspection validate src-mac
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14.3 ip arp inspection trust

ZAr A T HE ARP PP S0 0, T no dr A F Tl 25T D oI, LIk . s 1
BLI LAG S ks 111 25 G B A5 AF 35 11 o 7605 FIBT ARP SRR DI AL 3T, BISEHCE ARP f354E
BT, LSRN TE A

W
ip arp inspection trust
no ip arp inspection trust
R
B O i & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
2~

R B i 11 2 2 ARP B4 (¥045 AT 1«
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# ip arp inspection trust
14.4 ip arp inspection limit-rate

2 T HC B I ) ARP EEIE R, BRI no dr & TIREERGE EE E

ip arp inspection limit-rate { value [ burst-interval seconds ] | none }

no ip arp inspection limit-rate

Z2¥
value — A HCR(E, HUEVER] 10-100, #47 pps (packet/second). ERIAE N 15.
seconds —— 15 B uify [ A I (1) B[R]

B
# O i & # L Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

BB 1 5 APR K
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# ip arp inspection limit-rate none

14.5 ip arp inspection recover
Zin S TR AT ARP SRR 3G KRN ARP B AOIRES .
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Likg
ip arp inspection recover

K
B O & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

il

¥ 5 RE N ARP B ROIRAS -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# ip arp inspection recover

14.6 show ip arp inspection

%2 M T 2o ARP it & mic &, R APRESAE L5 1515

-

e
show ip arp inspection
B
R B AN i e A X
il
7R ARP B4R E -
TL-SL5428-Combo(config)# show ip arp inspection
14.7 show ip arp inspection interface

Zin A TR ARP Bidr i G B A5 2.

we
show ip arp inspection interface [ fastEthernet port ] [ gigabitEthernet port ]
2
port—— AZHALI 15, BRI R B A I RO B S
B
R BURE AN i A E B A X
NGl

BN U ) ARP B RGBS

TL-SL5428-Combo(config)# show ip arp inspection interface
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R 2 R E

TL-SL5428-Combo(config)# show ip arp inspection interface fastEthernet 1/0/2

14.8 show ip arp inspection statistics

Zim 4 T 5o ARP RZEIR LA T

e

show ip arp inspection statistics
B

R RO AN i A e B A X
N

B ARP JRIEIR LG

TL-SL5428-Combo(config)# show ip arp inspection statistics

14.9 clear ip arp inspection statistics

Zdn & T3 ARP AR AT %

iy

clear ip arp inspection statistics
B

5 LA R A T A 2
il

Xt ARP ARIEAR G HEATIE % -

TL-SL5428-Combo(config)# clear ip arp inspection statistics
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15 IP JRE <&

IPYRE 372 T IP-MACHRE 2 HILIEIPEE &, A7 L IP-MACHR & LI R B 47 S RE A 22,
AT AT BB ety 5 A 28

15.1 ip verify source

A F T B E i 1P BT . B no A AR UL RE .

Likg
ip verify source { sip | sip+mac }
no ip verify source
Z2¥
sip SR FRYE 1P btk A 755 DU o2 5E 15 S5 10 2 40,
sip+mac FURFRYE 1P Hhhik . Y5 MAC b Al L1875 & V0 o 48 £5 B s .
K
P O fid B B X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

Ja F s 1 5-10 B IP YRR ThRE R« HC & B i XA AL HE YR 1P sk, Y8 MAC ik Al
5t S UCHE IP-MAC 45 52 F0 0 F) B4 £«

TL-SL5428-Combo(config)#interface range fastEthernet 1/0/5-10

TL-SL5428-Combo(config-if-range)#ip verify source sip+mac

15.2 show ip verify source

i 4 LU 1P YRR EL B

iy

show ip verify source
B

5 LA O A7 T B A 2
7~

R P ER B B

TL-SL5428-Combo(config)#show ip verify source
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IPV6 JEBH 3T DHCPV6 Snooping 455 2 HidiE IP B, R IP-MAC 455E HE I (1) £ ds
WA e AL EE, T AT PASE S e A R

15.3 Ipv6 verify source
24 T HC B R E i 1 1Pve JERT . ) no #r4-Ek disable 4 H T4EFH L DB .

e

Ipv6 verify source {disable | sipv6+mac }

no ipv6 verify source

Z2H
sip+mac HALFEYR 1Pv6 Huhk. Y5 MAC HuhkAlm O ¥ RF& 405 B SR .
B
B O & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
2~

Je o E 5-10 17 IPve YRR Dhae T . He & B i XOuYs 1IPve Huhit, Ji MAC ik Rl
-5 ULEE IP-MAC 45 52 F0 B 54 4, «

TL-SL5428-Combo(config)#interface range fastEthernet 1/0/5-10

TL-SL5428-Combo(config-if-range)#ipv6 verify source sipv6+mac

15.4 show ipv6 verify source

i 4 F LU R 1PV6 YRR E S R

we

show ipv6 verify source
B

R BUSE AN i e A X
Bl

woR 1P PP R EAE B

TL-SL5428-Combo(config)#show ipv6 verify source
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S ERERHA ST
#5162 DoS Biéid
DoS i e M e B & el R E AR ) H AR ALK IZE KERIRSGER, EEHEEMKEIE, B

H1 DoS Bt Ihaesa, S bURT SR AR R B B R 2 T BOBATRENT, JRERR IR LA B e L4
Jite, AT PRI R (4 1E 384T

16.1 ip dos-prevent

& M T4 )55 M DoS Pidrpige, ‘B no drd M T-45H] DoS B Uife.
we
ip dos-prevent
no ip dos-prevent
K
] WR I E
A~
2 J5) J3 | DoS Blid Vie:

TL-SL5428-Combo(config)# ip dos-prevent

16.2 ip dos-prevent type
Zn 2 FH T 1% 48 5 H DoS Mk Bi# 28, & /) no fir 4 I T 25 FHAH BRI By 47 26 2
W

ip dos-prevent type { land | scan-synfin | xma-scan | null-scan | port-less-1024 | blat |
ping-flood | syn-flood }
no ip dos-prevent type { land | scan-synfin | xma-scan | null-scan | port-less-1024 |

blat | ping-flood | syn-flood }

land — Land X,

scan-synfin —— Scan SYNFIN Xt .

xma-scan —— Xma Scan (it .

null-scan —— NULL Scan .

port-less-1024 —— V&3 /N 1024 () SYN # .
blat —— Blat %l

ping-flood —— Ping flooding T

syn-flood —— SYN/SYN-ACK flooding # it
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B
AR LB A
Bl
Jii I Land Tt 9 2 -

TL-SL5428-Combo(config)# ip dos-prevent type land

16.3 show ip dos-prevent

Zan 4 T Eor DoS Wi &R EE R, WiBEARE . BEhBiirRM. Bk git45.
Liles

show ip dos-prevent

B
REBUE AR BT B B

A~
27K DoS Wik B & RBCEAE B -

TL-SL5428-Combo(config)# show ip dos-prevent
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#17% |IEEE 802.1X it B &4

IEEE 802.1X e R T SENLIR BEUGIE LI RE,  FFARIE LSS SR 52 4 1 R BOIRA BEAT 1211,
F2 AR AR I N IE AT 22 247 THI ) ] AL

17.1 dotlx system-auth-control

Zin A T4 /IT S IEEE 802.1X IhRE, ‘1 no w4 T25H IEEE 802.1X ThfE.

we
dotlx system-auth-control

no dotlx system-auth-control

B
AR E R

i
H & IEEE 802.1X Ihfg:

TL-SL5428-Combo(config)# dotlx system-auth-control

17.2 dotlx auth-method

Zan A H T RCE IEEE 802.1X HIIAUEJ %, B no drd H TR EEIARCE .
e
dotlx auth-method { pap | eap-md5 }

no dotlx auth-method

¥
pap | eap-md5 —— NIEJ k. % pap i, /i 5L 8IS 4T EAP ML, A2
¥eHLW EAP T B E OB UGEPMY (1 RADIUS), f&i# H FIEE B4 AE R % 2
RY5. P eap-md5 B, F S5 HML 2 [BI2 1T EAP PR, EAP i dh k3 B IE ST
P, iZ UK A e S ERF (40 RADIUS), LU %58 2% 1 X 28 2134 YIF AR
%o BRNIETTA eap-md5.

B
4= BBl B AR

5

B IEEE 802.1X AilF /715K pap:

TL-SL5428-Combo(config)# dotlx auth-method pap
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17.3 dotlx guest-vlan(global)

Zn % T4 RITE Guest VLAN Jjfig, "€/ no 4 T4 RZEH] Guest VLAN Jjfig.

Liles

B

zNGl

dotlx guest-vian vid

no dotlx guest-vlan

vid —— J& A Guest VLAN [#] VLAN ID, HUEEH 1~4094. Guest VLAN H 1 H Al LA
Ui 1) 45 52 FE 9 28 55 5

EIL]W-RLS:N

J& H VLAN 5 & Guest VLAN:

TL-SL5428-Combo(config)# dotlx guest-vian 5

17.4 dotlx quiet-period

Zan A T8 IEEE 802.1X 4 ERERINRE, EHI no v F TR HZINRE .

iy

B

R~

dotlx quiet-period

no dotlx quiet-period

4 JRc B AR

FF 5 IEEE 802.1X #ERINfE:

TL-SL5428-Combo(config)# dotlx quiet-period

17.5 dotlx timeout

2o T RCE ARG . 2 s RN NG, S no A TR EBRAELE .

we

dotlx timeout { quiet-period time | reauth-period time }

no dotlx timeout { quiet-period | reauth-period }
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B

A~

quiet-period time —— BRI K. P IAUERIE . ZEFFERIS (8] 9 AS R B R] — FH 1Y)
IEEE 802.1X WilEiF K. HUEIEH 1~999 (#0), BKINME N 10.

reauth-period time —— %% /7 byl SR I B K, BIVAZ 3L S50 457 250 7 i Ml 12 P e K S A
] o 5 A HAVTE B8 B ] VA B P i el 52, U RS BUEYE R 1~9 (B,
BRNE N 3.

EIL]W-RLS:N

BCE Ny 12 7

TL-SL5428-Combo(config)# dotlx timeout quiet-period 12

17.6 dotlx max-reauth-req

% M T B % 7 i SR OCE B RORIEL B no dr e T IR R ERIA IR E .

e
dotlx max-reauth-req times
no dotlx max-reauth-req
Z2¥
times WIETR SCHI B K R RIE R, BB 1~9 (JO, BUAME N 3.
B
4 R B AR
N
B R KE R RIERECN 5:
TL-SL5428-Combo(config)# dotlx max-reauth-req 5
17.7 dotlx
Zf & T JT R o 1 |IEEE 802.1X 451k, "B no fiy4 F T4 A1 11 1) IEEE 802.1X H§ 1k
W
dotlx
no dotlx
B

B O & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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w5
FFJE R 1 1 () IEEE 802.1X 4k

TL-SL5428-Combo(config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if)# dotlx

17.8 dotlx guest-vlan(interface)

Zn 4 F T 5 5 i Guest VLAN ZhEE, ‘E /I no v HT25H 5% 1/ Guest VLAN Ihfig. 7EJF
Ja i 1 Guest VLAN DHRERT, 15 CRAH N 8 N$2 #2888 port-based, 7 1L dotlx port-
method.

CilSy
dotlx guest-vlian
no dotlx guest-vlan
X
B O B #% X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

FFJau 1 2 () Guest VLAN ThfE:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# dotlx guest-vlan

17.9 dotlx port-control

Zan A HTECE IEEE 802.1X 7Ef8 & im H FI N EHIE A, B/ no A H TR EBARE .

dotlx port-control { auto | authorized-force | unauthorized-force }

no dotlx port-control

S
auto | authorized-force | unauthorized-force —— #=ill#:(, A auto ( H3) . authorized-
force (il & AIE) unauthorized-force (ERFHIAINIE) =ANET. %&£ auto B, ¥
FEHATINE; & authorized-force B, 3 [ A 72 A F BY 7 35 ) N 4% 5 ik %
unauthorized-force i, ity [ 7Kz ToyidE it A IE. BRINIETTN auto.

B

B OB B A X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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7~
BB 1A AN I Xy s ] A
TL-SL5428-Combo(config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if)# dotlx port-control authorized-force

17.10 dotlx port-method

4 M THCE IEEE 802.1X {E4i € i I KR AIZHIZEA, B no fir & M TRE BN & -
W
dotlx port-method { mac-based | port-based }

no dotlx port-method

Y
mac-based | port-based —— #2874, 45 mac-based (3T MAC) F1 port-based (F
T Port) BIANET. #E#F mac-based B, 1% IR BTG HENUER TR AE; 1EF#¢ port-
based B, % FEREFIEAH P @ ARG, HAh A - 000 IERD o] U ) fR 25 . R
NIET A mac-based.

X
B O fid B # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

]
WE N 5 A HI A N EE T Port IAIIE:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5
TL-SL5428-Combo(config-if)# dotlx port-method port-based

17.11 radius

A TR E FINER S 2 A S BRS8N A LR AEGE IR &5 B Sk . DUIERSS 5%
AIUAAEE AP RER, BFEHP 4. B L ESE, HTLBXH P FRAE. A3,
% A RADIUS (Remote Authentication Dial-In User Service, @fEMNEE:E 5 H RS ) RS 2e.

we

radius { [auth-pri ip] [auth-sec ip] [auth-port port] [acct-pri ip] [acct-sec ip] [acct-port
port] [auth-key {[ O ] password | 7 encrypted-password } ] [acct-key { [ O ] password |
7 encrypted-password } ] }

no radius { auth-port | auth-key | auth-pri | auth-sec | acct-port | acct-key | acct-pri |

acct-sec }
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B

A~

auth-pri ip —— FINIEMRS I 1P ik,
auth-sec ip — &M INIERSS A1 1P Hidik.
auth-port port —— AIEMR S5 AR FE A E AR S5 (0800 11 . HUE VGl 1~65535, BRAE
1812,
acct-priip —— F TR 1P Hidl.
acct-sec ip —— &M iE RS AR 1P Hudik o
acct-port port —— 1T 2RSS AP HETE R IR S B R 1 . BUE G 1~65535, BRAE
1813,
auth-key { [ 0] password | 7 encrypted-password } —— #AUFL 2254, RISs bl 5 R
SRR B
0: —FhinaRAY, FonHE TRFEMANBAFATINEREN, 0 NERAINERE,
password: XAGLEEH], M 1~31 NMFRAM, ARV -SSR, JFkT
TFN,&<>\",
7. —MOINEE R, FOREE T ORTR EA BT R AR A (R, A R K
5E o
encrypted-password: [ & & FREAT I RO 2 (A, T DA H A AE He L i T
B AP R E
7 B 1 password B encrypted-password K5 DL RN # R R .
acct-key {[ 0] password | 7 encrypted-password } —— #HSLE %, BIZHL5 Mk
S LR B
0: —FPmE KA, RN T RFEEMANBATEATINE WS, 0 AR,
password: #AILEEE, B 1~31 NERFAHNK, AREAN ST, JEESF
FEN,&<>\"s
7o —MOINERAY, FoRHE TR BT I I B (A, 1 S A A KR ]
SE o
encrypted-password: [ & B A EAT I BRI 25 (R A, T DA FC A A8 e L i T
B AP R E
7 B 1 password B encrypted-password K DU R I # R R .

4 e B

B EINERSS 240 1P ik A 10.20.1.100, 565 AN %514 tplink:

TL-SL5428-Combo(config)# radius auth-pri 10.20.1.100 auth-key 0 tplink
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17.12 radius server-account

& TR TSRS A AT B IhRE, B/ no an o M AR UE B g .

Likg
radius server-account
no radius server-account
R
4 R B AR
7~
Ja I3k Dy ge -

TL-SL5428-Combo(config)# radius server-account

17.13 show dotlx global

Zam A H T R 801X 2R E(E B

we

show dotlx global
B

R AN P A7 TG B R X
7~

R 801X &R EE R

TL-SL5428-Combo(config)# show dotlx global

17.14 show dotlx interface

Zan 4 T 2R 801.X i AL EAS B

we
show dotlx interface [ fastEthernet port ] [ gigabitEthernet port ]
2
port —— LIRS 15 o SR I SRR B i 1 ARG B4R R .
B
R BUE AN i A e A
7~

TR 801X i L B A5 B -

TL-SL5428-Combo(config)# show dotlx interface
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SR 1 ) 802.1X Fit B S A

TL-SL5428-Combo(config)# show dotlx interface fastEthernet 1/0/1

17.15 show radius accounting

Zdr 4 T 278 RADIUS i 28I 55 S IO BL ELAE B

W
show radius accounting
B
R RUAR A i A G B A
N
278 RADIUS 1 9% i 55 a4 fic 15 12 -
TL-SL5428-Combo(config)# show radius accounting
17.16 show radius authentication
4 T 28 RADIUS YUIE AR5 25 B B A5 B
e
show radius authentication
K
5 LA R A T A 2
il

78 RADIUS AIF AR 25 25 i B A5 B

TL-SL5428-Combo(config)# show radius authentication
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B18E REHTMEMS

R H S5 B AU EALSATREAT 7208, VIR i I AT RS A2 W B & s S 152
Fo

18.1 logging buffer

ZmAH T E RS HEZMX IMERMANERARE, B0 no mAHTRHASGHEZ X
Ae. MRAFATEARRE EMAGHEGEENAMBE, A HEAEHAHE 7™ CRPa] DURAZE BRI AA
FRH T HEZMXAMHE M. HEZWMX 2T RERGHERN —RNAFEXIE, ZrhX
& mTdEt show logging buffer i & E, {EMHEE)GEXEEEBESER. AmdHKREEH
BRI AR SHL

e
logging buffer level
no logging buffer

2
level — JP#EJ), 8 0~7 \ANEEL, FOMEM/D, BEREEES. RRirdo)
NTEETIZERHEERRERIHEZMX . BIMEAN 6, Fox 0~6 EMEHWHE
FREARAERIHEZMIX.

B
4R ie B

Bl

JE I H B G b X5 B ) 5

TL-SL5428-Combo(config)# logging buffer 5

18.2 logging file flash

Zan 2 TR E ARG H SRS, B/ no fr & TR ARG H B FIhRE. H A Flash
B —YfF X8, HESHRE B ikt show logging flash fiy &2 F, 7EWTHLH JH E X 25 B
AeERo

iy
logging file flash
no logging file flash
SN
4 JR I B
NGl
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ARG H &g

TL-SL5428-Combo(config)# logging file flash

18.3 logging file flash frequency

Zon 2 T EAEH EZ X i R4 HE A FEEF] flash AR, E 1 no fir 2 TR EBRE .
we
logging file flash frequency { periodic periodic | immediate }

no logging file flash frequency

2R
immediate —— fEZP X )RS H E X201 F20 ) flash 1. Rk o FEAR
flash B 7, BRIAHEREAE A .

B
42 ey e A =

2~

BB A0 F N 10 7Nt

TL-SL5428-Combo(config)# logging file flash frequency periodic10

18.4 logging file flash level

iz M TRCE R4 HERE BRMAEL, €8 no & M TIREEME.
e
logging file flash level level

no logging file flash level

ZH
level —— FREZLGI, S50y 0~7 NS, FHIEMDN, SRR, R
ANTEEETZE R H EE SRR B S BOMEN 2, Fox RGN 0~2 I H
A R R H B SR

R
4 Je e B A 2

il
BE H &SRR 7

TL-SL5428-Combo(config)# logging file flash level 7
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18.5 clear logging

i T2 i H B X s H S IE R .

Likg
clear logging [ buffer | flash ]
2
buffer | flash — ZLEZS % 77 H, 4 buffer (HEZMX) Al flash (HECE) #
ANETR, SR I FOR P S RIS
B
4 JE e B
=~

FERATH S X PR RS HEE L

TL-SL5428-Combo(config)# clear logging buffer

18.6 logging host index

Zam P HTEREHERSS, S no mHTFESHHEHERS /ML EREE . HERS ST
WAZTHNRER ARG HEHEE, HIEEE HERSS ST DA B 6 & A E T RS 3T
AR .

e
logging host index idx host-ip level
no logging host index idx
Z2¥
idx — HEMRFASHF S, BUETEHE 1~4.
host-ip —— H&ENMRSSEHT 1P Hidilk.
level — J“HEJ, 33N 0~7 \NAEY, FoMaB, BEREEME. R vl
INTEEETIZEN HEE B RIERZMS . BRMMEN 6, RRARFHAN 0~6 IMHE
FRRIR RN Z RS
K
2 JR e B AR
7~

A HERS S 2, Hi%EIZIRE20 1P il 5 192.168.0.148, &E 2 %A 5:

TL-SL5428-Combo(config)# logging host index 2 192.168.0.148 5
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18.7 show logging local-config

Zan S T BaAi HE (B H B XM HEXH) BRCEREE .

e

show logging local-config
B

R BUSE AN i A e B AR 5
N

BRAMHERERS S

TL-SL5428-Combo(config)# show logging local-config

18.8 show logging loghost

M T s HE RS SR EE R

e
show logging loghost [index]
ZH
index — ZER RECEE B H SRS &5, SUE I EoR e H SRS SR EREE .
B
R A P A TG B R X
zNl

BoR HEMRS S 2 KR ERE R

TL-SL5428-Combo(config)# show logging loghost 2

18.9 show logging buffer

Zr &M T RRHESEM X HEGER, TR ™ =TS i Bos.

iy
show logging buffer [level level]

SR
level — F*HZ 5 (0~7), RERFGVNTEHETZENHEER, AN ERHE
G X T A HEE R

LS

R AU ORI BT E B
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Nl
7R H S X200 9 0-5 1) H A5 B

TL-SL5428-Combo(config)# show logging buffer level 5

18.10 show logging flash

Zan T Bos HEH PR HEE R, TR ™ BP0 3T IR .

-~

Likg
show logging flash [level level]
2
level — = #HZ 5 (0~7), RERFGVNTEHETZENHEER, AN ERHE
AT HEE R
B
R BUE AN i A e B A X
=~

7R HESCHE R 03 0~3 [ H &5 S

TL-SL5428-Combo(config)# show logging flash level 3
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$#19%= SSHREE M4

SSH (Security Shell) KA MNEDIRE, W DUONEAE S s B R gt e e frfa, DLRIEE EE R
H% 4

19.1 ip ssh server

Zam 2T 5 SSH kg5 2 Di6e, &1 no dr 4 H 45 SSH k&4 The.
we
ip ssh server

no ip ssh server

B
AR E R
i
i SSH 55 25 2t

TL-SL5428-Combo(config)# ip ssh server

19.2 ip ssh version

o TR M SSH M URA, B no i M T25H SSH ISl ilA

iy
ip ssh version {vl|v2}
no ip ssh version {vl|v2}
2
vl | v2 — ZEE K SSH I RA, 3%t SSH vl Hil SSH v2.
B
4 R Te B A
NGl
JE ] SSH v2:

TL-SL5428-Combo(config)# ip ssh version v2

19.3 ip ssh algorithm

Zam A THCE SSH ThRemE L. B no fnd F T2 TR E EIE.
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ks

B

A~

19.4

ip ssh algorithm { AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC |
Cast128-CBC | 3DES-CBC | HMAC-SHA1 | HMAC-MD5 }

no ip ssh algorithm { AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC |
Cast128-CBC | 3DES-CBC | HMAC-SHA1 | HMAC-MDS5 }

{ AES128-CBC | AES192-CBC | AES256-CBC | Blowfish-CBC | Cast128-CBC | 3DES-
CBC | HMAC-SHA1L | HMAC-MD5 } FRER SSH Fik.

4R E AR

{8 %€ SSH 575N AES128-CBC:

TL-SL5428-Combo(config)# ip ssh algorithm AES128-CBC

ip ssh timeout

i T E SSH HIFERI K, B/ no ar & M TIREEABL &

B

A~

19.5

ip ssh timeout value

no ip ssh timeout

value —— FRERIT K, UL & i AR A shERS, B H 3. B8, H
{EYEH 1~120, ERIMEA 120,

4 JRc B AR

Be & SSH HHERIF K 100 75

TL-SL5428-Combo(config)# ip ssh timeout 100

ip ssh max-client

Zir M TR E SSH M KEREL B no dr & TIRE AR E.

e

ip ssh max-client number

no ip ssh max-client
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2%

number —— SSH R KRS, BUEVER 1~5, BRIMEN 5.
B

4R B AR
Bl

o B SSH i KRN 3:

TL-SL5428-Combo(config)# ip ssh max-client 3

19.6 ip ssh download

Zar A @ TFTP XS SSH 4] 044

e
ip ssh download { vl | v2 } key-file ip-address ip-addr
ZH
vl |v2 — EHFEFAREHEE, vl KR SSH-1, v2 F£IR SSH-2.
key-file — LN E YIS BIR, TN 1~25 DMFRF. SRS B AR % H
KN 256~3072 LLAFI) SSH A4,
ip-addr —— TFTP IR 55451 |P tiuhik . SCKF IPv4 ik, 4140 1IPv4 Hitik 192.168.0.10.
B
4 e e B A
Nl

IS 1P kA 192.168.0.148 ] TFTP k%5 #% T A% v ssh-key [ SSH-1 %8 3 fF:

TL-SL5428-Combo(config)# ip ssh download v1 ssh-key ip-address 192.168.0.148

19.7 show ip ssh

Zon 2 T /R SSH 2RIt EE R .

we

show ip ssh
B

R BUE AN i A e A
il

78 SSH &R EE &

TL-SL5428-Combo(config)# show ip ssh
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$20E HhtiC B4

bk iC B8 I i 112 A B R BOR IR R M A i g, IR .

20.1 mac address-table static

wn 2 T nE Sk H, R no dr & M TIERXT NI H o Fssbhk i R T A ER .
AL AU TR AR BR 1 o X6 T W4 28 S0 SN AH T [ R A4 IR ok 5, A P i s L Bk S 8 T DA e 52 L
DL & & S R B2 R el TR /TR =

me
mac address-table static mac-addr vid vid interface { fastEthernet port |
gigabitEthernet port }
no mac address-table static { mac-addr | vid vid | mac mac-addr vid vid | interface
{ fastEthernet port | gigabitEthernet port } }
2
mac-addr —— SN HE 5% H 1K) MAC itk
vid —— bk 2% H @ 1) VLAN ID,  HfE i B 1~4094.
port —— Hibik 2% H R R o 1
K
2 JR e B AR
7~

ININFRAHIES H, %% B MAC Hili: 00:02:58:4f:6¢:23. VLANL Flifi 1 1 455E
TL-SL5428-Combo(config)# mac address-table static 00:02:58:4f:6¢:23 vid 1

interface fastEthernet 1/0/1

20.2 mac address-table aging-time

a2 TR B Sk 2 A ), €1 no a2 H T IR EBOABCE .

W
mac address-table aging-time aging-time
no mac address-table aging-time
ZH
aging-time —— 22 B (b2 A0 ], BUEYEREIY 0 8L 10~630 (75), 4 0 KRR A
BBz IR . BRIME S 300.
LS
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4= JR e B AR
w1
& B k2 A R A 500 5

TL-SL5428-Combo(config)# mac address-table aging-time 500

20.3 mac address-table filtering

in 2 T pE k2% B, B no a4 T IHERXT R H o GBI HC B pE i, Fe vl
AR (B WOEAT I IE . et gcE i, A RET R EATRC EAMHER .

mac address-table filtering mac-addr vid vid

no mac address-table filtering {[ mac-addr ] [ vid vid ]}

2R

mac-addr —— SN L% H ) MAC Hidilk.

vid —— bk 2% H @ 1) VLAN ID,  HfE 5 FE 1~4094.
R

4R B A
7~

inik e b4 H, i€ VLANL ) MAC #idik 00:1e:4b:04:01:5d:

TL-SL5428-Combo(config)# mac address-table filtering 00:1e:4b:04:01:5d vid 1

20.4 mac address-table max-mac-count

Zan A AT W B 02228 EM no fr A H TR EBOIARCE . 3 22 438 i B il o i) ok 2 )
MAC % H, RBiiE MAC ik Bocs Az il s 0 IR 28 i g a0 o 13 Fl o 1 22 4= DhRe, f B 3%
ﬂ%)\iﬁ%% MAC Hiil, 4% ) bk H0A B KBRS RS2 S, MAC Ml AR 42 >0 1 i 4%
WA AN BE BB 120 T N Z%,  fRIE 24t .

e
mac address-table max-mac-count { [max-number num] [mode { dynamic | static |
permanent } ] [ status { disable | enable } ]}
no mac address-table max-mac-count
2%
num i I Be 2 AT LASE 2T 1) MAC Sl S H - BUE VST 0~64, SR Y 64.
mode i O SIS, A dynamic (3h7). static (#25) 1 permanent (k

A =ANIRT. % dynamic i), MAC Hihbk2f>) 2220 T PR &), 2 AL Rl s, Br
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B

R~

22 MAC HUhER g R; E$¢ static I, MAC Ml )42 2 AR R PR ), H A
ENREAT IR, (HAS L S )5 5 21 31 % BTS2 1548 permanent i, MAC ik >
AZ A T PR, REeFah T mER, SSHNES G224 B RN, G
i A dynamic.

status —— & 758 A 0 %24 IhRe, BN NEER (disable).

B O & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Je i I 1 B2 ThRe, R E S SIS, RO 2] MAC sk 30y 30:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/1
TL-SL5428-Combo(config-if)# mac address-table max-mac-count max-number 30

mode static status enable

20.5 show mac address-table

Zan 2 T otk sk HEE

B

R~

20.6

show mac address-table { dynamic | static | drop | all }

dynamic | static | drop | all — ZL B RHbIESRAL,

AU ORI BT A S B A 5

BoRTA % HE R

TL-SL5428-Combo(config)# show mac address-table all

show mac address-table aging-time

% T R ik A Ta] o

iy

B

NGl

show mac address-table aging-time

R AU ORI BT E B
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TR HLHEZ A A

TL-SL5428-Combo(config)# show mac address-table aging-time

20.7 show mac address-table max-mac-count interface

B T SoRin D 2B, B O] 52 2] MAC Hihik Bop 27 S .

B

R~

20.8

show mac address-table max-mac-count interface { fastEthernet [port] |

gigabitEthernet [port] }

port —— FR IR 7 AN EE BRI, SR I TR BT i 2B R .

R 2R BT A e B A 5

SN RS WK RS
TL-SL5428-Combo(config)# show mac address-table max-mac-count interface

fastEthernet 1/0/1

show mac address-table interface

24 T SR R Rk EAE R

B

R~

show mac address-table interface { fastEthernet port | gigabitEthernet port }

port —— EER R b AE B AF B A S, SR I SR BT e R RC EAE

R AU R BT A C B A 5

Ry L R EAE R

TL-SL5428-Combo(config)# show mac address-table interface fastEthernet 1/0/1

20.9 show mac address-table count

i T Bos ik R B 4.

e

show mac address-table count
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B

RERUE SR T L B A
il

R H A AR

TL-SL5428-Combo(config)# show mac address-table count

20.10 show mac address-table address

Zan 2 M T Bt E MAC sk (5 S .

we
show mac address-table address mac-addr
2
mac-addr a2 MAC btk
B
R BURE AN i A e B A X
N

SRk A 00:00:00:00:23:00 1E B :

TL-SL5428-Combo(config)# show mac address-table address 00:00:00:00:23:00

20.11 show mac address-table vlan

Zar A T BoRTEE VLAN 1 MAC Hili-fie & .

e
show mac address-table vlan vid
¥
vid fRE VLAN ID.
K
5 LA R A T A 2
il

78 VLANL ke & 15 5

TL-SL5428-Combo(config)# show mac address-table vlan 1
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F21FE REREMS

AGRENRIERGEL . P HAESA, JFH BN ST RS . BAL. TR RGOS
#BAE.

21.1 system-time manual

i % T T3 B B A LG T G )

W
system-time manual time
2%
time — Fh X BAZHMLE RSN A, #N MM/DD/YYYY-HH:MM:SS.
B
4 R ic B
Bl

BB AL R Guis R A 03/20/2013 17:30:35:

TL-SL5428-Combo(config)# system-time manual 03/20/2013-17:30:35

21.2 system-time ntp

Zan S TR B AL R NTP IR 55%% _EFREL UTC KA,

e
system-time ntp { time-zone} {ntp-server} {backup-ntp-server{fetching-rate }
Z2¥
time-zone —— 4% 4 ML BT 72 AU B [X . LLTE B X Jg 0, UTCH 14 ) 4 5% g
UTC+02:00. HUfE iR Z2UTC-12:008|UTC+13:00.
ntp-server —— W E ik NTP k52511 1P bk,
backup-ntp-server ——i% & £ 1% NTP Jlk25#5 17 IP Hhuhik .
fetching-rate —— ¥ &M NTP 55 28 3k BN 8] AR .
K

4Ry e B AR
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Nl

BB ARG TR HEECT N NTP, BF[X A UTC-12:00, ik NTP k4545 IP itk
133.100.9.2, £k NTP RS2 IP Hiti 4y 139.78.100.163, FKEUHR A 11 /N

TL-SL5428-Combo(config)# system-time ntp UTC-12:00 133.100.9.2

139.79.100.163 11

21.3 system-time dst predefined

i A T ITUE S AW IE 2 S ACE, BB AT A .

ik
system-time dst predefined [ USA | Australia | Europe | New-Zealand ]
¥
USA | Australia | Europe | New-Zealand —— E A #E0. A TUAATE(E, 437 NUSA,
Australia, Europe, New-Zealand, ERi\ NEurope.
PUAME AR R A I kX [a) i R
USA: =HHE AR HM2: 00am~ +—HHE—"FAHM2: 00am
Australia: +H#—EH2: 00am ~ JYH %4 H3: 00am
Europe: =H &5 —MEH1: 00am ~ +HKxE—4EH1: 00am
New-Zealand: JLH#&/G—AFH2: 00am~ PUHZE—AEH3: 00am
B
4 e B
i

BB AZHRNLA R A I 1R 8]y Europe FRif:

TL-SL5428-Combo(config)# system-time dst predefined Europe

21.4 system-time dst date

2 T s E IR A0, JTa6 BRI BRI N 2 AT 0y o B4 1k X Ta) 6 20/ F— 4,
IS EBE .

e
system-time dst date {smonth} {sday} {stime} {emonth} {eday} {etime} [offset]

2%
smonth —— FF45H, BUELIF: Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct,
Nov, Dec.
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B

A~

sday — FF4AH, BUEVER 1~31, % B RECRRME, HRIE LR ENIAS .
stime —— TR Z], 28 hhimm.

emonth —— Z5WH, BUEUIF: Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct,
Nov, Dec.

eday — ZEWH, BUEIEHE 1~31, &% H REARME, EHRELRERIES .
etime —— ZEWEZI, #%A: hhimm.,

offset —— FIEZSH, HAWRMEIAEA/DN, HBETEHDY 1-1440. BRI 60 2l

4R E AR

WEA A E AR LR H Y 4 H 1 HO0 &A% 10 A 1 H 0 5%, 5 AW a] i[5

KA 30 3

TL-SL5428-Combo(config)# system-time dst date Apr 1 00:00 Oct 1 00:00 30

21.5 system-time dst recurring

Zan T EAEA N E S ECE . TSR E.

ks

system-time dst recurring {sweek} {sday} {smonth} {stime} {eweek} {eday} {emonth}

{etime} [offset]

sweek —— JF#RJE, HUEtn K. first, second, third, fourth, last

sday — FF45H, HUELIF: Sun, Mon, Tue, Wed, Thu, Fri, Sat

smonth —— JFFiH, HUEWIR: Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct,
Nov, Dec

stime —— JFUHEIZ], #3X~: hh:mm

eweek —— L5, HUEWI R first, second, third, fourth, last

eday — Z5WH, BUEUIF: Sun, Mon, Tue, Wed, Thu, Fri, Sat

emonth —— £53H, BUEIIF: Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct,
Nov, Dec

etime —— 5%, #8: hh:mm

offset —— WIEZH, BN EEE LR, BUETEH Dy 1-1440. ERIAJY 60 708
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B

A~

&Ry ic B AR 2

WELHHLE AN PRI HIEA 5 ARSE—AEHK 2:00am 2] 10 Axf5—E
AR 2:00am, B4} [A]EE /NN 45 S5

TL-SL5428-Combo(config)# system-time dst recurring first Sun May 02:00 last Sun

Oct 02:00 45

21.6 hostname

Zan e T WERELIR, B no T IKE AR E.

e

B

i

21.7

hostname hostname

no hostname

hostname — & &% FR, 1~32 NFRF, ERIAN TL-SL5428-Combo.

4 R ic B

BB A 44PN TP-LINK:

TL-SL5428-Combo(config)# hostname TP-LINK

location

S T WERGAE, Efno fr M T IREINICE .

location location

no location

location — KA E, 1~32 MERF, Bl N SHENZHEN.

4 JRy e EAR 2
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w5
BE &AL E N GUANGZHOU:

TL-SL5428-Combo(config)# location GUANGZHOU

21.8 contact-info

Zan S T WEKAR A, B no T IKE BN E.

W
contact-info contact_info
no contact-info
Z2H
contact_info — BERT7iL, 1~32 MF4F, BRUCH www.tp-link.com.cn.
R
4R ic B
N

WE I AR 718 www.tp-link.com:

TL-SL5428-Combo(config)# contact-info www.tp-link.com

21.9 ip management-vilan

A A T ECE AWML P VLAN, RAZEEFEH VLAN 555 TR 7T RUEE Web.
telnet. SSL 8% SSH 25 77 {CRE BT L. ERIAFEEE VLAN S VLANL.,

W
ip management-vian {vlan-id}
2
vian-id —— it B2 B AL E L VLAN, BUEEH 1~4094.
B
2 el B A
il

# VLAN4 #% B AR AL E H VLAN:

TL-SL5428-Combo(config)# ip management-vian 4

105



= ZEMERENL AT FM

21.10 ip address

ZmAH TR E RSN IP bk, FMEEEAEIAMIE, BN no in S HTREEBAEE. BRI
T&%: IP Hihi-y 192.168.0.1, FMHErY A 255.255.255.0, M N4., HEEH IP LS
VLAN )4 DT 34T

we

B

i

ip address {ip-addr} {ip-mask} [gateway]

no ip address

A4 P Mk,
ip-mask — TR,
gateway —— R MK

ip-addr

O EMRK (interface vlan)

B RGH) 1P Ml B N 192.168.0.69, T ML & A 255.255.255.0 (A AL & FE
VLAN 5 VLAND):

TL-SL5428-Combo(config)# interface vian 1

TL-SL5428-Combo(config-if)# ip address 192.168.0.69 255.255.255.0

21.11 ip address-alloc dhcp

%4 F+ )5 H DHCP CllenthJFJlﬁy 3t DHCP Client 77 X\3KHL IP #ihl. 5 A DHCP Client Zhfg
AR TR VLAN fr2E DA R R 33

we

B

ip address-alloc dhcp

PO ERER (interface vian)
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7~
JFJE %41 DHCP Client Dfig (AZ#HLAE # VLAN 24 VLANL):
TL-SL5428-Combo(config)# interface vlan 1

TL-SL5428-Combo(config-if)# ip address-alloc dhcp

21.12 ip address-alloc bootp

Zan A H T e H BOOTP #i%, @ik BOOTP ¥ 3REL IP M. JGH BOOTP Bhisl e AifE i #E
VLAN )4 O A28 R HEAT S

we
ip address-alloc bootp
B
BOMERA (interface vian)
7~
J5 HI BOOTP ¥ (XZH#epLI)E B VLAN ¥ VLANL):
TL-SL5428-Combo(config)# interface vian 1
TL-SL5428-Combo(config-if)# ip address-alloc bootp
21.13 reset

2 H T AR R AL, BAFRALE, SZHALUEC BRI R | BRUCIRES . AL e B ke
P

iy

reset
B

R
7~

XA A LHEAT B A R A -

TL-SL5428-Combo# reset

21.14 reboot

wan T HE L. EEEIE, ERAZRAR A I, R s
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Likg
reboot
K
RO
7~
HHTR B AL

TL-SL5428-Combo# reboot

21.15 copy running-config startup-config

n A TR AT

CilSy

copy running-config startup-config
X

R
ZNil

A7 2T I FBC

TL-SL5428-Combo# copy running-config startup-config

21.16 copy startup-config tftp

Za AT s TRTP 75 x5 H B S

W
copy startup-config tftp ip-address ip-addr filename name
2
ip-addr —— TFTP 45481 1P Motk SCFF IPv4 Hitk. %140 1Pv4 itk 192.168.0.10.
name e 2 R B4
B
R BURR 2
7~

@ 1P HuhikAy 192.168.0.148 1) TFTP R &5# S HECE 4, 0K S RIS & S 44
°A config.cfg:

TL-SL5428-Combo# copy startup-config tftp ip-address 192.168.0.148 filename

config
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21.17 copy tftp startup-config

AT TFTP 5 NS ANELE .

e
copy tftp startuup-config ip-address ip-addr filename name
2%
ip-addr —— TFTP IR 5481 |P tiuhik . SCEF IPv4 ik, 4140 1IPv4 Hitik 192.168.0.10.
name — S AKIECE CIF4
X
F AR 2
ZNil

JHik 1P kA 192.168.0.148 [ TFTP k%545 5 A\ 4% N config.cfg [EC & SC A
TL-SL5428-Combo# copy tftp startup-config ip-address 192.168.0.148 filename

config

21.18 firmware upgrade

Za AT s TFTP 77 A g R G

W
firmware upgrade ip-address ip-addr filename name

SR
ip-addr —— TFTP 45481 1P Btk SCFF IPv4 Hitk. %140 1Pv4 Hitik 192.168.0.10.
name T8 5E RGO

B
R

7~
i 1P ikt 192.168.0.148 ) TFTP IR 55 #s TH R R G830, R0 30H44 N firmware. bin:
TL-SL5428-Combo# firmware upgrade ip-address 192.168.0.148 filename
firmware.bin

21.19 ping

24074 P T Aar IS #7138 2 — DX 2 15 R ) PR BE B 1 TR T

CisSy

ping ip_addr [ -n count ] [ -l count][-i count ]
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ZH

ip_addr —— R H AR A 1P Hidk.

count (-n) — RIERICIRE, BUAETEHE 1~10, BRIMEN 4.

count (-) —— RIEM K, HUETER 1~1500 (715, BRAMEN 64.

count (-i) —— RIEFR SCHIRS 8] [a]B%, HUE G 100~1000 (ZFp), BRIAME Y 1000,
X

JH PR R AU
A~

WML LS 1P ik A 192.168.0.131 AR5 & & A iEil, HAp iR CrKERN
512 715, AR 1000 2R AE—IK, FHRIE 8 WG R AWR|RIE, NERERM.

TL-SL5428-Combo# ping 192.168.0.131 —n 8 —| 512

21.20 tracert

i A F A IR SO A HALALIE B H (1 e 2 B i X WO R B

e
tracert ip_addr [ maxHops ]
¥
ip_addr ——ZAG I H B4 1 1P Hihk.,
maxHops —— HoKE Bk, BUE R 1~30, ERIMEDN 4.
B
P AR AU
zNl

KA #el L5 1P iy 192.168.0.131 1M 2% % £ 2 R ZEiE, #2400t 20 Bt 5154k
HEE, R

TL-SL5428-Combo# tracert 192.168.0.131 20

21.21 show system-time

iz 4 T SRS HLIG R G A5
Lics

show system-time

B
R AU ORI BT E B
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Bl
RSB RGO 115

TL-SL5428-Combo# show system-time

21.22 show system-time dst

i & T TR A ML B 4 WL

e

show system-time dst
B

R BUSE AN i A e B AR X
il

BREAER:

TL-SL5428-Combo# show system-time dst

21.23 show system-time ntp

2 T SR 2T RGN B NTP B (S

iy

show system-time ntp
B

5 LA R A T A 2
7~

B NTPEEER:

TL-SL5428-Combo# show system-time ntp

21.24 show system-info

AT T SR RGHA . RELF. RGME . BRITE WIERA . BAHRA . RGN FALET
EIEESE

we

show system-info

B
REBURE 0T L
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Nl
BRRGER:

TL-SL5428-Combo# show system-info

21.25 show running-config

i T BoR R G MEE I S AT ER R E .

e
show running-config [ interface { fastEthernet port | gigabitEthernet port } ]
2%
TR AT R ARG E A S .
B
o LA AT A i B 2
Bl

BN ARG A TR E

TL-SL5428-Combo# show running-config

21.26 show cable-diagnostics interface

2 T SR 0 i 1 HEAT AR BRI e O 45 R 2Rk DD e RE e A I 5 S N LA E I e i 2 5 F
R DU R R A L, A LR RE RT AR B H 3 TR 222

i
show cable-diagnostics interface { fastEthernet port | gigabitEthernet port }
ZH
port FR € HEAT Lo AN I (¥ 3 115
B
R AU R BT A e B A 5
R~

R 3 BEAT LR SRS I ) 45 R

TL-SL5428-Combo# show cable-diagnostics interface fastEthernet 1/0/3

21.27 show process

4 T BN BT B ) CPU K A7 I e L
Lics

show process
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B
RERUE SR T L B A
Bl
IR M B CPU S A7 4 L

TL-SL5428-Combo# show process
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$22% PDIAMECE M4

D N = W E B/ W= RO N i == ] N N - S VLI 11 N ol (S R

22.1 interface fastEthernet

i T EARE O E a4, XA | IR UK M H #EAT &

s
interface fastEthernet port
ZH
port —— ZHLE 1 1 IE LUK
B
4 JR e AR
Pl

BEARZ ORCEAES, X LUK 2 BEATRCE -

TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

22.2 interface range fastEthernet

i FREAR B E Ar R, 0 2 AN LUK R AT R P

iy
interface range fastEthernet port-list

2
port-list —— ZPC & /I8 LUK RS 18132 . o 2 (8] f FIE SRR 0T G295 815 AREf
gD EEH)— i AT U R 5 30K, i 1/0/1-10 FoRn 1 1 F) 10, H 5412 16
HIE 5 It

K
2 R B

BiA
fEinterface rangefC BT, [Fl—dn & AEHRIFI R PRI BTA b 1 Lo (H &AM 2 A
GARSLH, AR AL — AN 1 EPAT R, A2 Rem H Al BT .

7~

A OB, FELURMIRE 1,2,3,6,7,9 IR — i A E, e 34T
it .
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TL-SL5428-Combo(config)# interface range fastEthernet 1/0/1-3,1/0/6-7,1/0/9

22.3 interface gigabitEthernet

Zdn S H TN OB SR, X B TR LUK M s I BEAT L &

e

interface gigabitEthernet port
2%

port —— L E )Tk LUK R o 1
B

4Ry He B R
il

BEANFZE O ECE R, X UK M 25 TR E :

TL-SL5428-Combo(config)# interface gigabitEthernet 1/0/25

22.4 interface range gigabitEthernet

o TR O E A B, 1% LUK DT R R

e
interface range gigabitEthernet port-list

¥
port-list —— ZLELE )T IR LUK 51132 . i 2 8 f5 FEZ SRR CGE5 R E AR
A% LM — A L DU/ 5 R0, I 1/0/5-7 FoRim 5 B 7, HEHZ A
25T

B
4 R B AR

YA
ft interface range FCEBLATN, [Al—ar&a/EHBIZIFR S A o H b H& A 2
AHERSLI, G SRan A8 — N H_EPAT R, AN 5em Hofd i BT .

zNil

BEANFE ARG B, R LUK MR 25,26 IIAE]— N AL E, 0 EA 1R #ATHE

TL-SL5428-Combo(config)# interface range gigabitEthernet 1/0/25-26

22.5 description

A FH T 1 B DR, B0 no A4 FH T 2 A R 1 IR
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Likg
description string
no description
Z2¥
string —— i A A A, AT 1~16 77
X
P O fid B B X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

N3 5 A ns A Port#s:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# description Port#5

22.6 shutdown

Zn 2 A UOK NG . B8 no a4 M B8 8 A R H .

LilSy
shutdown
no shutdown
LSz
B OB #% X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
i

P LAK Wi 1 3
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# shutdown

22.7 flow-control
A T A DR EE T, B0 no 4 A T2 AH R S . 8 s e B0 Bl
ORI A, By b PRER A — 20 S 3 M 2% E .
e
flow-control

no flow-control
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B

¥ O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

N
TEJE LAK M i 1 3 i B 45
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# flow-control

22.8 media-type

Z & M T3 E Combo HIRIAMFRAL. B B ACHL Combo 33 AR A 302 jif e A0 FH it i
4

A% E Combo [ R,

Likg
media-type {rj45 | sfp }
2
rj45 | sfp —— Combo {37
B
O ERK X (interface gigabitEthernet / interface range gigabitEthernet)
7~
M B A2 bl TL-SL5428-Combo [¥] Combo 1 25F 453684y SFP:
TL-SL5428-Combo(config)# interface gigabitEthernet 1/0/25
TL-SL5428-Combo(config-if)# media-type sfp
22.9 duplex
Z A4 T E S TR, B no @ TIRE BRI BE .
iy
duplex { auto | full | half }
no duplex
2%

g B DG 5 W 311 S S 7 N1 5 VN o0/ S I w1 SO I LS R 7R

auto | full | half

BB P,
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B
# O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

ZNil
BB LUK MG 13 4 T AR
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3
TL-SL5428-Combo(config-if)# duplex full

22.10 speed

Wz T E i R R, S8 no ar T IREEVAERE.

W
speed { 10| 100 | 1000 | auto }
no speed

Z2¥
10| 100 | 1000 | auto i AR, 405008 10M. 100M. 1000M. H i,
BRI auto.

B
# O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

WHE LUK M5 3 R R ALy 100M:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# speed 100

22.11 storm-control broadcast

i % F T IT A S BN A0S P2 BB FE AT RE0E, DLRBCE ) 1 6 i i KR OH
FE, "€/ no fir 4 HI 2RI XT R4 BT R AT IEUE . AU D) R Y i E B K
WRN, SHBEFR, UBIERLE R L

e

storm-control broadcast [rate rate]

no storm-control broadcast
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ZH
rate —— JHEELIORBACOR E, E HR R o OB R 5. A bps, BUA
Ju [ 128Kbps | 256Kbps | 512Kbps | 1m | 2m | 4m | 5m | 10m | 20m | 40m | 50m. &4
A 128 Kbps.

B
B O fiic B # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

2~

Ja e 5 1)) A, JRRET s KGR 20 256Kbps:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# storm-control broadcast rate 256k

22.12 storm-control multicast

% T IT R SSHA L A Z A 2% BRI AR BT IE, ER no fr& 45X R4
EHIBHRE AT B AU I R I OE RO R, S EBIETE, LBIER
2RI R A

e
storm-control multicast [rate rate]
no storm-control multicast
¥
rate —— ZH A AL IR IR ORBSCA L, R R R A B B A R 5 . AN bps, HUE
Ju [ 128Kbps | 256Kbps | 512Kbps | 1m | 2m | 4m | 5m | 10m | 20m | 40m | 50m.
B
B O & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
N

Je F3i 1 5 AR, 1 B AR R ORI SUH %y 512Kbps:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# storm-control multicast 512k

22.13 storm-control unicast

i 4 H T T8 S tIL A KRS0 i 2% 1 BLA UL AT b 08, &/ no & 48 1E X 2% b
HOUH) UL BREATIE . BRI UL Wi I B i KR, 2 BzhEFE, BB RS
TR R A
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e
storm-control unicast [rate rate]
no storm-control unicast

Z2H
rate —— UL f401, B UL BLEGE R HCH R, 8 8 i B0 e e 2 5 . Jqr
N bps, HUETEME 128Kbps | 256Kbps | 512Kbps | 1m | 2m | 4m | 5m | 10m | 20m | 40m
| 50m.

B
# O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

2~

JE I 11 5 B UL A, B UL B KIEIUE 2 2Mbps:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# storm-control unicast 2m

22.14 bandwidth

4 T E DOK R )4 58 PR, &/ no @ M 14

X

I

¥ 17 58 R Ao

‘}[

bandwidth { [ingress ingress-rate] [egress egress-rate] }

no bandwidth { all | ingress | egress }

ingress-rate —— LB Ly 56 fR 1, #4678 Kbps. HUEEH 9 1-1000000. #4t4H
BB BT S BB A 1) 64Kbps FEEELRE MU T 58
egress-rate —— L& H A7 W fRH], #6708 Kbps. HUETEE Y 1-1000000. #%i2s H
BB AT S B AT 1) 64Kbps AR E MR H s 5E .

B

P2 O i B B X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

1
e & o 1 5 N 47 %8 IMbps, i H%7 %524 10Mbps:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# bandwidth ingress 1024 egress 10240
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22.15 clear counters

2t TS BRI A K W L GEiHE B .

we

clear counters
B

4 R c B
Bl

THER T KW S8 5 R .

TL-SL5428-Combo(config)# clear counters

22.16 show interface status

i 2 H T S DIOK R R IE RN -

W

show interface [ fastEthernet port ] [ gigabitEthernet port ] status
2%

port —— ERIRIEBSIRA M LR M 11, 5 I SR BT i LIRS .
K

R RO AN i A i B A 2
7~

BRI LUK M 1R EROIR A :
TL-SL5428-Combo(config)# show interface status
ot 1 EBRIRA:

TL-SL5428-Combo(config)# show interface fastEthernet 1/0/1 status

22.17 show interface counters

A T R LUK I SE 5

W

show interface [ fastEthernet port ] [ gigabitEthernet port ] counters
2

port —— FERIRGEHHE S M LUK MR [, $Ra I R B A e S S .
R

R AU ORI BT A e B A 5
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Nl

BN U L STHE R
TL-SL5428-Combo(config)# show interface counters
BN PR 3 gEiHE B

TL-SL5428-Combo(config)# show interface fastEthernet 1/0/3 counters

22.18 show interface description

% T B DUR W A (5 2

e

B

R~

show interface [ fastEthernet port ] [ gigabitEthernet port ] description

port —— EL R e B AE B PR ER H,  Sg I S I i K45 2

R 2RI A e B A 5

IR AT DAOK 9 S 11 AR i £ S,
TL-SL5428-Combo# show interface description
BRI 2 RS R

TL-SL5428-Combo# show interface fastEthernet 1/0/2 description

22.19 show interface flowcontrol

B

A~

A 2 DUK i 45 S o

show interface [ fastEthernet port ] [ gigabitEthernet port] flowcontrol

port —— ELE R YRR B LUK SR 1, s I S B i 45 2

R BUSE AN i A e AR X

SN NTE RO R LN SE

TL-SL5428-Combo# show interface flowcontrol
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BIRFTA S 2 BIAE S R

TL-SL5428-Combo# show interface fastEthernet 1/0/2 flowcontrol

22.20 show interface configuration

Zim A T BR DORM G DAL EE S, A FDRES . sl PR O R 55 .

show interface [ fastEthernet port ] [gigabitEthernet port ] configuration

2

port —— LR RHAC B AR S LUK IS 1, SR I 2 B A o R4S R
B

R 2R BT A e B A 5
A~

BR PR 5 15 L EAE R

TL-SL5428-Combo# show interface fastEthernet 1/0/5 configuration

22.21 show storm-control

22 F T s ) A E

e
show storm-control [ interface { fastEthernet port | gigabitEthernet port | range
fastEthernet port-list | range gigabitEthernet port-list } ]

2
port /port-list—— % 5 7% KB ANHIE B 5 150 53R, S I 8o B o i X2
MEE .

B
R BUSE AN i e A X

7~

SR 4, 5, 6, 7 HIREIHNEE:

TL-SL5428-Combo(config)# show storm-control interface fastEthernet 1/0/4-7

22.22 show bandwidth

%2 F T R A g IR S R
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ks

B

R~

show bandwidth [ interface { fastEthernet port | gigabitEthernet port | range
fastEthernet port-list | range gigabitEthernet port-list } |

port /port-list—— ZL 577 0 PR 5 B )i 15/ 1 5103, SRas I S o= P A S 11 10 96
BRI E 2

AU R BT A e B A 5

WoRFTA I 5 s v RS R

TL-SL5428-Combo(config)# show bandwidth interface fastEthernet 1/0/5
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#23% QoS HEMS

QoS (Quality of Service, Hk55FE) DIREM AR M 28 LM i nT 51k, SR 00 m i BN 4 55

23.1 qos

Zn 2 Tt BT i L CoS, B/ no & M1 R 3 i L K ERIA CoS.

ik

B

L

A~

gos cos-id
no gos
cos-id —— i 1R BEf) CoS sk 5%k, WHEEHEN 0~7, % CoS0~CoST. Bilf

y\jOo

B O & A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

dity AR e 26 s I — AN @A, fERE 7o e )G, BdER SR g 10/ CoS
{H LA} |IEEE 802.1P ' CoS | TC . [a] ) it 8 5% 2 KeAffy e F w3t 1) HH 1T BA A

B 5 IR EL N 3:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# qos 3

23.2 gos dscp

%4 H T 5 Fl DSCP L5644 ) DSCP {55 CoS ftZaZ s 56 &, B/ no i T 25 H 1%k

WRA&

we

B

gos dscp

no gos dscp

4 JRy e EAR 2
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i
DSCP(DiffServ Code Point, [X 4}/l 55 9wt i)=& IEEE XJ IP ToS B i H E L, FIH %
Benl LA IP Kl 64 MBSk . FF)a DSCP MR5%edk a5, 1P S it 2 AR 4 £idh 1
DSCP {5 %] CoS t%:4:, CoS Lo F TC BAFI 2 8] (i 5F 5% 28 ki & H A 11 1 BA
LR

il

Ja F DSCP it 524 ) DSCP {5 A1 CoS It 5 2 HImL it 5% &

TL-SL5428-Combo(config)# qos dscp

23.3 (O0S queue cos-map

Zar A T % E IEEE 802.1P {5t tag AT LIBAFIIBLETSE R, "B/ no a4 H Tk & BN %
# . |EEE 802.1P X} IEEE 802.1Q tag "/ Pri FE % T 7 HEFEVERE L, FIA %7 BT DL s
XI5 8 M. JEH IEEE 802.1P fR5e )5, CHMIARYE £d 2 A IEEE 802.1Q tag
SRR s B FH AR e s X35 F tag ARG, N IEEE 802.1P fliotgk, 50N 2T b
IR SER

we
gos queue cos-map tag/cos-id tc-id
no qos queue cos-map
2
tag/cos-id —— IEEE 802.1P Wi LA E i 8 Mg, HUETEH 2 0~7.
tc-id —— tag W R B FIOLSE S, FIIESERI N 0~7, 20 Bl X R 8 A A [H] 45 24 ()
H L% TCO~TC7.
K
2 R B
]
1. FMNEOLT, tag A1 H F AT ROC R A
0-TC1, 1-TCO, 2-TC2, 3-TC3, 4-TC4, 5-TC5, 6-TC6, 7-TC7.
2. MRIEZEH TCO. TC1..TC3 th, MR, Foniegidnm.
zNil

W E tag fLye gt O xR FBAFI %20y TC3:

TL-SL5428-Combo(config)# qos queue cos-map 0 3
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23.4 gos queue dscp-map

%A T % & DSCP L5:2% (1) DSCP 1541 CoS /et >c &, K no 4TI EERIA
¥ # . DSCP (DiffServ Code Point, X4 f55%mi ) /& IEEE %} IP ToS FBE & X, FIH % T
BCAT LA 1P RS0k 64 ME%eSk. JEH DSCP %4k )a, W H R B P 4o, Mg
HALNH DSCP 764k 2k IP #R3C, ZZHANUUARYE 2S5 T 1IEEE 802.1P /a4 LA K %
PEME A tag K P E K RIS =

we
gos queue dscp-map dscp-list cos-id
no qos queue dscp-map

¥
dscp-list —— DSCP fE%15&, mlik#F—48Z > DSCP {i, &4 —2 DSCP {i ] LA
M /5 RoR, AESPEZE. AR EFHESEIT, W 1,4-7,11 XRikHF
1,4,5,6,7,11. DSCP {H ¥ A% EH )y 0~63.
cos-id —— DSCP X N[ CoS fLsed, FIIEEREIN 0~7, 43X R 8 AR SE L
CoS flt 54 CoS 0~CoS 7.

B
4= JR e B AR

Wi B4
1. BAEHLT, DSCP{EY CoS {ERIX MK R W T : (0-7) -CoS 0, (8-15) -CoS 1,

(16-23) - CoS 2, (24-31) - CoS 3, (32-39) - CoS 4, (40-47) - CoS 5, (48-
55) - CoS 6, (56-63) - CoS 7.
B

% H DSCP {8 10,11,12 Xt M. CoS 52k Ny CoS 2:

TL-SL5428-Combo(config)# qos queue dscp-map 10-12 2

23.5 gos queue mode
iz TR B AR B, B no dar S TIREEABCE . 752X FERS, 3% R HI A
SR AR R 22 A B8 VA [ P 78 5 A FH) B0 ) el o 5 T R A0 8 L PO AU 51 2 A1) R A1 3 A%
RIEHIFSL R IRT o AZHHLLL TCO. TC1...TC7 KA R IR LLBAT .
we

gos queue mode { sp | wrr | sp+wrr | equ }

no gos queue mode
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B

R~

sp—— PR SIS BT, SRS o el e, A e gk
B AT G, ARSI A AT 85 K .

wrr —— AR e AR . AR, A L S 2 A A 4 HE 19 2 40 TRC RO A G [
IR IE B L. TCO 2 TC7 ML HE LU 2 1:2:4:8:16:32:64:127 .,

sp+wrr —— sp Fl wrr PIRA B EIBT, CHpLIREE T sp A wrr BEANAFEA,
Fort sp 200 wrr 2H 2 [EAE )2 AR AR e G EE RN, T wrr 45 P9 B BA BT (1 42 wirr
PR . EiZHERKXT, TC7 BT sp 4:; TCO~TC6 )& T wrr 4, ®ELZ
1:2:4:8:16:32:64 . IXAEE L NG B S TC7 #4018 sp MR =M e 5 A5, 48
J& A2 wrr ZHIF R TCO~TC6 $Z MR LY 1:2:4:8:16:32:64 [ LU (5 FH 4 % -

equ— LS FAE, BT, R B S A 4b 5 H v, AT A1
ACE HE 2 1:1:1:1:1:1:10 1

4 JRy e B AR

B E H EBAA 11 AR O AR W e e 2 2K

TL-SL5428-Combo(config)# qos queue mode wrr

23.6 show gos interface

% T o T AR e R EAE B

B

NGl

show qos interface [ fastEthernet port | gigabitEthernet port | range fastEthernet

port-list | range gigabitEthernet port-list ]

port /port-list —— %I 7R FE T ity R S 0 BC B AR B 1 DAK WK 3 115/ L1 81 3%, R A8 ) I
AN FTA v RS B

R AU R BT A e B A 5

R LUK MR 5 /) QoS it BAS B

TL-SL5428-Combo# show qos interface fastEthernet 1/0/5

23.7 show gos cos-map

Zfr AT &~ IEEE 802.1P e BE B .
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e

show qos cos-map
B

R BUSE AN i A e B AR 5
Bl

78 IEEE 802.1P MLt it B A5 S

TL-SL5428-Combo# show qos cos-map

23.8 show gos dscp-map

%4 AT 8 DSCP RAEHR I E S S

e

show gos dscp-map
B

R AN P A TG B R X
A~

7~ DSCP Lo IBL B A S

TL-SL5428-Combo# show qos dscp-map

23.9 show gos queue mode

244 F S L AE B R R

we

show qos queue mode
B

R RO AN i A I B A 2
Bl

T Y EVAS R IR RN -

TL-SL5428-Combo# show qos queue mode

23.10 show gos status

Zan 4 H T 278 |IEEE 802.1P it 5t il DSCP It 4c 4% 11 i FIRZ

ks

show qos status
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B
REBURE RN BT A C A
B
7R |EEE 802.1P 5% Fl DSCP R 24 )3 FIR A -

TL-SL5428-Combo# show qos status
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S 11 2 R e s ) AR R SC SR A B B R 1, A A R N A s, MR A
2o WA AR, TR B X 2% M P A BB HE R 1Y)

H

24.1 monitor session destination interface
Zan A TR A R Thee, R E R . ER no fr A H TR A V4.

e

monitor session session_num destination interface { fastEthernet port |

gigabitEthernet port }

no monitor session session_num

¥
session_num — W4 H S . BUETER 1-4.
port —— ¥ -5,

S
2R E A

2~

WEG L 1 AR A 1A

TL-SL5428-Combo(config)# monitor session 1 destination interface fastEthernet
1/0/1

MR e 2 1

TL-SL5428-Combo(config)# no monitor session 1

24.2 monitor session source interface

Zon 2 T BB IR T, B no dr 4 F T I BRAH A e s o

W
monitor session session_num source interface { fastEthernet port-list |
gigabitEthernet port-list } mode
no monitor session session_num source interface { fastEthernet port-list |
gigabitEthernet port-list } mode

¥

session_num — W45, BUETEH 1-4.
port-list —— ¢ b5 12103, Pl HE— A2 N .
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B

L]

R~

24.3

mode —— MR, H=MikFE: rx, tx LK both. rx (NI, Kaliais
i VAR ) HE 2 ) B s 1, 3R AR tx CHE i), Bk i 0 R B i
BRI 2 Wi 1, T, both, [FRIBHEAT AN CTIA A0 H O 4,

4R E AR

1. W AN EONME R S, AH e AN A] DRI A W s o
2. WA R WS s i AT BLAR TR — VLAN ', 3R] BLASAE T [A)— VLAN .,
3. Wagm i R I s AN BE Y SR g 1 A

BB 4,5,7 AMIEH 1w i sm o, IR E A
TL-SL5428-Combo(config)# monitor session 1 source interface fastEthernet
1/0/4-5,1/0/7 rx

MR M 4L 1 i 1 4 B e

TL-SL5428-Combo(config)# no monitor session 1 source interface fastEthernet

1/0/4 rx

show monitor session

o T R AR RS .

B

A~

show monitor session [session_num]

session_num — 8@ RIRAA S, SETHEI T BRPTA A EEE . BUETEHE
1-4.

R AU ORI BT A E LA

oA 1 EERRER R
TL-SL5428-Combo# show monitor session 1
o REAMBEREE R

TL-SL5428-Combo# show monitor session

132



#o5% VVLAN a4

25.1 monitor-vian

Zan AT IR IR E vian WisThat, HTMEEE vian A ORE. £ no dH T LM 8%
vlan 1200 &

we
monitor-vlan source vlan vid destination interface { fastEthernet port |
gigabitEthernet port | ten-gigabitEthernet port}
no monitor-vlan
Z2H
vid — 4 vian ID, A ZIE Gy 1-4094.
port —— Wi 5.
B
4 R B AR
FRBUE SR
HAEHO . BAF N P R R m] DU i 4
7~

BB I 1 O TS vian 2 B iR E

TL-SG5210(config)# monitor-vlan source vlan 2 destination interface

gigabitEthernet 1/0/1

25.2 show monitor-vian

Zan A H T 5oR vian B EE R .

iy

show monitor-vian
2%
B

AU A P A TG B R =X
N

R vian IE R EE B
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TL-SG5210(config)# show monitor-vlian
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| SEREEN TR
$26% HMOREEEMS

S 11 8% 12 L B T ATt BR ) — 3 11 380 59 &b — Al 1 ROBE A, AT g v P 4 1) 22 2k

26.1 portisolation

W F T B A i ) S 1 R Ty, PR o AT DA 1) e S 11 70 3 o A i 1 2 o B o
o B/ no A T MR N 1 .
we
port isolation { fa-forward-list fa-forward-list | gi-forward-list gi-forward-list }
no port isolation
Z2¥
fa-forward-list / gi-forward-list —— % %o 15138, AlEFE—AEE N .
R
B O & A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

F i 1 1 AXAT BAIA) 1 2,5,6,7 %% 2 A A
TL-SL5428-Combo(config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if)# port isolation fa-forward-list 1/0/2,1/0/5-7

26.2 show portisolation

it T BRI LR R D191

iy
show port isolation interface [ fastEthernet port ] [ gigabitEthernet port ]
Z¥
port —— WA B AR B A 1 AR AE R e 15
B
AR AN P A TG B R =X
NGl

SRR 6 e i 1 B2

TL-SL5428-Combo# show port isolation interface fastEthernet 1/0/6
B T i PR A O T B

TL-SL5428-Combo# show port isolation interface
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A it A 0 D T ARSI H A2 A L0 B s T 2 [ X 2% T R TR A AE BRI, AT PRI I 2% o 7 2 T
R RS o

27.1 loopback-detection(global)

Zan T R 2RI N EE. &0 no dr4 H T 50 4 R 30 i Th g .
we
loopback-detection

no loopback-detection

B
AR E R
i
o PR AZ LI M 2l

TL-SL5428-Combo(config)# loopback-detection

27.2 loopback-detection interval

Wi A FH T 2 U0 PRI TR () B, A2 LR A3 A T P9 A3 — A B U SOR M TN W 4 2 75 474
2N

e
loopback-detection interval [interval-time]
¥
interval-time —— P B IR EE U 1R KRS 1), BRIACH 30 #0.
K
4 el B A
7~

PC A B e U0 P ) B3 N ) 2 50 #D

TL-SL5428-Combo(config)# loopback-detection interval 50

27.3 loopback-detection recovery-time

%4 PR T3 11 BELE 5 (e ST I
i<

loopback-detection recovery-time recovery-time
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2R
recovery-time —— i [ 1 00 21 [0 266 B IILIAR B ), K BH ZE o 11 o 72 IC B P LI (] )5
BELZE [y FURE PR E 3 J@ P, S I I P B o 2 BT I 135 5 S M O 0 o B T £ 3 4
i, HUEYE Y 1-100 AN Wi E) R R, BRIAK 3.

R
4 Ji e B AR

N

C AN B A 00 g VR SR ) 0 5 A M it i) g g 1] «

TL-SL5428-Combo(config)# loopback-detection recovery-time 5

27.4 loopback-detection(interface)
%4 T 8 AR E o L AR IS I D RE . B/ no 74 T 9% PR 5E I 111 ()30 5 s W D
[

loopback-detection

no loopback-detection

B

B O & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

N
JE 3 11 2-5 BP0 iR I T e -
TL-SL5428-Combo(config)# interface range fastEthernet 1/0/2-5

TL-SL5428-Combo(config-if-range)# loopback-detection

27.5 loopback-detection config

%4 TR 1 ILIE AT B SU RS .

loopback-detection config process-mode { alert | port-based } recovery-mode { auto

| manual }

process-mode ——if i H A IR BRI (AL BRAE 0. A3 PS8 T
Alert: i F R IURERIS Ok RS .

Port based: i [1_F R B EE IS & HARE(E S, RN BHZE S .
recovery-mode —— v 8% PH2E f5 ik A . A /NI I
Auto: i B BH 2E 5 225 B Pk I 8] J5 2 B Bl R BE %€
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Manual: ¥ 4% BH %€ 5 R Re Fah i bR PH 28R 2 .

R
B OB A X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Bl

PC 5 o 1 5 A I I Ab FEAE D port-based, Yk Ay manual:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5
TL-SL5428-Combo(config-if)# loopback-detection config process-mode port-

based recovery-mode manual

27.6 loopback-detection recover

N

i TR E BB 280 LR O IERORES

me
loopback-detection recover

K
# OB & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

Wi 1 5 PH RS A EFHARA:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/5

TL-SL5428-Combo(config-if)# loopback-detection recover

27.7 show loopback-detection global

%o T BRI DR & R E S 4

we

show loopback-detection global
B

R BURE AN i A E B A X
il

ERE AN IIREN 2 R E S 4

TL-SL5428-Combo# show loopback-detection global
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27.8 show loopback-detection interface

Pt 4 H T S BT i 11 PR B B 00 2 RE S B 2 808 s LIRS

Likg
show loopback-detection interface [ fastEthernet port ] [ gigabitEthernet port ]
2
port—— FRE I 15, BRI BRI I A S .
R
o LA AT A e A 2
7~

G A S 1 PR S 0 T RE T B 2 80 S s RS
TL-SL5428-Combo# show loopback-detection interface
A 1 5 AP I D) e IC B S HU i VIR -

TL-SL5428-Combo# show loopback-detection interface fastEthernet 1/0/5
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$28%= PoE LB M4

PR

® KFHE, {1 TL-SG5226PE/TL-SG5226P/TL-SG5218PE/TL-SG5210PE #L% % # PoE 1
Bt, REMRHE N PoE Xt

® K= TL-SG5218PE # /-4,

PoE(Power over Ethernet, KM, AR FEAEHLD 2§85 2 il i LR X 2k Xt 7h % PD (Powered
Device, ZHL %) &% (W IP Hif. 6L AP. WEENEE) FT M.

28.1 power inline consumption (global)

edn 4 FIFRUT POE A2 B AEAR BEN AT

e
power inline consumption { power limit }
23
power limit —— PoE A2 # AL AT e F& i 1 fe K26
K
4 el B A
il

P & PoE SZHNLFTRESR B I KT N 160W:

TL-SG5218PE(config)# power inline consumption 160

28.2 power inline supply

% H TR AR A R /) PoE ThRE.

e

power inline supply { enable | disable }
Z2¥

enable | disable —— & FHELEE FHAH R 3 F1 /) PoE L.
B

EORER (interface gigabitEthernet / interface range gigabitEthernet)
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7~
JE FH % 1 2 1Y) PoE e
TL-SG5218PE(config)# interface gigabitEthernet 1/0/2

TL-SG5218PE(config-if)# power inline supply enable

28.3 power inline priority

A T AR o 1 AC B PoE 264K

e
power inline priority { low | middle | high }
23
low | middle | high —— 4% R D20, 5ty X —k gee 6 A PD 1)
BT, AR ERAFEIC dowd. F1 (middle). & Chigh) =F.
B
O AR (interface gigabitEthernet / interface range gigabitEthernet)
N

W & o 1 2 1) PoE flRAEZENIK:
TL-SG5218PE(config)# interface gigabitEthernet 1/0/2

TL-SG5218PE(config-if)# power inline priority low

28.4 power inline consumption (interface)

% H Tl B i L Tl ERR

e
power inline consumption { power limit }
¥
power limit —— 3 I BEFR BEA RT3 . BUEVEE Y 1-300. T LR OyHmA
3L 0.1W. iy, UL E Koim i KA DA BW, AL R A 50.
B
BORER K (interface gigabitEthernet / interface range gigabitEthernet)
7~

P B 5 11 2 R sROR AL FRL )R Dy BW:
TL-SG5218PE(config)# interface gigabitEthernet 1/0/2

TL-SG5218PE(config-if)# power inline consumption 50
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28.5 power time-range

A A FH TS ey 8] B 3338\ PoE I 8] Bris BAR 3 . 75 PoE I [A] By i B AR AN ml ik — @i holiday,
absolute, periodic fiv 4 EAKEL B Z [0 L. © 1 no 4 H T MHIBRAH N FIB ] B . 24 P 75 B ik
iy AR AR 78 I 8] B A RN, AT DASE TG B TR B, R 5 4 B FH T3 sy 1 RIAT . T i R I AE 45
5E PRI T) B P it R

W
power time-range {name}
no power time-range {name}
2
name — ZRINMIN A B FR. I 1-16 75T
R
4R ic B
7~
wIn—/N% N tRangel [ A] B
TL-SG5218PE(config)# power time-range tRangel
28.6 holiday

Zan A H TG E O AR R B SR PoE i1 H . PoE i1 H ml i it power holiday T4 & .
i~

holiday {exclude | include}

ZH
exclude — ALE PoE 1ifitH, B PoE i H R3S M LA A 52 B i AL HlL
include — A& 15 H, BI PoE Y5 H IR AZ AL S LTI My 52 e e el . BRI I%
B

LS
PoE A Bk B A% (power time-range)

N

F4 T B A B tRange3 ANV & AR H
TL-SG5218PE(config)# power time-range tRange3

TL-SG5218PE(config-pwr-time-range)# holiday exclude
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28.7 absolute

Zdn 2 T E SO R B i 4 Xt 18], BB R B LR R IZ a0 I (B oy 2 i . &
f¥1 no fir4- I T C &L A0 26 X I 1]

me
absolute from from to to
no absolute [index]

2¥
from — H24aIf A, #3008 MM/DD/YYYY-HH:MM, 411 01/01/2012-08:00.
to ZERE ], A% MM/DD/YYYY-HH:MM, 41 12/31/2013-12:00.
index —— XS IR, B R ZMER XTI (A 2% H P 5. ARAF 5, K
3% 2% N 1) B P A7 4 % i (1)

B
PoE I} ] Bt i B #:z0 (power time-range)

=~
Hic B I [A] Bt tRangel M 2012 4F 5 J 5 H 8 #i % 2012 4 10 H 5 H 18 xi:
TL-SG5218PE(config)# power time-range tRangel
TL-SG5218PE(config-pwr-time-range)# absolute from 05/05/2012-08:00 to
10/05/2012-18:00

28.8 periodic

% F T B O B O I TR B RS R TR 8], RIDAT L S e LA — Jo) o 8 T LR R 4 2 N 18] D 32 L st
At B no -4 F T B0 T B I T

W
periodic start start end end day-of-the-week day-of-the-week
no periodic [index]
%
start —— AR IE], 3 HH:MM, 11 01:00.
end ZERURT A, #ACON HH:MM, 20 12:00,
day-of-the-week — £, X N D,D,..., W1,25 FrEH—. BN - FEH T
index JSART 07, i BEREMBR AN T Y. AMaAFS, Ke
I I 2 ] B P PO J) S 1)
B

PoE i [a] Bt B0 (power time-range)

143



= ZEMERENL AT FM

Nl

Hic E I 8] B tRange2 A%EE P & T.1) 08:30-12:00:
TL-SG5218PE(config)# power time-range tRange2
TL-SG5218PE(config-pwr-time-range)# periodic start 08:30 end 12:00 day-of-the-

week 4,5

28.9 power holiday

1z 2 H T 212 power time-range AR H, E1 no fy2 H T MIBRAHR TR H .

Liles

B

A~

power holiday name start-date start-date end-date end-date

no power holiday {name}

name — TR H&FR, AN 1~16 NFF.
start-date —— i H#icas Hi, #=8 MM/DD, 41 05/01.
end-date — T HMEE R H, #= 8 MM/DD, 1 05/03.

4Ry e B AR

S SCTR H RS, i E Gk ER a5 10 H 1 HE 10 H 3 H:
TL-SG5218PE(config)# power holiday NationalDay start-date 10/01 end-date

10/03

28.10 power inline time-range

Zam A Ty G B AL AR T B T no A4 BT EUH Sk p B AL

power inline time-range {name}

no power inline time-range

name —— LB AR (A B 44 K

PO AR (interface gigabitEthernet / interface range gigabitEthernet)
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7~
LRI ] B tRange2 1 i 2 f At FL ] B«
TL-SG5218PE(config)# interface gigabitEthernet 1/0/2

TL-SG5218PE(config-if)# power inline time-range tRange2

28.11 power profile

Z A T A8 — N3 1 PoE profile 0. &/ no #ir 4 T Mk C.EC & i) PoE profile . PoE
profile SCAFH T X BAMIFEEER PoE BEO#THENE, PARILH P 1#EAE. 7& PoE profile 3¢
e, ECE T im =4 PoE J@gt: RES. LS. & RIE, 41— PoE profile X1, AE¥
HRE T AR N f s 1, ] fa A R .

i

power profile name [supply {enable | disable} [priority {low | middle | high}

[consumption { power-limit | auto | classl | class2 | class3 | class4 }]]]

no power profile name

name — profile A4 FR, ATHIAN 1-16 N7 . W A RE S5k, EBiZ
ARRBAER G5, Wn“File 27

supply —— profile SCAFH 5 E 3 1 PoE JIRE .

priority —— profile L4915 B 1 I POE L/t 4K »

consumption — profile 4 ¥ & )45 I PoE &% K3h3% . 4 power-limit, auto, class1,
class2, class3 1 class4 TLANA[ %5 . power-limit %7 i) T3l N BARE e,  Hf v
4 1-300, Th# ERRAHIAERLL 0.1W. Filhn, HE5E Ko H R R T2y 5w, U
AL N4 50. auto o HH & 4t H 348 7€ Ui 1) POE #i K% . class1 &7~ 4W. class2
TR TW. class3 &~ 15.4W. class4 Fx 30W.

B
4 Rl A

il
B —/ PoE profile XX ff. profile XXfFHIZFR2 IP Camera, PoE IRZ& NS, PoE 1
S, BRIHA 5W.

TL-SG5218PE(config)# power profile “IP Camera” supply enable priority low

consumption 50

28.12 power inline profile

Z a4 H T4 PoE profile SCAFR AT BTig 1 . &1 no a4 H T HUH S A PoE profile SCF.
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Likg
power inline profile name
no power inline profile
Z2¥
name — C.ACE [ profile SLAFHIAHR, A 1-16 DNF4F. R IR EL & 2
B, WRAZAARBAER G 54, dntFile 27,
R
BORER (interface gigabitEthernet / interface range gigabitEthernet)
7~

#4444 |P Camera ] PoE profile 34N T3 11 2:
TL-SG5218PE(config)# interface gigabitEthernet 1/0/2

TL-SG5218PE(config-if)# power inline profile “IP Camera”

28.13 show power inline

e M T Bs 248 PoE (5 E.

iy

show power inline
B

R A P A TG B R X
7~

IR RS PoE 5 5.

TL-SG5218PE# show power inline

28.14 show power inline configuration interface

Zm 2 F T R e ) PoE FCEAS B«

W

show power inline configuration interface [ gigabitEthernet port ]
ZH

port —— ZE7x PoE BLE(E B 15, &8 SR IE i 1 1) PoE 5 5.
B

R AU ORI BT A e B A 5
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Bl
RT3 1) POE ML EL(E &

TL-SG5218PE# show power inline configuration interface

28.15 show power inline information interface

2 T SRR 111 PoE f .

Likg

show power inline information interface [ gigabitEthernet port ]
2

port —— IR PoE {5 &M 15, S R iAo H ¥ PoE {5 &
R

o LA AT A i B 2
7~

SR i Y POE {5 5

TL-SG5218PE# show power inline information interface

28.16 show power time-range

Zan 4 T SR [ B EAE R

we

show power time-range
B

AU R BT A e B A 5
il

7R A R[] B S 2

TL-SG5218PE# show power time-range

28.17 show power holiday
Zan A T R B R H .
e

show power holiday

B
R AU ORI BT A e B A 5
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Bl
TR ELE TR H -

TL-SG5218PE# show power holiday

28.18 show power profile

4 M T Eos B 5E L) PoE profile 3Cff.

e

show power profile
B

R BUSE AN i A e B AR X
il

TR EE X POE profile 3044

TL-SG5218PE# show power profile
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ACL (Access Control List, vjirl4il5138), HEitAcEUTECHN . AbFERAE LK I [R]ASRR Sk SEE
BRI, $REAL RG22 41 ) 32 ] SR, jj#%ﬂl_ﬂ%;réifﬂﬁﬁﬁ

29.1 time-range

& AN R B, B no iy AT MR BRI 18] Beo 4 HE B ACL KL &5 %“&fﬁﬂ”l‘lﬂ
BOdATIL YRS, T DAYl BN 1A B, SR A A S A RO 38 3 i 8] Be 4 B 5| I 18] B, 3K 2% L
RAEZ A6 E (I BN R R, AT S I 18] B i) ACL i 38

e
time-range name
no time-range name
ZH
name — ZRINRIN A Be A PR, ATEIA 1~16 715
B
4 R B
7~

WIN—N% M tSegl I A B«

TL-SL5428-Combo(config)# time-range tSegl

29.2 absolute

i H TR B BO X, &8 no fir & HI T 2E I 4a x5,

we
absolute start start-date end end-date
no absolute

2
start-date —— Z5x T BUEE 4G H L £ MM/IDD/YYYY, Sk i Jy 01/01/2000-
end-date —— ZEXHEITIZ AR H ], B0y MM/DD/YYYY, 4175 01/01/2000.
e an HEARN S o H BA R s, 2R g x5

B

i [A] BYAic B A% 30 (time-range create)
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~H
W BN B tSegd AN, I EYE Dy 2012 455 H 5 H# 2012 4210 A 5 H:
TL-SL5428-Combo(config)# time-range tSeg1l
TL-SL5428-Combo(config-time-range)# absolute start 05/05/2012 end 10/05/2012

29.3 periodic

Pt 4 H T HC B BOYFBIEL, &0 no fir 4 I T 25 A R

Likg
periodic [week-date week-day] [time-slicel time-slice] [time-slice2 time-slice] [time-
slice3d time-slice] [time-slice4 time-slice]
no periodic

2
week-day A, B8 1-3, 6, tAfiAN daily, off-day, working-day. F&
H1-3, 6 FoRE—. A=, F=FES; daily xR, E—2EH; off-day &/~
JAAR, BRJEZNHFIEH; working-day ox TAEH, BRI —20 8 . S A5 b A .
time-slice N E A B, BN HH:IMM-HH:MM.

K
i) BB B A 5 (time-range create)

7~
O AN IR tSegl i) BL, I 1A] ¥ B9 A K FY) 08:30-12:00:
TL-SL5428-Combo(config)# time-range tSegl
TL-SL5428-Combo(config-time-range)# periodic week-date off-day time-slicel
08:30-12:00

29.4 holiday

i & P TR I 18] B B QT R 48 8 I 1) Bl BN . B no fin & T 45 R H LK
we

holiday

no holiday
B

i [A] BEAic B AR 30 (time-range create)
Nl

S TSN tSegd I [A] By Al H A
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TL-SL5428-Combo(config)# time-range tSegl

TL-SL5428-Combo(config-time-range)# holiday

29.5 holiday(global)

Zfn 4 M Tl time-range BOEAIEH, E /I no fiv & HI M BRAH R T B H -

B

A~

holiday name start-date start-date end-date end-date

no holiday name

name — TRHZM, "WHA 1~16 NFEH.

start-date —— TR HR#EIEH#, #3= v MM/DD, 41 05/01.
end-date — B HRIE R HE, #= 8 MM/DD, 41 05/03.

4 JR e AR

EXCTRHE RS, FEHREIEAEN 10 H 1 H3 10 H 3 H:

TL-SL5428-Combo(config)# holiday nationalday start-date 10/01 end-date 10/03

29.6 access-list create

A T A2 bRiE 1P ACL f1¥ & IP ACL.

B

NGl

access-list create access-list-num

access-list-num —— ACL ID 5, HBUEVERA 100-299, 100-199 Jbrifk 1P v ] 42 1 )
%, 200-299 NP R IP 5 ] #5551 5% o

4Ry e B AR

B — ID 528 123 Rt IP ACL:

TL-SL5428-Combo(config)# access-list create 123
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29.7 mac access-list

Za A T A1 MAC ACL, &/ no #iv4 A TR T R MAC ACL. MAC ACL R4 EE AL i3
MAC Huhit. H A MAC Hiuhit. VLAN. 2 PSR4 — 245 S e UCEC AR, X Bdis G R 4T 40 B 1Y
IR

W
mac access-list access-list-num
no mac access-list access-list-num
Z2H
access-list-num —— ZEERIIFL A ACL ID 5, HUETEHE Dy 0-99.
B
4 JRc B
7~

B —1~ ID 54 23 [ MAC ACL.:

TL-SL5428-Combo(config)# mac access-list 23

29.8 access-list standard

i & A AR AE 1P ACL U, &/ no v AT M ERG RERE . FrdtE 1P ACL 7T LUAR s Ho o 2
(1P bk A5 S VL EC AR, xh Eedfe G0 3E 4T A0 ML AR 70 B Ak 2L

e
access-list standard acl-id rule rule-id {deny | permit} [ [sip source-ip] smask source-
ip-mask] [ [dip destination-ip] dmask destination-ip-mask] [tseg time-segment ]
no access-list standard acl-id rule rule-id

¥

acl-id — ZESIANIK ACLID 5.

rule-id —— 4ETERIAFIFLN K 1D 5.

op —— ST HALKT i 2 T FC I I P B0 0, 1) b 2 75 30 FL b deny R 25 37 45040 6L permit
TR REHRA . BB N permit.

source-ip —— FUELE YR 1P Hidik.

source-ip-mask —— Y5 IP Hihik (RS . FEFN TUR 1P Hihik, DA 25U N\ AH B 1) 4
i,

destination-ip —— KU B H 1) 1P Hitik.

destination-ip-mask —— H ) IP Hubk RS . 25N T B 1 IP bk, 02 25046 A A
IVRHERTR
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B

zNGl

time-segment —— KU A= RIS TR B A2 FR - R I TG PR 1l

4 R c B

BEE—/NID 54 120 FAR#E IP ACL, NI IAE N 10, HAr g 1P ikt A 192.168.0.100,
HEND ol 255.255.255.0, FIUAE BB A BN tSegd, i 2 LU A i 6, 2SSl T
PLEE R

TL-SL5428-Combo(config)# access-list create 120
TL-SL5428-Combo(config)# access-list standard 120 rule 10 permit sip 192.168.0.100

smask 255.255.255.0 tseg tSegl

29.9 access-list extended

2 H A ING R 1P ACL MU, "B no i AT Bt AL -

we

access-list extended acl-id rule rule-id {deny | permit} [ [sip source-ip] smask source-
ip-mask] [ [dip destination-ip] dmask destination-ip-mask] [tseg time-segment] [dscp

dscp] [s-port s-port] [d-port d-port] [tcpflag tcpflag] [protocol protocol] [tos tos] [pre
pre]

no access-list extended acl-id rule rule-id

acl-id — ZESInHLI# ACLID 5

rule-id —— SFTA IR E) 1D 5o

op —— AZHATLRHH 2 UL HC K P HicHs o i) Ak 2 7 =K He b deny om 2 58 0 A1 permit
TR RBARE . BAEH N permit.

source-ip —— FUUEL S YR 1P Mtk

source-ip-mask —— YR IP HikikHERS . AN TUR 1P bk, 020t A AH B B4
i,

destination-ip —— B E 1 H 1 1P Hubik .

destination-ip-mask —— H ] IP bk O#ERS . A &5 7 B 1P Huhb, T2 2546 A A0
L PR RS o

time-segment —— KW A= 0K I TR B A4 PR R4 IS D9 TG PRl

dscp — W& dscp f{l, JEHl 0-63.

s-port —— IP Bl i $ TCP/UDP I, JbARADE HI 5 (1) TCP/UDP Y8 1145
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d-port ——4 IP Hpi i TCP/UDP K, AR E #N L 2 1) TCP/UDP H (13 145 .
tcpflag —— {4 TCP ¥pilti, & flag f{E-
protocol —— 5 B VLI Bp 3= B AR

tos — ML) IP ToS FBAE &
Pre —— FUE 1 IP Precedence 7 Bifs 2.

B
EIL] RS

=~
QD 504 220 199 & IP ACL, IR 10, Hrh i 1P Mtk 7y 192.168.0.100,
815 )y 255.255.255.0, HLIA RIS A1 B tSegl, Wil 2 LR RIS 1, S Hebl 7
DAL -
TL-SL5428-Combo(config)# access-list create 220
TL-SL5428-Combo(config)# access-list extended 220 rule 10 permit sip 192.168.0.100
smask 255.255.255.0 tseg tSegl

29.10 rule

iz T 4idE SR A MAC ACL FUI, "B R no -4 T R AH B2 A R

e
rule rule-id {deny | permit} [ [smac source-mac] smask source-mac-mask ] [ [dmac
destination-mac] dmask destination-mac-mask ] [vid vlan-id] [type ethernet-type] [pri
user-pri] [tseg time-segment]
no rule rule-id

2

rule-id —— SETEAMEHLI K 1D 5.

op —— AZHATURHH A2 T AR I P B 60, 1 4 2 75 20 Ho vk deny 7R 5 75 25040 6. permit
FoRFER B .. AN permit.

source-mac —— LU ELE YR MAC Hidik .

source-mac-mask —— 5 MAC Hiulik RS . #5157 UR MAC Hilik, U2t A AH
IR R

destination-mac —— K35 (1) H (1) MAC Hidik.

destination-mac-mask —— H ] MAC HhlEf#EIS . 255N 7 B 1 MAC Huhik, 2%
0 NAH R R HERL

vlan-id — BN VLAN ID 5, BUETEEN 1~4094.
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ethernet-type —— KA E LUK MSERUE R, BNy 4 67 16 214
user-pri—— PR, BUETEHEA 0~7, SRAR AR .
time-segment —— KU A= RIS (] B A2 FR R4 I 9 TG PR 1l o

B

Mac Access-list Bt B 15 X,

Bl
Zw’% MAC ACL 20 f#EM) 10, M J§ MAC Hilik’y 00:01:3F:48:16:23, iy
11:11:11:11:11:00, VLANID Jy 2, HFPLEG N 5, MINAE R A1 B tSegl, Xl
AR SCHU B L, ST LR KR -

TL-SL5428-Combo(config)# mac access-list 20
TL-SL5428-Combo(config-mac-acl)# rule 10 permit smac 00:01:3F:48:16:23 smask

11:11:11:11:12:00 vid 2 pri 5 tseg tSegl

29.11 access-list policy name

Za A T U0 Policy, B/ no 4 H T ER XTI Policy 25 H . Policy DiRE¥ ACL FIZI{EH &
R, RTINS, S RFA AR ACL FU B A AT R, AR E AR IR AL
M¥+E. QoS Remarking Flif 1 5 5E [ .

iy
access-list policy name name
no access-list policy name name
¥
name — ZIRIN Policy ZF%, A% 1~16 D75
K
2 R B
7~

INIn—A~4 4 policyl i Policy:

TL-SL5428-Combo(config)# access-list policy name policyl

29.12 access-list policy action

Zfin 4% H T4 Policy i1 ACL FF#EAN Action BLE R LI ESE, ©H no fr4 1 TIMIERAH R E)
fE.

iy

access-list policy action policy-name acl-id

155



= ZEMERENL AT FM

no access-list policy action policy-name acl-id

2R
policy-name —— E % & [f) Policy 4K, AN 1~16 NF1F.
acl-id — Policy /EFH ) ACL 1 ID 5.

R
4 Ji e B AR

N

N4 N policyl ) Policy #in ACL 120:

TL-SL5428-Combo(config)# access-list policy action policyl 120

29.13 redirect interface

Zan M1 Policy IRINEE FzhE, WERILE AN ACL FISHE W K 2 € . E1 no
i P T M R R o

CilSy
redirect interface { fastEthernet port | gigabitEthernet port }
no redirect interface { fastEthernet port | gigabitEthernet port }
¥
port —— i - FE [a) ()t 3 1, BREDTIC 1A, ACL FRECHE .54 R B I AL 8 € 1) 3
Mo A Y FTA I .
K
Action it B A5 1
7~

N4 policyl 1] Policy #NZNAE, X #F4 ACL 120 FHSHEIN A €, % % Sl 1 2:
TL-SL5428-Combo(config)# access-list policy action policyl 120

TL-SL5428-Combo(config-action)# redirect interface fastEthernet 1/0/2

29.14 s-condition

iZ 4 T Policy WM S1E . &1 no iy & F TR H1E
i<

s-condition rate rate osd { none | discard }

no s-condition

rate MRS AR, BUEYERE Y 1~1000000 (kbps).

156



= ZEMERENL AT FM

B

R~

TR A 1) A P, S A I 0 o R R B B i i B O =, B A b EE (none)
MEF (discard) PEAIET. AR NAAEE,

osd

Action Pt B 5=

% policyl # Policy #INEITE, XIFF& ACL 120 AHRFLIN AOEE 6L, F7 s Akt
1000kbps, “ZHAUK T AL FF:

TL-SL5428-Combo(config)# access-list policy action policyl 120

TL-SL5428-Combo(config-action)# s-condition rate 1000 osd discard

29.15 s-mirror

Z 2 T8 Policy IRINFLE B EI1E. B no fir S IMERBLEI1E

B

A~

s-mirror interface { fastEthernet port | gigabitEthernet port }

no s-mirror interface { fastEthernet port | gigabitEthernet port }

port Wb B BB .

Action Fit B =

94N policyl [ Policy I INBN1E, ¥55A ACL 120 AH WA ()55 6L 5 il 2 11 2:
TL-SL5428-Combo(config)# access-list policy action policyl 120

TL-SL5428-Combo(config-action)# s-mirror interface fastEthernet 1/0/2

29.16 gos-remark

ZAr 4 F T4 Policy ¥ QoS HARLAIE, B no fiv 4 H T MIERAH R SI{E -

gos-remark dscp dscp priority pri

no qos-remark

dscp—— QoS Hiridz DSCP, NULAL 1 AHRN ACL HI%HE LT & DSCP .. B i [l
9 0~63, HRA N ATCRR .
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B

R~

pri—— QoS FEhrid X ALK, NULEL T AR, ACL % (48 e et . BUEEH
~ 0~3,

Action Pt B 5=

N4 N policyl ) Policy W INEN1E, X454 ACL 120 AN A EHE L, 57E DSCP
o~ 30, RN 2:

TL-SL5428-Combo(config)# access-list policy action policyl 120

TL-SL5428-Combo(config-action)# qos-remark dscp 30 priority 2

29.17 access-list bind(interface)

Zdn 4 M T905€ Policy 2IHREH [, &/ no iy T HUHINE -

B

A~

access-list bind policy-name

no access-list bind policy-name

policy-name —— Z45E 53 1 ) Policy 45

O EMA (interface fastEthernet / interface gigabitEthernet)

¥ policyl g5 ik 11 2:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# access-list bind policyl

29.18 access-list bind(vlan)

Za A HT4852 Policy 48 € VLAN, ‘E 1) no 4 T EUHYPE

access-list bind policy-name

no access-list bind policy-name

policy-name —— #4}5€ #| VLAN [1] Policy ##%.

PO EAR (interface vian)
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w5
4 policyl 48 € #| VLAN 2:

TL-SL5428-Combo(config)# interface vlan 2

TL-SL5428-Combo(config-if)# access-list bind policyl

29.19 show time-range

i & M T B B R B BC .

e

show time-range
B

R RO AN i A e B AR 2
Bl

S A I ] B

TL-SL5428-Combo# show time-range

29.20 show holiday

A BRI CE SO R .

s

show holiday
B

FEBURE AN i A I B A 2
R~

R H A

TL-SL5428-Combo# show holiday

29.21 show access-list

Za A H T B8 ACLELE .

show access-list [acl-id]

acl-id — ZE/RACE M ACLID 5.
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B
R AU ORI BT A e B A 5

i
78 ID 54 20 1) MAC ACL HIFC & -

TL-SL5428-Combo# show access-list 20

29.22 show access-list policy

Z A4 AT &R Policy FLE .

e
show access-list policy [name]
23
name — ZRI/RELE 1 policy IHHIA .
X
R AN P A TG B R X
ZNil

B84 R policyl FIME B

TL-SL5428-Combo# show access-list policy policyl

29.23 show access-list bind

ZaA T EoR Policy 40 ERLE .

we

show access-list bind
B

R RO AN i A I B A 2
Bl

7N Policy b % & :

TL-SL5428-Combo# show access-list bind
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#30& MSTP IEB 4

MSTP (Multiple Spanning Tree Protocol, 4t i) &7E STP Al RSTP f2Lfl 1, 4 IEEE
Wil E ¥ |IEEE 802.1S FRtEGE LI,  FHT-7E JR ek X o v i 25040 B i 2 ) B ER B () AL o A A
WA AR R d i s — R B AR B AR 1) 7 vk BB BT TUAR PR 1) H I, [ B S B B 44 A
AT EANAL o

30.1 spanning-tree(global)

Zn TR R AR I EE, B0 no fr M T2 2R A DI fE .

e

spanning-tree

no spanning-tree
B

4R ic B
A~

TR S A B AR 2B AR DI RE -

TL-SL5428-Combo(config) # spanning-tree

30.2 spanning-tree(interface)
122 F 1 e 8 b T A AR R DU RE & 1 no a2 FH 28 B AR oW ThiRE
i~

spanning-tree

no spanning-tree

B

# OB & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~
TFJR 3 1 2 B A2 bt T e«
TL-SL5428-Combo(config) # interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# spanning-tree
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30.3 spanning-tree common-config

Zam A HTFAERM DGR AR E, 0 no i HTFREEAEE. CIST (Common and Internal
Spanning Tree, A LRI M) & IERE— NS ML N AT A 1324 1R AE B« A & ORI &
it 1T CIST IS LK AT S22 80

i

spanning-tree common-config [port-priority pri] [ext-cost ext-cost] [int-cost int-

cost] [portfast {enable | disable}] [point-to-point {auto | open | close}]

no spanning-tree common-config

pri st VR 564k, e 0 5 i 1 2 13 S A0 o e A 0 o i o 1 (R B AR, [RI45 5%
RO S G v i R A e R o AEBRDN, FORMR e gublm . HUEVER 0~240, )
k% 16, HRERN 128.
ext-cost —— AMBEAATTE . ERIEAF MST 2 MM b, H T EEsa A
HARTTHE IS5, IRt 0 e %0 1 2 5 2 i iR AR (B8R, Fom AR
ek, BRERTCNEZ).
int-cost—— NFRERAETTAY . TORAE MST NI AR b, Al TR BEER AR AT L BE AR TT Y
MZHEAE, (At 1 e 200 1 2 5 2 ik R A - (58N, FoRt e goliim,
BRAE I N EF) .
portfast —— & 5 il % H, S8 I %R (disable). 121 %ku I HH PR ZEIRAS 71 3% K
REITRERS, WTSEIRIEITR, o AT IR I [H]
point-to-point —— pi Xt SEEECIRE, A H sl (auto) . 5& | FF 5 Copen) Fla& il ¢ 4] (close )
=AM, SRR E B LSO sUBE O N 1, G RO AR G B R E i
DUIRT DABRIEIE 7% B8 KORFS AT AN 00 S 1) S SE R B[]

B

B O fid B X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

NGl

JA M 1 STP Zhie, JFixBHALESN 64, W, SNEERIZIT 4508 100, JFRIA%
Uity 1 2

TL-SL5428-Combo(config)# interface fastEthernet 1/0/1
TL-SL5428-Combo(config-if)# spanning-tree common-config port-priority 64 ext-

cost 100 int-cost 100 portfast enable point-to-point open
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30.4 spanning-tree mode

22 TR E A B R, B no dir & TR BRATC &

e
spanning-tree mode { stp | rstp | mstp }
no spanning-tree mode
23
mode —— MR, A stp. rstp. mstp =ANEIH, ERIH stp. Hrr stp A A
HAHE; rstp Jy PRI AL R A AR mstp 2 HUAE B R .
B
4R He B
N
A R Ay MSTP:

TL-SL5428-Combo(config)# spanning-tree mode mstp

30.5 spanning-tree mst configuration

Zan T AR E RN MST BB B, E 8 no fir& FH TR AH B S5 RS2 N BRINBC &
e
spanning-tree mst configuration

no spanning-tree mst configuration

X
4 Jey i B A 2
7~
HEN MST e B A

TL-SL5428-Combo(config)# spanning-tree mst configuration

TL-SL5428-Combo(config-mst)#

30.6 instance

LA H T E VLAN-MSTP SZfilmesf, T no frd AT 5 KR m it 56 2 s i oAr 2 (1 se il . Sz
BB G, S5iZSeBE RML ¢ RSB FEFR .

i

instance instance-id vlan vlan-id

no instance instance-id [vlan vlan-id]

163



= ZEMERENL AT FM

B

A~

30.7

instance-id — =2f5] ID, V[N 1~8.
vlan-id —Z I\ iZ L4651 1) VLAN ID.

MST B & #x

¥4 VLAN-100 WSS 21| Si) 1

TL-SL5428-Combo(config)# spanning-tree mst configuration
TL-SL5428-Combo(config-mst)# instance 1 vian 1-100

7 VLANL-50 X S 1 (s

TL-SL5428-Combo(config)# spanning-tree mst configuration

TL-SL5428-Combo(config-mst)# no instance 1 vlan 1-50

name

Zar M THCE MST B34 - MSTP A LICKEAZ 4 /A 25 1) 73 9 22 N33, A 45 A E B A VILAN-
SR 5% R RS B LA N & T [ — 4~ MST 13 (Multiple Spanning Tree Regions, £ 4= ).
R C B S I B S FET B

we

2%

B

NGl

30.8

name name

name W4, FTFHriR MST 5, A% 1~32 MR

MST Fic B 5 =

BB MSTP ()34 4 regionl:
TL-SL5428-Combo(config)# spanning-tree mst configuration

TL-SL5428-Combo(config-mst)# name regionl

revision

Zan A FHFRCE MST SLBIEIT 20

ks

revision revision
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2

revision BT, 5N 0~65535.
B

MST P B #x 3
i

Fo & MSTP [ET 225174 100:
TL-SL5428-Combo(config)# spanning-tree mst configuration

TL-SL5428-Combo(config-mst)# revision 100

30.9 spanning-tree mst instance

M THRCE MST LRI %4, €/ no & HI T IR0 B SEG HY BRAAIL S 2 -

spanning-tree mst instance instance-id priority pri

no spanning-tree mst instance instance-id priority

Z2H
instance-id — 59 ID, JEREA 1~8.
pri —— MSTI RS2k, BRI NIE] D 1, 5 28 b 7 2 il ik AR MR I 24K
. HUEVEHE 0~61440, (8% 4096, kN 32768,
R
4 JRc B AR
N

JA Sl 1, & E MSTI SR 4096:

TL-SL5428-Combo(config)# spanning-tree mst instance 1 priority 4096

30.10 spanning-tree mst

Zan 2T MSTP SEfilsn HRCE, B0 no a4 TV 8 Sl o R BRIARC B . i I EAS R )
Az ks SR8 vh Ay DMBAEAS RIS A €, A i & ISR B A [F) SE4 1D o i3 1124
CisSy

spanning-tree mst instance instance-id { [port-priority pri] [cost cost] }

no spanning-tree mst instance instance-id

instance-id —— 75 ZAC & vy L@ SLH] 1D 5, BUEVERE 1~8.
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pri o AR SE ], EARTEXT RIS 1D H, ff 5 i 1 A& 75 23 RN i 18 4 0 AR i 17T
MR, BUETEHE 0~240, [A]FE 16, &R A 128.

cost— HRATFAE. BRI RTE MST S X R s, F P B a it H ks
THHIZ A, [FI R e 1200 2 B o R D iofkcds . (Edk/), FoRidedt
i, BB E .

B
B O i & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

il

BCE S 1 I 1 ARSE KN 64, BRARTTEE N 2000:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/1
TL-SL5428-Combo(config-if)# spanning-tree mst instance 1 port-priority 64 cost

2000

30.11 spanning-tree priority

Zan S I TRCEMILER, €8 no T IREBARCE .

e
spanning-tree priority pri
no spanning-tree priority
2
pri— ML g. HBUETE R 0~61440, STy 32768,
K
2 R B
7~
BEMIL %N 4096:

TL-SL5428-Combo(config)# spanning-tree priority 4096

30.12 spanning-tree tc-defend

S TRCE AN 4R TC R, BRI no fr &M TIKEEUARCE . WaAEZRIE] TC ik
(23N R A AR RO J5, SPAT LRI MR ERAE . SR 2 2EEN TC M
i, PRSI R R A 2 25 B i RAR KB, 45 4% AR 2 i SRR KRR 8. TC Oy AT BLBR 1 — 5
JAII N AZ AL TC SRR, A2 il 3t bk 2 30T (R ] B d5e 1
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ks

B

R~

spanning-tree tc-defend threshold threshold period period

no spanning-tree tc-defend

threshold —— TC {## i®fE, BUETERE 1~100 (BdEm), SERAN 20, TC R RE 2
£ TC RN, ZHHLE] TC WO RHH . BB B 5, SCHNE AN
AN HEAT M 54 M 1k 2 0 B 1

period —TC {R47 A ], BUEVEHE 1~10 (B, #RAEHEHN 5,

4 JRy e B AR

BE TC RYIRME D 30 Hidm e, TC R 10 £

TL-SL5428-Combo(config)# spanning-tree tc-defend threshold 30 period 10

30.13 spanning-tree timer

2 T BC B AR B HORER IR ) 2 AL R] . ARHAERS, BRI no fir & H TR ERAC &

ks

B

A~

spanning-tree timer { [forward-time forward-time] [hello-time hello-time] [max-age
max-age] }

no spanning-tree timer

forward-time —— fEHIERT, RIFEMIZ% AN AL, A HAL S RS TE RS (0 ZE I 1 1]
HUETE A 4~30 (B), BRIMEN 15, FFH 2x (FEHIERT-1) 22 A0ET ],

hello-time —— X4 N 1A], RIS HebfL A 1 WA SCH R 391, P T4l B i o 75 A 8 Wb
BUETE DY 1~10 (B, BROMEDY 2, JFH 2x (BREIFIAI+1) <ZALE .

max-age —— ZALES[A], RO PRSCER SCHEAS Heb L BE 98 ORAT I e K AR B, EUELYE [ A
6~40 (#), ERIMEA 20,

4 e B

VB B AT IN Jy 16 7P, BREE Ay 3 Ab, ALK TRy 22 75
TL-SL5428-Combo(config)# spanning-tree timer forward-time 16 hello-time 3

max-age 22
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30.14 spanning-tree hold-count

Zin S T W E A RM R ERS], 8 no & HTREBIARE.

e
spanning-tree hold-count value
no spanning-tree hold-count
23
value TR, RIFERRNEREE I (8] A, o i 2 BE 6 R I I PSR SCHIEE . L
VSN 1~20 (pps), ZRIME N 5.
B
4R He B
N

e AR R B R 1  8pps:

TL-SL5428-Combo(config)# spanning-tree hold-count 8

30.15 spanning-tree max-hops

i A F st B AR R BRSO R R i KBRS, B no dr @ TR R BN E -

spanning-tree max-hops value

no spanning-tree max-hops

ZH
value KRB, BRIV SRS R RS, e BRI T A o eSS, B
B~ 1~40 (B, BRIMEN 20.
X
2R E R
7~
W E K BRHCA 30:

TL-SL5428-Combo(config)# spanning-tree max-hops 30

30.16 spanning-tree bpdufilter

ZAn 4 T s im0 5 BPDU i€ hEe, JE A T BPDU #RSCid I Th e i 1, AN Bl %
RATAT BPDU 3, {HE 2 mAMR % H &1 BPDU 3T, MR IEAZ #4152 3 BPDU i) 3%,
HIE STP AR IERTE . 1 no fird T2 1% ThfE .
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Likg
spanning-tree bpdufilter
no spanning-tree bpdufilter
R
B O & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

N 1 2 I )5 BPDU I JETh R
TL-SL5428-Combo (config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# spanning-tree bpdufilter

30.17 spanning-tree bpduguard

Za AT NiEER D (FITRA% 0 (edgeport) ThRE) JT/E BPDU 1147 hig, JEH T BPDU
TRAPDIRESE, R FWE) 7 BPDU R3¢, MSTP sl ix £euiy [5G HH,  [7) A I8 20 9 A7 X 6 145
MSTP K], ok s 1 BE T 28 BN BRI . B0 no fn & H 45 F i D s .
e

spanning-tree bpduguard

no spanning-tree bpduguard

B
B OB #% X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

N 1 2 FF 5 BPDU R4 T g
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# spanning-tree bpduguard

30.18 spanning-tree guard loop

it & T8 IR R DR, &0 no dir & FA TR R % DRl o PR TT LA 1 o TR i 41 S B
BTG ER, SBOR WA R AR, TP R R

we

spanning-tree guard loop

no spanning-tree guard loop
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B

# O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

N
TEJE w2 B ER LR
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# spanning-tree guard loop

30.19 spanning-tree guard root

A T A AR RS, E 00 no fir e F T 25 RZ T RE o« MM OR3P AT LABS 1B 24 Sk AR 2R AR
HAT, AT SRR A 190 28 4 Fh 45 ) R B IR AR B o

me
spanning-tree guard root
no spanning-tree guard root
B
P2 O i B B X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
7~

TF e ity 11 2 FROARAR R4
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# spanning-tree guard root

30.20 spanning-tree guard tc

Zar TR TC &5, B no r S H T M IR, BH TC RIPIhRESS, AL “TC £
PR W, YE| TC-BPDU KB KEH oy “TC R EIME” AP0 H, B8 H G, Sl
FEAZ A I N AN FEHEAT o R M R #5 1 o SORF mpll P LA 3 S A S0 1 J ok e R 300
W

spanning-tree guard tc

no spanning-tree guard tc

B

# O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

170



= EMER &N 1T FM

Nl
JFR I 2 1) TC fReF:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# spanning-tree guard tc

30.21 spanning-tree mcheck

Zdn & TR A BGER .

Likg
spanning-tree mcheck
R
B O & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
il

Ja Fsi 2 B G
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# spanning-tree mcheck

30.22 show spanning-tree active

A B A R ) A AT AT RS B

e

show spanning-tree active
B

R BUSE AN i e A X
il

R AR A ATEAT IR B

TL-SL5428-Combo# show spanning-tree active

30.23 show spanning-tree bridge
a2 T SR AR S B EAE R .

CisSy
show spanning-tree bridge [ forward-time | hello-time | hold-count | max-age | max-

hops | mode | priority | state ]
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B

R AU ORI BT A e B A 5
A~

SR O S LA

TL-SL5428-Combo# show spanning-tree bridge

30.24 show spanning-tree interface

% F T o AR O o LTS B4R R .

Likg
show spanning-tree interface [ fastEthernet port ] [ gigabitEthernet port ] [edge |
ext-cost | int-cost | mode | p2p | priority | role | state | status]
2
port —— ERRICEAE B LS, SRE I BRI I R EAE B
R
R RO AN i A e AR X
7~

R T i AR RS R

TL-SL5428-Combo# show spanning-tree interface

SRR 2 AR RS R

TL-SL5428-Combo# show spanning-tree interface fastEthernet 1/0/2
SR 2 fRAE A

TL-SL5428-Combo# show spanning-tree interface fastEthernet 1/0/2 mode

30.25 show spanning-tree interface-security

i A F T s AL R ) 1 A ELAE S

show spanning-tree interface-security [ fastEthernet port ] [ gigabitEthernet port ]

[ bpdufilter | bpduguard | loop | root | tc | tc-defend ]

port —— ZERIRBCEAS B A LT, S I B P e R E A R
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B

zNGl

R AU ORI BT A e B A 5

BRI Ui K 2 A BAE B

TL-SL5428-Combo(config)# show spanning-tree interface-security

BoR H L R EAE R

TL-SL5428-Combo(config)# show spanning-tree interface-security fastEthernet
1/0/1

BN T v 1Y) BPDU R JERL B AS 2.

TL-SL5428-Combo(config)# show spanning-tree interface-security bpdufilter

30.26 show spanning-tree mst

i 4 H T B A b O S5

B

A~

show spanning-tree mst { configuration [digest] | instance instance-id | [ interface

[ fastEthernet port ] [ gigabitEthernet port]]}

instance-id — 2w RECE A B ASEH] 1D, BUETL R 1~-8.
port —— ELR R B AE BN S, SR I SR A e R EAE

R AU R BT A e B A 5

BRSER] 1 s TIRSE R

TL-SL5428-Combo(config)# show spanning-tree mst instance 1
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IGMP Snooping (Internet Group Management Protocol Snooping, IGMP i) Iz T 7EAZ fetl
AR RN, T E AR HEA . B IGMP T DB AT LA 2k 8 b 2H 75 i 75 0 2%
T

31.1 ipigmp snooping(global)

Zm AT IGMP 2 RECE, B no drdH T2 D6

ik
ip igmp snooping
no ip igmp snooping
B
4 R B A A
A~

T E IGMP 4 JRlic & -

TL-SL5428-Combo(config)# ip igmp snooping

31.2 ipigmp snooping(interface)
Z A T g 2 D BCE IGMP Snooping ThfE, ‘B no 4 T-22 % ThRg.
we

ip igmp snooping

no ip igmp snooping

B

B O & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~
JF 3% 11 3 () IGMP Snooping Iifié:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# ip igmp snooping

31.3 ipigmp snooping immediate-leave
%4 T B PR B D6, B no A A TR LIRS
e
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ip igmp snooping immediate-leave

no ip igmp snooping immediate-leave

K
B O & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

il

TF )5 I 3 BB BT Tl A -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# ip igmp snooping immediate-leave

31.4 ipigmp snooping drop-unknown

Zin 2 TR R IR SCE T IIRE, B no fr T2 IR

Likg
ip igmp snooping drop-unknown
no ip igmp snooping drop-unknown
B
2 JR e B AR
7~

TR ARFIH R R SCE TN RE -

TL-SL5428-Combo(config)# ip igmp snooping drop-unknown

31.5 ipigmp snooping vlian-config

Z A4 F T8 62 VLAN ff] IGMP SNOOPING Ihfg, FHEEIL IGMP S35 Ll k(g 5 & 4 % 3
hE4H . B/ no dr A T2 € VLAN ) IGMP SNOOPING Thfit. IGMP il filr i 37 iy 2 4% 41
FEHET VLAN 7330, AR VLAN 1] DU B AR IGMP 24, Adn 4 H T BB &> VLAN 1)
IGMP il %4

we

ip igmp snooping vlan-config vlan-id-list [ rtime router-time | mtime member-time |
Itime leave-time | rport interface { fastEthernet port-list | gigabitEthernet port-list } ]

ip igmp snooping vlan-config vlan-id static ip interface { fastEthernet port-list |

gigabitEthernet port-list }

no ip igmp snooping vlan-config vlan-id-list [ rport interface { fastEthernet port-list

| gigabitEthernet port-list } |
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B

R~

31.6

no ip igmp snooping vlan-config vlan-id static ip

vlan-id-list—— FHFE{E IGMP Z4¥] VLAN ID #1%, HUETERE 1~4094, #%30h 1-3,5.
router-time —— [ FH &% i [ (8] o 72 iy 1] P, G SR AT AL A D% ph 28 o 12 S 2]
BEWIRSC, whiA %S R AR sk BUE G 60~600 (F5), ERIAE M 300,
member-time —— % &7 3 I [A) o 76 BT I ) B P, 0 SR AT AL 38 A S0 28] s 53 o 11 3%
(RS HOC,  HA IR A Rk BUETEE 60~600 (F5), BRIAE N 260.
leave-time —— &5 FF¥ifi f B 8], B SE AL 3% 28 PR S B A2 WA 12 3= AL 1A ZHL 4R 4 v
b (¥ PRI B N V). RS R 1~30 (AP, BRIMEDA 1o

port-list —— A2 HAL K 573 3ty 1 51

vlan-id — 41#% IP ff) VLAN ID, HU{H 35 1~4094.

ip —— FRAASE 1P bk,

4 JRy e B AR

Ja F VLAN 1-3 # IGMP fiiWrIhEE, K eI i 2% i i [a] % B A 300 F0. i 5t o 1
B ] 15 B A 200 5, 3K VLANL-2 1SS 3 a5 i a4 B o 15 #b:

TL-SL5428-Combo(config)# ip igmp snooping vlan-config 1-3 rtime 300
TL-SL5428-Combo(config)# ip igmp snooping vlan-config 1-3 mtime 200
TL-SL5428-Combo(config)# ip igmp snooping vlan-config 1-2 Itime 15

FE VLAN 2 s g S 2Rk bl 26 B, 43% 1P 25 225.0.0.1, K H s 1 1-3:
TL-SL5428-Combo(config)# ip igmp snooping vlan-config 2 static 225.0.0.1

interface fastEthernet 1/0/1-3

ip igmp snooping multi-vlan-config

iz M TRV H A VLAN, "B/ no fir& FH T I ER AR A ZH 56 VLAN.

we

ip igmp snooping multi-vlan-config [ vlan-id ] [ rtime router-time | mtime member-
time | Itime leave-time | rport interface { fastEthernet port-list | gigabitEthernet port-
list}]

no ip igmp snooping multi-vlan-config

vlan-id — FESMNACE R VLAN ID, BUE 5 FE 2~4094.
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B

A~

31.7

router-time —— & H1 a4 di I [A) o ZEPT N IA] Y, 40 SRASHATL AT AN S H o8 i 1 B AC 3
BRI, A dras i R A BUETER 60~600 (B2, BRIMMEA 300.
member-time —— J& 53 3 N (8] o 72T TR) A, 20 SRAZH AL A BRSO3 B i g 141 K38
R R SC, WA IZ AR 5 0 1AL B 60~600 (F5), ERIAME N 260,
leave-time —— E§TFH RIS [A), B AN F AL A0 B8 T i SC B AZ A AT 2 WL AN 620
BB PR (BD R S T) o UCEL Y 1~30 (R, BRIMEDH 1.

port-list ——=Z AL R 5 3 11371

4R E AR

FFEa 44 VLAN Thig, FFE VLAN 3 5t s i i) A 100 #0551 o B ) A
100 #b. BEIFHEfGIR A 3 b, ERASEE dm 1 AR 1 3.

TL-SL5428-Combo(config)# ip igmp snooping multi-vlan-config 3 rtime 100
TL-SL5428-Combo(config)# ip igmp snooping multi-vlan-config 3 mtime 100
TL-SL5428-Combo (config)# ip igmp snooping multi-vlan-config 3 Itime 3
TL-SL5428-Combo (config)# ip igmp snooping multi-vlan-config 3 rport interface

fastEthernet 1/0/3

ip igmp snooping filter(global)

ZAn A TR N sUE AR IR e B2 H . B no v A FMIER I e AL H . R T
IGMP it Th&g )5, 7T DL i e B 4 #isd 8 ske R iy 1 B DN P ZE S ik v el , AT B o) P P %o 2
T H M S IRk E N 224.0.0.0~239.255.255.255, A LU AN B A &G 2H 3% ik oA
224.0.1.0~239.255.255.255.

iy

B

B

ip igmp snooping filter id start-ip end-ip

no ip igmp snooping filter id
id — g R 1D, SEFDN 1~30.
start-ip —— i JEHBHE B AL AR H A% 1P Hbdk

end-ip —— LuEHUAEB A0 S5 R AR 1P Sl

4Ry e B AR
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WD 54 3 BT e H, T uEhkBN 225.1.1.1~226.3.2.1:

TL-SL5428-Combo(config)# ip igmp snooping filter 3 225.1.1.1 226.3.2.1

31.8 ip igmp snooping filter(interface)

A M T B 98, B/ no @ HI TR EBOARCE . 23 1 K& IGMP R R/ ST, SZHpL
SRRSO B L PG B AL L gL 1D, QORI ARG IE, PRI FOInA 2% 41
PRI e A B, B IAS Ut 2 70 1% IGMP i se, ATl 17 F - Brae i A ) 28 #7%
4.

me
ip igmp snooping filter
no ip igmp snooping filter
B
# O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
ZNil

FEJE w3 B PRI I Th g
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# ip igmp snooping filter

31.9 ipigmp snooping filter add-id
ZAr A F T dE i AN 75 B SR A MR B, B no i 4 BT ISR 6T I 1 3 e Rk o

ks
ip igmp snooping filter addr-id addr-id list

no ip igmp snooping filter addr-id addr-id list

ZH
addr-id list —— #ZH48ediEthik ID, #Ah 1-3, 5.

B
B O & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

N

g5 il g bk 2-6 B Pd NG 1 3:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# ip igmp snooping filter addr-id 2-6

178



= ZEMERENL AT FM

31.10 ip igmp snooping filter mode

i 4 FH T 1E B4 2 i L e AR

Likg
ip igmp snooping filter mode mode

2
mode — i JEBNERES, H2%Z (accept) BIEZL (refuse). 1EFF refuse B, AZHHLKE
LI A R B AE AR 2 3R DRk B b i 2R R s T 4% accept I, AR HHL R ALERZE
& b bk A 2H A5 1 bk B i 2H R O £

R
B O B #% X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

g 1 3 R IERICN accept:
TL-SL5428-Combo(config)# interface range fastEthernet 1/0/3

TL-SL5428-Combo(config-if)# ip igmp snooping filter mode accept

31.11 ip igmp snooping filter maxgroup

A a2 BE I AR 4L A0 % H .

e
ip igmp snooping filter maxgroup maxgroup

Z2¥
maxgroup —— i & % BE I IR HEH o W€ in H i 2 eI AR AR A H &4
T a3 o I KR A 9

R
B O fid B # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

e g 1 2-5 R Z AN 10 M REAL:
TL-SL5428-Combo(config)# interface range fastEthernet 1/0/2-5

TL-SL5428-Combo(config-if-range)# ip igmp snooping filter maxgroup 10
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31.12 ip igmp snooping querier vian

Zan 2 T 1218 VLAN i BEIGMP T T £ 23 DhRE, & nofir & F 22 148 & VLANH FIIGMP /i
W 25 25 DD RE .

me
ip igmp snooping querier vlan vlan-id
no ip igmp snooping querier vlan vlan-id
2
vlan-id — VLAN ID, 3ii[#41-4094.
R
EIL]WER S
=~

LEVLANLH (# BEIGMPASi I 25 ) 2L Th g

TL-SL5428-Combo(config)# ip igmp snooping querier vlan 1

31.13 ip igmp snooping querier vlan (general query)

Zan 2 T BEIGMPH Sl S HIEH A S, Efinom S H TREEAEE .

e
ip igmp snooping querier vlan vlan-id {query-interval interval | max-response-time
response-time | general-query source-ip ip-addr }
no ip igmp snooping querier vlan vlan-id { query-interval | max-response-time |

general-query source-ip }

28
vlan-id — VLAN ID, 3ii[l41-4094.
interval —— i FH 2 R SC B A] (RTRS,  BUE VS F N 1-300F0, ERIME N60FS.
response-time P 2 P 38 RO S I B R B[], R Y 13 2550,
ZRINMEHL0FD
ip-addr —— IGMPT T £ 1] 25 AT 126 1 38 F 5 AR SCIURIP, ANRE VIR B FE L.
PRI 4192.18.0.1.

X
4R B AR

180



= ZEMERENL AT FM

Nl

FEVLAN2H i GEIGMP T T 25 1) %% 1 38 FH 20 18 4 SC 1 A& 18] [ o~ 20088, H5e R S i 8] Ay
2075

TL-SL5428-Combo(config)#ip igmp snooping querier vian 2 query-interval 200

TL-SL5428-Combo(config)#ip igmp snooping querier vlan 2 max-response-time

20

31.14 ip igmp snooping querier vlian (specific query)

Z 2 FH T AL B IGMPOTT i) 23 1R E LB WS, Einofr & H TR EIABCE .

e

B

i

ip igmp snooping querier vlan vlan-id {last-member-query-interval interval | last-

member-query-count count | special-query source-ip ip-addr }

no ip igmp snooping querier vlan vlan-id { last-member-query-interval | last-

member-query-count | special-query source-ip}

vlan-id —— VLAN ID, 75 41-4094.

interval —— IR E A ARSI R A) G, BUE TSI NL-570, BRIME LR, 4
AU R B AR SO I HoaZi 1 PRE B F DhRESA R I, A 2 Rk e H A WK S
count —— A AR RE R E H AW IR S HE, BUETEE 12154, BIME A2~ HEH
#8215 58 W8 HUR 1 E H BRSO HE A WEIR S IRSCZ G, AU TE A R 2
HH 4% 122 B8 R 1T

ip-addr —— IGMPi T 2 i) % T & 3% 14 5 20 B RS ITRIP, AR VAL IE B FE k.
PRiME ~192.18.0.1.

4 R ic B

FEVLANZH 8 B2 I GMP T 25 16 #5 R 5 28 28 10 i ST A 8] By 270«
TL-SL5428-Combo(config)#ip igmp snooping querier vlan 2 last-member-query-

interval 2

31.15 clear ip igmp snooping statistics

i T ERRIT IGMP i34 THE B .
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e

clear ip igmp snooping statistics
B

R BUSE AN i A e B AR 5
Bl

JHFR IGMP L5 R :

TL-SL5428-Combo(config)# clear ip igmp snooping statistics

31.16 show ip igmp snooping

iz %l T 5K IGMP 2 RECEE B

ik

show ip igmp snooping
B

RO AN i A i B A X
A~

8 IGMP & R EE R -

TL-SL5428-Combo# show ip igmp snooping

31.17 show ip igmp snooping interface

Za A H T 5N IGMP i DL EE B

W
show ip igmp snooping interface { fastEthernet port-list | gigabitEthernet port-list }
{ basic-config | filter | packet-stat }
¥
port-list —— %L /e B A5 B )i 413 .
basic-config | filter | packet-stat —— &2 H R FIAHSCHC B S B o
B
AR 20 P A TG B X
~H

BRI 2 () IGMP AL E (5 R
TL-SL5428-Combo# show ip igmp snooping interface fastEthernet 1/0/2 basic-

config
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ok 1-4 1) IGMP 3G HE B :
TL-SL5428-Combo# show ip igmp snooping interface fastEthernet 1/0/1-4

packet-stat

31.18 show ip igmp snooping vlan

Zfr AT 2~ IGMP VLAN Bt 815 5.,

W
show ip igmp snooping vian [ vlan-id ]
2%
vian-id — Z&EI8 VLAN 5.
B
o LA AT A e B 2
Bl

78 VLAN 2 [ IGMP Snooping fit & 15 2.:

TL-SL5428-Combo# show ip igmp snooping vian 2

31.19 show ip igmp snooping multi-vian

e T Bon 4k VLAN IEE(E R .

we

show ip igmp snooping multi-vlan
B

RO AN i A I B A 2
A~

BN VLAN BLEAE S

TL-SL5428-Combo# show ip igmp snooping multi-vlian

31.20 show ip igmp snooping groups

%A H T R pTE A A R . AT LR IR NS B S5 L EIRTRE VLAN [EhA 415 flis A4l
HEERE L.

e

show ip igmp snooping groups [ vlan vlan-id ] [ count | dynamic | dynamic count |

static | static count ]
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B

zNGl

vian-id — 75 2 RoRH IS B VLAN 5.
count— IR PTH HIRHEH .
dynamic—— #F FrA MG S
dynamic count— SRBNSHAFBFHILE -
static— AE A KFHASHEHEE .

static count—— TR ERASAREAHREH .

REBURRE A S T e B AR 2

BoRHFRALE B

TL-SL5428-Combo#show ip igmp snooping groups

7R VLAN 5 [T L3R5 H -

TL-SL5428-Combo(config)#show ip igmp snooping groups vlan 5

7R VLAN 5 Pk 41 5% H AN

TL-SL5428-Combo(config)#show ip igmp snooping groups vlan 5 count
7R VLAN 5 A R Eh 2 4R 4145 -

TL-SL5428-Combo(config)#show ip igmp snooping groups vlan 5 dynamic
578 VLAN 5 H i A 2L R 215 2

TL-SL5428-Combo(config)#show ip igmp snooping groups vian 5 static
7R VLAN 5 1 Eh 25 187 2% H 4L

TL-SL5428-Combo(config)#show ip igmp snooping groups vlan 5 dynamic count
7R VLAN 5 H [ A 4 % 2% H 4L

TL-SL5428-Combo(config)#show ip igmp snooping groups vlan 5 static count

31.21 show ip igmp snooping filter

e TR

B

R IR RAE R

show ip igmp snooping filter [ filter-addr-id-list ]

filter-addr-id-list —— Z B R A RIS JEHUIEE B 10id JEHbE 1D, "IN £ 4%, #A0N 1-
3, 5, BEN BRI R ORI ERS .

R RO AN i e AR 2
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ZN|
TR A AL RR L AL

TL-SL5428-Combo(config)# show ip igmp snooping filter

31.22 show ip igmp snooping querier

ZAn A T SR VLAN S IGMP i 25 1 28 45 & .

we
show ip igmp snooping querier [ vlan vlan-id ]
2
vian-id — ZR/RE WG EMVLAN ID, BUEEHEI1-4094. HATEE, WRRTE
VLAN ) 2 i) 23 HC B
B
e AR A P A G A
ZNil

SE7RVLAN2 T IGMP i I 2 il 25 B 4SS«

TL-SL5428-Combo(config)# show ip igmp snooping querier vian 2
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SNMP (Simple Network Management Protocol, ¥ H M) ThREH T & MK %, X
L5 A2 7= i N JC Rz, AT T 0 4% 55 20 G750 DO 286 71 st (1 M s A

32.1 snmp-server

iz T3 SNMP Zfg, €1 no i HIT45H SNMP Zifit. SNMP DIReERIAZHEE 1.
me
snmp-server

no snmp-server

B
AR ML B A

1
5 SNMP IhfE:

TL-SL5428-Combo(config)# snmp-server

32.2 snmp-server view

p—t

iZ 4 I T A IALIEL, &/ no fir & H T IR0 B . 72 SNMP i il A FR A B (OID) K
R HHLF I EFEN S, MIB (Management Information Base, &P EEE) & FT a2 M4 541
ARG I P SR i) B AR R e e R

e
snmp-server view name mib-oid { include | exclude }
no snmp-server view name mib-oid
Z2¥
name — ZEEIMMALIE & HRIAHR, AT 1~16 N7EFF. —MLEF LA 24N F 4
FIRLEI 2 H .
mib-oid —— MIB ¥-# OID, RIZALKI% H I EAL R (OID). AlfA 1~61 1547
include | exclude —— #LEZEAL, HAHE (include) FIHERR: (exclude) P ML, £
EAER, % OID W LA B PR, S FEHFRRIN, 1% OID AR PR B
B
2 JR e AR
7~

TRINPLIE viewl, Fi%EH OID N 1.3.6.1.6.3.20, 1% OID 1] DA#E & #0445 7 .

TL-SL5428-Combo(config)# snmp-server view viewl 1.3.6.1.6.3.20 include
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32.3 snmp-server group

Zan 2 T I INAE HRCE , T W no ar4 H TR M 2H . SNMP v3 24t T VACM (View-based
Access Control Model, 2 F#E RV RSB K& USM (User-based Security Model, #TH
FUR AR FGENLE . AR OB . L A ESRIA B B . F S
ATWERE TN SE D Re &, N8 B AR B % 2 A () I8 A5 R L B i) e ek

e

B

R~

snmp-server group name [ smode {v1 | v2c | v3}] [ slev { noAuthNoPriv |

authNoPriv | authPriv }] [ read read-view ] [ write write-view ] [notify notify-view]

no snmp-server group name smode {v1 | v2c | v3} slev { noAuthNoPriv | authNoPriv
| authPriv }

name — ZLRIIMIA A, TN 1~16 TR A4 5z iU 400" 35 [F 24
BOZARIFR IR, =W FE A A 2 R — 4

smode — L4, A vl. v2c fl v3 =ANET, 43518 SNMP vl, SNMP v2c Al
SNMP v3., H:H1 SNMP v1 Fl SNMP v2c ¥ H Hl{£ 44 (£ Wiy 4 snmp-server community )
WIE, SNMP v3 KA USM AIE. &R A v,

slev —— SNMP v3 I %4285, A noAuthNoPriv (ASAIEAS N ). authNoPriv (A
UEANINE ) Al authPrive GAIEINE ) =AN&TH, SRy noAuthNoPrive SNMP v1 F
SNMP v2¢ % 45T AN BCE L.

read-view —— KRB R AR . R R e bl &8 A B i -
write-view — KA R EME LR, R EME R EgmB g i g . 20 A E
HATELS B, WIFS R RZ A B oy R s B R 540

notify-view —— SCIR AR KNAIL I 44 PR o A PRARCA AT DA SO 3 308 S 400 P A8 ) o A A
s

o

m

4 R ic B

WIN4H groupl, FHE H e AN SNMP v3, 424425 authNoPriv, ZH 4 K1
JAa] G viewDefault BT S EAE, BB AT LI RALE viewDefault & 1% ) 5
TR R

TL-SL5428-Combo(config)# snmp-server group groupl smode v3 slev authNoPriv
read viewDefault write viewDefault notify viewDefault

k& 2H groupd:
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TL-SL5428-Combo(config)# no snmp-server group groupl smode v3 slev

authNoPriv

32.4 snmp-server user

Zin & AT U IR P, &1 no e 4 FE TRt 2 P P o 5 B T S P P ey 2k 52 e Lk
AT, FPESIAEALZ S, 5 I A 4R AR IR ) 22 4 RN I R R

i

snmp-server user name { local | remote } group-name [ smode { vl | v2c | v3 }]
[ slev { noAuthNoPriv | authNoPriv | authPriv }] [ cmode { none | MD5 | SHA}] [ cpwd
confirm-pwd ] [ emode { none | DES }] [ epwd encrypt-pwd]

Nno snmp-server user name

Y
name — ZNMIIH 44, AT 1~16 54
local | remote —— JH /72875, /3 A (local) FLZAE (remote) WA . A /B g 57
TEAMGI BT, R RV SEAE R S N
group-name —— KR4 . B 47, e iU 2 4 g R e F BT @ i
.
smode — L&A, f vl. v2c Ml v3 =ANET, SR vi. B P I e g
PR )22 AR TR .
slev—— SNMP v3 4% 4451, £ noAuthNoPriv (AAEA T authNoPriv (A
EA N Al authPrive GAUEINES) =/NMEDT, AR A noAuthNoPriv. Fi P 24 4¢
Sl A ZBURH G T Je 4L P 2 4= ) AH I o
cmode —— SNMP v3 A AERE R, 5 none. MD5 Fl SHA =AMikJii. 1 none
FORAINIE: MD5 M5 BB EE; SHA N2 AW EVE, th MD5 2t d s . st
BN none.
confirm-pwd —— NIEZAS, Al 1~16 NF15F.
emode —— SNMP v3 i P 1% #530, 5 none F1 DES HANMET. HH none RrA
e, DES AEIEMMENME. SRAEEA none.
encrypt-pwd — JIZ %S, Al 1~16 75

B
2R B

il

A P admin # 24 group2, N2 a8 v3. g authPriv, 1%
BH A GERE RN MD5. E26S 0y 11111, 8 DES. Ina5 26k 22222.
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TL-SL5428-Combo(config)# snmp-server user admin local group2 smode v3 slev

authPriv cmode MD5 cpwd 11111 emode DES epwd 22222

32.5 snmp-server community

Za A T mEA R, B no A HTMIERXT R H4E. SNMP vl Al SNMP v2c R 1k 4
(Community Name) AiE, HA&RE] T RLITHEER.

CilSy
snmp-server community name { read-only | read-write } mib-view
Nno snmp-server community name
2¥
name — ZLRINKIRIA SRR, FIHIA 1~16 7157
read-only | read-write —— XA R EIFIALR, A read-only (i) Al read-write
(EEHD PRI
mib-view —— MIB LK, B B4KRT 5 [ (AR ]
B
2 R B
N

WA public, tEHEAXTHLE viewDefault B A7 3525 AR -

TL-SL5428-Combo(config)# snmp-server community public read-write viewDefault

32.6 snmp-server host

Zon 2 T A E % H, B no a2 TR % B o 38 508 B D) R AT 4L T Bl ) i R
AR LA B B, (T B S L S L A AT RS AR A AL

e

snmp-server host ip udp-port user-name [ smode { vl | v2c | v3 }] [ slev
{ noAuthNoPriv | authNoPriv | authPriv }] [ type { trap | inform }] [ retries retries ]

[ timeout timeout ]

no snmp-server host ip user-name

ip—— EEENL IP b, SCEF IPv4 ikt it IPv4 Mkt 192.168.0.10.
udp-port —— UDP i 15, R EEEH1 EF A @ kit #2458 i UDP i 15, 5 1P #h
BESEFRER . BUEYE Y 1~65535, ERIMAH 162.

user-name — [t BB H KBRS P 4
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B

R~

smode — FI/ I &, A vl v2e Al v =AM IET. SRR v,
slev —— SNMP v3 14 % 42453, A noAuthNoPriv (ASAEAINE ). authNoPriv (G
WEAINED AT authPrive GAIEINE) =ANEDT, #4414 noAuthNoPriv.

type —— JBHIIRCHIZER, A trap Al inform PEANKEIR, BREE N trap. Wk trap I,
DL Trap 720K IEE A, &8 inform B, DA Inform J5 k28 %0. Inform B 5 &= 19 AT
SEVE, R HREWE EAAREL (retries) FERTES (] (timeout). v1 24N A Al
Trap 77 .

retries —— Inform #Rk SCHIEAL CE, BUBTE R 1~255. ZZ#bl K% Inform 305, 4
Zo ik Iy I AT A YR Inform [ SR SC, W2 EK Inform #RC. #T EALREUE, #
A EK Inform R L.

timeout —— RIS E], EDAZ #eWLA5E4E Inform [B] SR SCHINFR] . B %Al S, K3
K% Inform 3¢, HUETE A 1~3600 (F2).

4 JRy e B AR

WINBAE A H, HOhEH A IP #hlkly 192.168.0.146, H:. UDP il 5~ 162,
EHBEMR P48 admin, F P24z v2e, @BEIRSCEL Inform (7 Uk %,
Inform #& SC (KRBT I 18] 9 1000 0, HAL 7 E 100 VK

TL-SL5428-Combo(config)# snmp-server host 192.168.0.146 162 admin smode

v2c type inform retries 100 timeout 1000

32.7 snmp-server enginelD

% T BN A AL AR 512 1D, BRI no fr & M TIREFIAKIECE -

B

snmp-server enginelD { local local-enginelD} { remote remote-enginelD }

no snmp-server enginelD

local-enginelD —— A5 1D, B AHL SNMP SR 514 ID. A 77 @ S 78 A
SIEZ R . AN 10~64 AHoNHERI TR, BRI BOL AU R
remote-enginelD —— 254 ID, Rl SNMP & i) 5] % 1D, e 7 o 6 i i
SIEEZ R . AN 10~64 AT Nl B Hen 202 .

4 JRy e EAR 2
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w5
Fit B A2 He L SNMP [ A5 2 ID Sy 1234567890, 1AZE5|% ID Jy abcdef123456:

TL-SL5428-Combo(config)# snmp-server enginelD local 1234567890 remote

abcdef123456

32.8 snmp-server traps snmp

Za A T I8 B FRHE traps. ‘1 no #r 4 F T % IFRUE traps.

me
snmp-server traps snmp { linkup | linkdown | warmstart | coldstart | auth-failure }
no snmp-server traps snmp { linkup | linkdown | warmstart | coldstart | auth-failure }
Z2H
linkup —— 43 I I W TR AR N IEBLIRAS RS, K% linkup 287 trap. BRIAJTE. 4
it 14 IR AT AUk 2R Y trap.
linkdown —— 435 [ HIEHRRASH A NW IR RS, &KI% linkdown 254 trap. BRIATT
Je o WS R ZR T fid A 2R trap.
warmstart —— F/RAZ ALK SNMP BG4, HAZ LRI NS B3 K AE S . Bk
THE . FEAZ#HL 4 )R SNMP D ReT a5 B I A 44 Sl kn ok H B 0L T, ek FRE
W a4 R SNMP D nl fil 28 trap.
coldstart —— IR BRI # Il R Ge i) F A4 AL T 3 350 SNMP S2AR K AEWTIR L BRIAT S
5 A LRD ] fk & 2RI trap.
auth-failure —— 4320 SNMP W SRR UERT, A& A trap. BRIATFS -
B
4 R B AR
7~
TFJa A2 #HLET SNMP #57f traps 11 linkup Zhfg
TL-SL5428-Combo(config)# snmp-server traps snmp linkup
32.9 snmp-server traps link-status

9
Zan A T A 48 @ v 1 SNMP FrdE traps (s FHIEBDIRS B IhEE. E1 no a4 ATk Hi%
gk
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B

A~

snmp-server traps link-status

no snmp-server traps link-status

B O & B Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

TFIE T 3 1Y) SNMP #74E traps [ EIRA I i Thfg:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/3

TL-SL5428-Combo(config-if)}# snmp-server traps link-status

32.10 snmp-server traps

Zdin % T IT R ALY JE traps DhfE. B no fiv & M TR ML JE traps D)fE.

ik

snmp-server traps { bandwidth-control | cpu | flash | ipaddr-change | loopback-

detection | storm-control | spanning-tree | memory }

no snmp-server traps { bandwidth-control | cpu | flash | ipaddr-change | loopback-

detection | storm-control | spanning-tree | memory }

bandwidth-control —— F T+ i 2 i PR3 522 15 I 1 Ve 17 8 8 3 o R 3 PR o
FERITh R B OLT, BAR T Frist e 12 (R s A i FURE R R, R ik
A trap.

cpu —— MITMEFE cpu MIHECIRDL. 4 cpu Al 1 AR I B0 ) i BRAELIN R ST il
A trap. R A]IASHALH cpu {3 2 55 B BRI 80%.

flash —— FFMif% flash 2 EHAB . 24 flash B L, kT RAFECE . RE I
WE. A% FAMESFRERN, REGSZZEA trap.

ipaddr-change —— F T WIS HHLAT IP BB E . A HHLA IP Moz o,
BAT F MBS 1P Mk B DHCP SRECEHI 1P Hibkif, RStk kA trap.
loopback-detection —— ] T-3AE% Ma il o A2 LGl BIFRER IS, BRI ERBIF RN, RS
# 2> fid K B2 trap.

storm-control —— F T W 4% W0 2% JXUBR (15 000 0 224 SR B0 2L 495 1 23 0 38 IR 42 1) P 14
A RS2 il A trap.
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B

A~

spanning-tree —— T4 S RGP INRGL LUR TURHE L 2 il IE 27 trap::
a). AL AR RS N RSB N KRB RN RS

b). 3 HedLu U EI7r TC flag MR SCEL TCN L.

memory —— T F IS . ANAAE 213 80% ), Rgia ik k2 Altrap.

4 JRy e B AR

TF R HALE) SNMP 37 Ji€ traps (745 98 M 4% DI g -

TL-SL5428-Combo(config)# snmp-server traps bandwidth-control

32.11 snmp-server traps mac

Zin A TS — R AL S MAC Ml R AHOCHIY J& traps ThAgE. B no iy & H T4 — K%
FHLF 5 MAC Hihik £ AHKE MY B traps Thfg. 5 MAC HulibRAHC 1) trap B PUF:  new. full. learn-
mode-change 1 max-learned, 7] LAYEJS Y &S 4 LAY 5 Hrp B — T R .

we

B

R~

snmp-server traps mac [ new | full | learn-mode-change | max-learned ]

no snmp-server traps mac [ new | full | learn-mode-change | max-learned ]

new — MR HAL Y I BB b (AESIA L, BRI pE LD B, R fl
R trap.

full —— 28I 2132 $ L ik 3R I R S8 2 il R 287 trap.

learn-mode-change —— 243fit L b2 SRR R AL AR AL I 2R Ge 2> fish 22 trap.
max-learned —— 43 [12% 2] Fff] MAC bbbk B48  fe KEH (K2 E 7RI I8 i
ZARRNRIEE) I, RESHZ IR trap.

LW RSN

Gi—IF B AL 5 MAC HiliERAR MY & traps Dfg:
TL-SL5428-Combo(config)# snmp-server traps mac

BT A AZ el SNMP 47 traps 1) mac new Ljjfg:
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TL-SL5428-Combo(config)# snmp-server traps mac new

32.12 snmp-server traps vlan

Zm A TGRS VLAN AHC Y& traps Thag. &1 no & H 14— K 58 L
H 5 VLAN MG & traps Thfg. 5 VLAN #H5K[H) trap A vian create £/l vian delete #iff, wJLA
TEJGTHY S5 AT B Hrp S — T fe .

me
snmp-server traps vlan [ create | delete ]
no snmp-server traps vlan [create | delete ]
Z2H
create —— 4711 VLAN # 8 TN R 48 2 i &k b 2R A trap.
delete —— 4T A VLAN #E MM BR B DI R 402 fil < I 2R A trap.
B
4 R ic B
N

Gi— I B WAL 5 vian K9 traps T k-
TL-SL5428-Combo(config)# snmp-server traps vlan
BT R A2l SNMP 37 )i traps 1 vlan create J)fE:

TL-SL5428-Combo(config)# snmp-server traps vlan create

32.13 rmon history

A TEE D R4 H, B no i TIKEEIAELE . RMON (Remote Monitoring, izt
RIS 5E 45T SNMP R 2450, HT IMAAE BT M5 % . 542 RMON [1—4
4, FIH RMON {17 s RFEFE b Dhfe, A2 ) HAVE I A X 268 G it {5 2, AT M 408 DX % (14 £t
T

W
rmon history index interface { fastEthernet port | gigabitEthernet port } [ interval
seconds | [ owner owner-name]
no rmon history index

25

index — RAEZHIF S, BUATER 1~12, WHAZ %, #iy1-3,5.
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B

zNGl

port —— KAfu

seconds —— SRAEIE]FE, RAum CSREEROES 6] RS, PR NFS, BUEVER 10~3600, ERIA
&4 1800.

owner-name —2 HIAIEE, "IN 1~16 MFFF. SRERTA monitor.

4 JRy e B AR

BB 2% H 1-3 WeRERS b 2, SREERIFE Y 100 7, &%y ownerl:
TL-SL5428-Combo(config)# rmon history 1-3 interface fastEthernet 1/0/2 interval

100 owner ownerl

32.14 rmon event

A M THCE SNMP-RMON FH44H, B8 no i TIKE RN E . FH1h42E RMON —4
H, FRE CEM LA, oAb SO S 2 2 70 R & ok T

e

B

R~

rmon event index [ user user-name ] [ description descript ] [ type { none | log |

notify | log-notify }] [ owner owner-name ]

no rmon event index

index — % HFS, BUETEH 1~12, F4%md REEmA—1N%H.
user-name —— FUEFTRAIA 4, AlEIN 1~16 D545, BRE RN public.
descript ——  XFHEAMFREE, WA 1~16 MR, BT

type —— FHAEA, % none I, AMEUEMERAE; £ log I, SZHA UK FHAFLRA
H&EERS; #d notify I, SCHbLIAE B ENUAORIRE(E R 5FF both I, SCHAHLEF
PRCSAE H BRI EE EYUREIREEE .

owner-name —2% H I8 %, Al 1~16 DNF4RF. AR monitor.

4 JRc B AR

WEAH 1. 2. 3. AH 48 userl, FE{FHEIAN descriptionl, FH/FZRAA log,
BIE#E A ownerl:

TL-SL5428-Combo(config)# rmon event 1-4 user userl description descriptionl

type log owner ownerl
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32.15 rmon alarm

Zmr AT E SNMP-RMON 2R EHE R, B8 no it A TWMER AR E . R4 E RMON
F)—ANH, IR E e 0 R IR A 3 A T WA, — BT R ) fe A e, 4R 5 0K
o FE A A SR HEAT A B A AL FE

i

rmon alarm index interface { fastEthernet port | gigabitEthernet port } [ alarm-
variable { drop | revbyte | revpkt | bpkt | mpkt | crc-lign | undersize | oversize |
fragment | jabber | collision | 64 | 65-127 | 128-255 | 256-511 | 512-1023 | 1024-
10240 }] [ s-type { absolute | delta} ] [ rising-threshold r-hold ] [ rising-event-index r-
event ] [ falling-threshold f-hold ] [ falling-event-index f-event ] [ a-type { rise | fall |

all }] [ owner owner-name | [ interval interval ]

no rmon alarm index

index — EREHFHNTF S, PUETEH 1~12, TTMAZ%, A 1-3,5.
port —— ¥ %5,
alarm-variable — 248 &, SN drop.
s-type —— FEBIZEAY, BIONEARAZ BRI, TR BURME 5 BB HEAT LB T, A
absolute (ZEX[{E) F1 delta (HiHE) ML, ULFE absolute, JJFE—NHURE & 145
PR PR & SR B 5 A AT LU 1 %% delta, WIPKE H BB b — IREUFEE 2 5 (13
B EEEAT L. BRAEITA absolute.
r-hold — il & B4R LT BI{E, BUE R 1~65535, EKIMETY 100,
r-event — _EJREAE, RIAA ETHRMEERFHHF S, BUETEE 1~12.
f-hold —— il & B i KRR BIAE, HUE Ol 1~65535, ERIME N 100,
f-event —— FREFAE, RIACT BEBIE SR FARF S, BUETEHE 1~12.
a-type — E AR TTI, A rise (BT, fall CREE flall (&#) =/ Mikii. ik
¥ rise, W RAEMR L TFBME G Al ACE R 58 fall, R 7R AT B BRMELS il A B R
EFE all, Wl ETEAT R kR B R . BRI all.
owner-name —— ZKHMGIEE, A 1~16 MFRF, G monitor.
interval —— I [a][E]BE, HUEVEE 10~3600, HAAFP, BRAE 1800.

B
4 R B AR

~H
WEAH 1. 2. 3N 3, Q%Y ownerl, I[a][EFEJ 100 #5:
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TL-SL5428-Combo(config)# rmon alarm 1-3 interface fastEthernet 1/0/2 owner

ownerl interval 100

32.16 show snmp-server

A H T2~ SNMP &R EE R,

e

show snmp-server
B

R RO AN i A e B A X
N

78 SNMP 4 5l B 18 S

TL-SL5428-Combo# show snmp-server

32.17 show snmp-server view

e

show snmp-server view
B

5 LA R A T A 2
il

TN

TL-SL5428-Combo# show snmp-server view

32.18 show snmp-server group

A R R T R E

we

show snmp-server group
R

AU A P A TG B R =X
zNil

BRI

TL-SL5428-Combo# show snmp-server group
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32.19 show snmp-server user

Zdn & T B P BIER,

Likg

show snmp-server user
B

R BUSE AN i A e B AR 5
=~

YN EVRYTIESS

TL-SL5428-Combo# show snmp-server user

32.20 show snmp-server community

A R TN ik B

e

show snmp-server community
B

5 AU O A T A 2
7~

\TYNEil Y IES

TL-SL5428-Combo# show snmp-server community

32.21 show snmp-server host

o T s H I ENLSIER.

we

show snmp-server host
B

R RO AN i A I B A 2
zNl

B HIENSIER:

TL-SL5428-Combo# show snmp-server host

32.22 show snmp-server enginelD

Pt AT 5~ SNMP 51 % ID (8.,
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e

show snmp-server enginelD
B

R BUSE AN i A e B AR 5
Bl

78 SNMP 5] % 1D 15 5.

TL-SL5428-Combo# show snmp-server enginelD

32.23 show rmon history

A T R I R H LB 2

e
show rmon history [ index ]
28
index — ZRRACEESRRMEXHF S, DUEER 1~12, AL, Ay 1-
3,5, GRE I Son Fr A P SRS H B E LS 2.
K
e AR A i A i A
7~

SR AT 1 SRS H I B R -

TL-SL5428-Combo# show rmon history

32.24 show rmon event

A T 5~ SNMP-RMON HAFR B (= B,

we
show snmp-rmon event [index]
2
index — ERRFMAREFEENFHAFS, BUEER 1~12, rAZ%, &0y 1-
3, 5. BRVEI R % HNFARER S,
R
RO AN i A I A 2
zNil

SR H 14 MHEMARERER.

TL-SL5428-Combo# show rmon event 1-4
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32.25 show rmon alarm

e & T R B A H R E R

Likg
show rmon alarm [index]
2
index — ZR RECEE SR ERE N HF S, BUEEHR 1~12, WAL %, %0y
1-3, 5. SREMERITAERE A HMREREER .
B
R BURE AN i A e B A X
=~

EREREMAH 12 WECEE S

TL-SL5428-Combo# show rmon alarm 1-2
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#33% LLDP it B4

BEER R R LMY LLDP (Link Layer Discovery Protocol) 4 /4% 15 4% J& S8 i i) 4T [7) — e ek X
(P40 R WA B B ORI &S B AR B IEIE 255 3 DUbRMERY MIB (Management Information
Base, HHFHEE) M IRIFAER, 1ML KRG nT Lk & 2 ¥ SNMP (Simple Network
Management Protocol, f& 5./ EH P FREE]IX L1 2.

33.1 lldp
%% H T2 mIFH LLDP Thke, ‘B no fir% M T-45H LLDP D
W
lldp
no lldp
B
4 R B AR
~

{fifie LLDP IjRg:

TL-SL5428-Combo(config)# lldp

33.2 lldp hold-multiplier
AT E TTL s, TTL 3R LIS A M % % &%) LLDPDU A TTL FELRIE, TTL B
NAMAE BAEARE W& LG, TTL=TTL SR .G . B/ no drd A TR ERIAERE .
i

[Idp hold-multiplier multiplier

no lldp hold-multiplier

ZH

multiplier —— TTL 3%k, JuREy 2~10. BRIMEN 4.
B

4 e e B A
Nl

BB TTL SRHUAE N 5:

TL-SL5428-Combo(config)# lldp hold-multiplier 5
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33.3 lldp timer

Zdin S T W E SORROCH & TN (8 24 B no i H T IRE B E.

Likg
Idp timer { tx-interval tx-interval | tx-delay tx-delay | reinit-delay reinit-delay | notify-
interval notify-interval | fast-count fast-count }

no lldp timer { tx-interval | tx-delay | reinit-delay | notify-interval | fast-count }

tx-interval——Z< i % 7] 45 J5 1 4% &% LLDPDU [ A [RI B, HUE G 5-32768, Bk
A 30 1.
tx-delay ——AHL I & )41 f5 % % 1% LLDPDU [JZEIRR ] AL B & A AR LT,
HEAEIBF5 E I [6] P 1% LLDPDU 38 048 FE 108, AT AT DATRE 4 H T A i C B 400 S5 AR 4K 1T
THLLDPDU HIME K. BIETEH Y 1-8192, BUAMEN 2 7.
reinit-delay ——#¥JIA L IEIR I 8] . 2435 1 LLDP TARME e s, K 2B iR — Bt ] i3k
1TRIEaAG, DL 1 LLDP TARR U % 253 3 350m AW AT W) iRtk . BUE TG Y
1-10, BOAMEN 3.
notify-interval —— A% 28 I X 25 BE R G0 k% Trap 15 S A TR] 8] B& o 8t P 5 i st
EJTE] R, PT DAGEE S T 40 15 B AR AR AT 3L Trap (5 BRI Kk, BUEIERN 5-
3600, BRINMEA 5D,
fast-count ——43i [ LLDP AR UMEER] (BRSO U o ks Bl (B R0
i, N TR R PRI, KR PR A AL H], BDFE LLDP R ST AKIE
Rk 1 #0, FFiEslkikte e A n LLDPDU J5 fk &2 IE 5 B & 0% A . BUE u
N 1-10, BOMEN 3 1.

LS
2R B

N
BE LLDPDU HIRIERIE N 45 75, [MMKE I RS kiE trap 15 5 B AR 8] 8] &N
120 -
TL-SL5428-Combo(config)# lldp timer tx-interval 45

TL-SL5428-Combo(config)# lldp timer notify-interval 120

33.4 lldp med-fast-count

AT W E LLDP-MED R & iEHLHI &% K LLDP-MED W% H . 24 LLDP-MED [FJHRig
FIENLE B B, s Kk E N UL S LLDP-MED 12 5.1 LLDPDU, HERAE A 4. B8 no
fir A F TR R BRI E .
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e
Ildp med-fast-count count
no lldp med-fast-count
23
count —— R IEISCA L, BUEVEEDY 1~10, BIMEN 4.
B
4 R B
A~
BB PRI IER SN EON 5:

TL-SL5428-Combo(config)# lldp med-fast-count 5

33.5 lldp receive
%4 FITIF J 4652 3 11 i) LLDPDU #2Uk ifg. &1 no fir 4 H T8 A% e -
we

Ildp receive

no lldp receive

B

B O & # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~
FF R 1 (/) LLDPDU ke Bhie

TL-SL5428-Combo(config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if)# lldp receive

33.6 lldp transmit

Zan A TP A4 € 5 ) LLDPDU KIxThRE. E /) no fir 4 A T4 ZIRe .
iy
[Idp transmit

no lldp transmit

B

# O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

NGl
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FF %G 1 1 ff) LLDPDU KR I%II#E:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/1

TL-SL5428-Combo(config-if)# lldp transmit

33.7 lldp snmp-trap

Zan A T B i ) SNMP @ A1Ths. J8HIhRER, W k4 trap F4F, A& S8
SNMP flR%5#%. 'E 1 no v F T 25 o 111 SNMP GE A1 ZhRE .

me
[ldp snmp-trap
no lldp snmp-trap
K
# O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
ZNil

Je F¥f 11 8 f) SNMP il &N g -
TL-SL5428-Combo(config)# interface fastEthernet 1/0/8

TL-SL5428-Combo(config-if)# lldp snmp-trap

33.8 lldp tlv-select

A H T HCE KI5 LLDPDU H A& 1) TLV 287, LLDPDU 207 8L & = AN 2 TLV, 2R
Ja AR TLV, /a2 2if END TLV. %n] DALE I UL ik e K &% LLDPDU A & ml ik
TLV 2B, B no #r4 T MIE: LLDPDU s & FHoE TLV 2R84, BRIATEIL T, LLDPDU a4
A IR TLV 265,

i~

Ildp tlv-select [port-description] [system-capability] [system-description] [system-name]
[management-address] [port-vlan-id] [protocol-vlan-id] [vlan-name] [link-aggregation]

[mac-phy] [max-frame-size] [power] [all]

no lldp tlv-select [port-description] [system-capability] [system-description] [system-name]
[management-address] [port-vlan-id] [protocol-vian-id] [vlan-name] [link-aggregation] [mac-phy]

[max-frame-size] [power] [all]

port-description —— {# LLDPDU £ & ¥ [ #iA TLV, LARI4RJE K& A Ak 1) IEEE 802
JRi 35 R A Sl R0 P i AR
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B

A~

33.9

system-capability —— 1 LLDPDU & R4t6E 7] TLV, LARARJE & AT A H v % SCHE)
ThRE X LT fe & 1 S VTS B

system-description —— i LLDPDU £ & R4k TLV, FH LAR <0 8 A A At i £ 5
RGMEIE . AT IRASE R G S B A .

system-name —— 1§ LLDPDU B & KA LK TLV, LAFATE KA AR K % 1RG4 FR .
management-address —— {f LLDPDU & & Bk TLV, DAl 4B J& & AT A 1 % 2% (1)
HERRE, X2 B AT DU 12 bk e A b 4 4 AT

port-vian-id —— 1 LLDPDU &3 11 VLAN ID TLV, PAIAIAR & & Afi A3 1 ik 802.1Q
VLAN [ 1D

protocol-vian-id —— {#i LLDPDU & #1% VLAN ID TLV, LA AR JE % A A 11 B A sl
VLAN [#] 1D

vian-name —— fifi LLDPDU & VLAN %88 TLV, LAIal €8 J& KA A 1 ik VLAN
EEIDEA

link-aggregation —— fiff LLDPDU G, & 885K A TLV,  LAIAIAR & A AT AR b 11 24 Rif 8% %
REER, Ok SAAHKRESGHRT). 200 T REREU A T 8RR
AW FEG 1D,

mac-phy —— i LLDPDU & MAC/PHY TLV, PAIRIAE & & AT A s @ v, A4
i 1 SRR A0 T . 240 AR A3 56 00 T DA S T T 00 B A 2 1 3l i T £ 81 3 R
T

max-frame-size —— i LLDPDU & f KUK EE TLV, AR &R & A AT A 3 1) MAC Al
PHY SCHFI MK .

power — i LLDPDU & i AEF1 TLV, LAIRIARJE & AT A AL L B .
all— {f LLDPDU f & LA BRI i TLV K44,

O E # A Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

M 7 8 K% LLDPDU H L4 ) TLV 2R 7Y f it B 45 # b ik TLV Al I VLAN ID TLV:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/8

TL-SL5428-Combo(config-if)# no lldp tlv-select management-address port-vlan-id

lldp med-status

Zan 4 T 5 i 1 1) LLDP-MED IRZS . J& Hut ) LLDP-MED Zh#ga, i ) LLDP RS #
BB ANRIEZI . "EM no 4 T25Hum %) LLDP-MED IhgE.
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ks

B

zNGl

Ildp med-status

no lldp med-status

B O fic B # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

Jet ¥ 11 2 ff) LLDP-MED Ih#g:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# lldp med-status

33.10 lldp med-tlv-select

Pt A T &K %ER LLDPDU H4L4 1 LLDP-MED (1 TLV KA, BRAEBM T, LLDPDU F 44

P TLV

e

B

KA, e/ no i M MIERIE T I TLV KA,

Ildp med-tlv-select { [inventory-management] [location] [network-policy]

[power-management] [all]}

no lldp med-tlv-select { [inventory-management] [location] [network-policy]

[power-management] [all]}

inventory-management — {f LLDPDU L& % 72(5 8 TLV, #r=E B aE bk
RIBEFAE R TLV, BB TLV BRI TLV. 8RR TLV. 7515 TLV.
i R AR TLV. B FR TLV M5 ERER 1D TLV.

location —— f LLDPDU £ & # &kt TLV, B4tk TLV $24E T AR 4 R Ai A
Hiv T A P EE R HE A B RE

network-policy —— ffi LLDPDU G135 P 4% 5IE TLV, PIZ%5RNE TLV FoVE I 4R &
& B £ R AT A T VLAN B8 5 2R =2 @tk .

power-management —— {f LLDPDU G.&¥ L)) TLV, §EMEHEE S TLV 1t
VF LLDP-MED %82 ¥ #& F1 280 3 4% 2 18] 52 B VR A i i A 5., Bl b Je gt . otk

all — f# LLDPDU & LA EFTA 1) TLV 287,

B O fic B X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
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w5
M T 2 K IEH) LLDPDU F A& ) TLV 870 eb il g WX 2% S g TLV FHsg e ki TLV:

TL-SL5428-Combo(config)# interface fastEthernet 1/0/2

TL-SL5428-Combo(config-if)# no Ildp tlv-select network-policy location

33.11 lldp med-location

it A T B K1) LLDPDU A 4 i & Hihik TLV S B,

Likg
Ildp med-location {emergency-number identifier | civic-address [language language
| province-state province-state | county county | city city | street street | house-number
house-number | name name | postal-zipcode postal-zipcode | room-number room-
number | post-office-box post-office-box | additional additional | country-code country-
code | what what]}

2¥
emergency-number —— X252 K 2P iR S RS, AN CAMA B
PSAP, FHFKEEST 10 £ 25 Z .
civic-address —— i ik ] IETF AL U IE (S SA% 2.

K
P2 O i B B X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)

7~

WE G 6 Ki%M LLDPDU Wik thhl TLV KRBt thhl, wEES AHEIE, R
TR

TL-SL5428-Combo(config)# interface fastEthernet 1/0/6
TL-SL5428-Combo(config-if)# lldp med-location civic-address language English

city London

33.12 show lldp

Zar A T %R LLDP 4 mlt B1E B
fir e
show lldp

B
R B A BT L B
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w5
78 LLDP B4Rt EfE B

TL-SL5428-Combo# show lldp

33.13 show lldp interface

4 H T SR ) LLDP BCEAS 5

e
show lldp interface [ fastEthernet port] [ gigabitEthernet port ]
2%
port —— ZE R LLDP it B 15 B 1 15
B
o LA AT A i B 2
Bl

S R 8 ) LLDP Bl B (5 B

TL-SL5428-Combo# show lldp interface fastEthernet 1/0/8

33.14 show lldp local-information interface

A TSR ) LLDP 5 4.,

e
show lldp local-information interface [ fastEthernet port] [ gigabitEthernet port ]
Z2¥
port —— ZE7x LLDP {5 B 15, 544 87 B A o Y LLDP {5 ..
B
FEBUE A AT i 2 A 2
7~

7R v H ) LLDP {5 B
TL-SL5428-Combo# show lldp local-information interface
7R3 F 8 1) LLDP {5 &

TL-SL5428-Combo# show lldp local-information interface fastEthernet 1/0/8

33.15 show lldp neighbor-information interface

i M T SR 2% 1AL 5 2
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B

A~

show Ildp neighbor-information interface [ fastEthernet port] [ gigabitEthernet port ]

port —— R A a5 B A s 15, BRAE BRI o AR AR R

R R A i 155

BN F b 8 MAREAS R

TL-SL5428-Combo# show lldp neighbor-information interface fastEthernet 1/0/8

33.16 show lldp traffic interface

2 T R L B % 0m 1 A 1 B 26 A0 48 J& 345 1) LLDP Gt 5 B

B

A~

show lldp traffic interface [ fastEthernet port] [ gigabitEthernet port ]

port —— R AH 1 % AL R B 4 1) LLDP GiiH 1 B 15, v RoR SR BT i
Mg ER

R R BIT A i 455

SoRIERERIE I 1K) LLDP Zit {3 R

TL-SL5428-Combo# show lldp traffic interface fastEthernet 1/0/1
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34T HOBHERE WS

FEARZHN L, AT EF S b H . Syl s B s, w] DUEE o e B 1k &k
IR R R4, SRR PRI AE A R BT — W28 T o A i il o ph 488 B oy F3hc
ABEE M &I B 334k, 2 M T AR, Shahai i a2 b, R4 1
SR EBERR AR A AR, 2% P DA 7R B sl B i R P SR I i S B 5 B

34.1 interface vlan

Za 2 T AIEEVLANEZ O, B fnofr 2 T IIERVLANEE [,

e
interface vlan { vid }
no interface vlan { vid }
28
vid ——VLAN ID.
K
2 R B
zNl
B EEVLANEE2:

TL-SL5428-Combo(config)# interface vlan 2

34.2 interface loopback

Zdn S H TRV L, B8 no fir 4 H T BRI |l 3% .

e

Interface loopback { Vid }

no interface loopback { Vid }
Z2¥

Vid — ¥ 1D, BUETEH: 1-16.
K

4 e B
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Nl
QU EE O 1.

TL-SL5428-Combo(config)# interface loopback 1

34.3 switchport

e TN =B DR B — R D, B0 no i F T M T2 i D) # 31 = 2 % e i
Ho

me
switchport
no switchport
B
# O i & # X Cinterface fastEthernet / interface range fastEthernet / interface
gigabitEthernet / interface range gigabitEthernet)
=~

HEN I 19 (1 phy o 1S 5K

TL-SL5428-Combo(config)# interface fastEthernet 1/0/9

TL-SL5428-Combo(config-if)# no switchport

34.4 shutdown

s H T o TR E Bt 1, SRAY BRI b 11, PR RHE DA VLAN 4520 2/ no & H 3
RETiEE M iz O

we

shutdown

no shutdown
X

B OR B
i

SR A % 3 11 9

TL-SL5428-Combo(config)# interface fastEthernet 1/0/9

TL-SL5428-Combo(config-if)# no switchport

TL-SL5428-Combo(config-if)# shutdown
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34.5 description

b 245 16 € I R LA IR, SRR AU FE % i 1, PAIREE LR VLAN 4211 . "B no #r & T
T4 R PR ER 2 T A3 I

ik
description string
no description
Z2H
string —— KN 1-16 AR 74 5
B
Fz P E A
2~
IS IMES B0 9 HIHIR Ny system-if:
TL-SL5428-Combo(config)# interface fastEthernet 1/0/9
TL-SL5428-Combo(config-if)# no switchport
TL-SL5428-Combo(config-if)# description system-if
34.6 ip route
P T QIR % H, nofr 4 A TG i Ask t 4 H
ks
ip route dest-address mask next-hop-address [ distance { distance } ]
no ip route dest-address mask next-hop-address
ZH
dest-address —— Tt B #% H1 2% H GEW% SIA 1 B br o 28 Hudik o
mask —— Mt B H1 5% H Be 8 21 H BRI 25 17 R HERD o
next-hop-address —— AT H AR M 4% 1) HER A2 BN — NP2 5 s IP ik
distance — Ht I H U, LR/, UEHBE.
R
4 eyl B A
7~

XF R A 45192.168.40.0/24 1 F 4 0, 75 EMN192.168.20.17 st 47 &, W] PARE
B FHSHAHEH:
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TL-SL5428-Combo(config)# ip route 192.168.40.0 255.255.255.0 192.168.20.1

34.7 show interface loopback

R EA IR LR .

W
show interface loopback number
2
number — R [E42 101 1D, HUETEEIM 1 F) 16.
B
e AR A P A G B A
N

BoRHEE D 1 HE R

TL-SL5428-Combo(config)#show interface loopback 1

34.8 show interface vlan

Zidir A T R E VLANEE O .

e
show interface vlan vlan-id
2
vlan-id — FFZ 58 {5 B HVLAN ID.
K
5 LA R A T A 2
7~

RVLANEZ L3015 B

TL-SL5428-Combo(config)# show interface vian 3

34.9 show ip interface

SRR E R VA
Lics

show ip interface { { fastEthernet | gigabitEthernet } port | loopback id | vlan vlan-id }
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25
fastEthernet | gigabitEthernet vy 2R
port D
id —— ¥R D,
vlan-id —— VLAN #11 ID.
B
RS R P A i B A8 X
~

SR VLAN 3210 2 I3Eg s 2 .

TL-SL5428-Combo(config)# show ip interface vlan 2

34.10 show ip interface brief

BaRZEEONICSER.

e

show ip interface brief
B

R BURE AN i I B A 2
Bl

BRZREEARE R

TL-SL5428-Combo(config)# show ip interface brief

34.11 show ip route

ety 4 P T BT B LR S M A

e
show ip route { static | connected | rip }

¥
static — Wonig FERENBHSHKEAER.
connected —— IR A bR ELIE M 2% (1) % A S
rip —— SIRRIP AR B % HH A S

B

R AU ORI BT E B
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Bl
SR AZ L L CURC R A A B R £

TL-SL5428-Combo(config)# show ip route static

34.12 show ip route specify

ity 4 F T RoR BIfE 2 1P ik i X B A R0 s R .

e
show ip route specify {ip } [ mask ] [ longer-prefix ]
2%
ip—— HAx 1P ik,
mask — TS, 5 1P Hhbk S5k afiw H s B .
longer-prefix —— 4% ip & mask TREEE N K7™, BI-7M#HEKE KT mask.
X
R A P A TG B R X
zNl

A4k F 192.168.0.100 fH M BE 1%«

TL-SL5428-Combo(config)# show ip route specify 192.168.0.100

AR E) H W Bl 192.168.0.0/24 (115 HH 4% H & S AEAE :
TL-SL5428-Combo(config)# show ip route specify 192.168.0.0 255.255.255.0

A4 H 1B 192.168.0.0/16 At & A A 1 M1 %t 45 5 -
TL-SL5428-Combo(config)# show ip route specify 192.168.0.0 255.255.0.0 longer-

prefix

34.13 show ip route summary

4 T Sk i e E R
e

show ip route summary

B
REBURE 0T L
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Nl
WRHNL LRI RS THE S

TL-SL5428-Combo(config)# show ip route summary
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$35%F DHCPRFHBEE ML

AAZ AL ] CAFC B WDHCP R %5 %%, NI P2 ANVLANTS @ thhbit, SRR VLANF) B4 3015
ASTE] 9 B P ik

35.1 service dhcp server

i A H T2 R4 feDHCP IR 5 Thik, HIEDHCPRS 28 FMIDHCPH 4k ThfE. & Mnodr 2 H T % H]
DHCPR T RE .

we

service dhcp server

no service dhcp server
K

4 JR i B
A~

2 J5) J3 FIDHCP iR 55 e :

TL-SL5428-Combo(config)# service dhcp server
35.2 ip dhcp server extend-option capwap-ac-ip

Zfin 4 T W B FEDHCP IR 5 4 IPHLIE, & HInodir & T IR 45 & FIZ FEDHCP IR 55 4 ik .

ip dhcp server extend-option capwap-ac-ip ip-address

no ip dhcp server extend-option capwap-ac-ip

2

ip-address —— ¥ B FEDHCP IR 25 %% 1P ik .
R

4 Rl B A
7~

WEHEDHCP IS5 4% (1P 4192.168.3.1:
TL-SL5428-Combo(config)# ip dhcp server extend-option capwap-ac-ip

192.168.3.1

35.3 ip dhcp server extend-option vendor-class-id

% 4 FIT WK B R B DHCP IR 45 38 I S 2KID, & nod & I T IR i 5
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Likg
ip dhcp server extend-option vendor-class-id class-id
no ip dhcp server extend-option vendor-class-id
Z2¥
class-id — ¥ E kK H B M E I DHCPEE [ 2KID.
X
4 R B
ZNil

B Sk H H S W B I DHCP IR £1.251D 34

TL-SL5428-Combo(config)#ip dhcp server extend-option vendor-class-id 34

35.4 ip dhcp server excluded-address

i % T A M BOR B RS E Y IPHIEAET IS, and et WOB Fi bl . IRS5 ds bl A2y
i EHATICE R . nodin & F T HUH S B OR B ik

e
ip dhcp server excluded-address start-ip-address end-ip-address
no ip dhcp server excluded-address start-ip-address end-ip-address
Z2¥
start-ip-address —— B Tl IPHubE B A a6 Btk
end-ip-address —— & E T IPHubE B B 5 Atk . 4 45 SRIPH b AR 46 1P b — ST
s R — AN IPHUIE
K
2 R B
N

Pt #192.168.10.10 /O B bk AN 73 L -
TL-SL5428-Combo(config)# ip dhcp server excluded-address 192.168.10.10

192.168.10.10

35.5 ip dhcp server pool

%4 P T QIR ST FHE \DHCPRCE X, & ffinod 4 A T-MIRR 4 52 1 Ha kit
s

ip dhcp server pool name
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B

A~

35.6

no ip dhcp server pool name

name — WEMNEBAAK, 1-8074F, REEMEry. S0 RIATRRIZR 4.

4R E AR

B hEH “product” FiE ADHCPD & X :

TL-SL5428-Combo(config)# ip dhcp server pool product

ip dhcp ping timeout

& M T8 ping MBI TE], B no fir & M TR EINE . DHCP {1 ping #fE RN E
(1P kit 2 A7 A1

ik

B

A~

35.7

ip dhcp server ping timeout value

no ip dhcp server ping timeout

value —— ¥ Epingi it iy ], Y5 Z100-10000ms, FRIA{EH100ms.

4 JRc B AR

P E ping T ] y200ms:

TL-SL5428-Combo(config)# ip dhcp server ping timeout 200

ip dhcp ping packets

s T HCE A ping BE RN, WRIEDY 0, WAEEAT ping #1F.

ks

ip dhcp server ping packets num

no ip dhcp server ping packets

num — KB KiXping ¥ E, JuREZ0%5/10.
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B

A~

&Ry ic B AR 2

B ping B R IEH R N2:

TL-SL5428-Combo(config)# ip dhcp server ping packets 2

35.8 network

24074 P T 0 Bk ) ) 2% R -

B

NGl

35.9

network network-address subnet-mask

network-address —— it & b byl () Y 28 3t i, [R]— B g bk 5 T T BE Al ik DA K,
REIR R A5 AT AR T oy e i dt

subnet-mask —— i BRI A D . 245 i AR SR B Pyt bk B, T
WX SR DL S HON HE

DHCPC & 5 1

otk “product” PG 2% ik K WX D«
TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(dhcp-config)#network 192.168.10.0 255.255.255.0

lease

% F T B ke R P I AT (3 23 i A AL

B

lease lease-time

lease-time —— Mt & b b hk A IP IR AT 23 e AL B TR G BE, B K 288043 4 .
BRI 120504

DHCPH & 5 2,
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Bl
stk “product” IR E 20440

TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(dhcp-config)# lease 20

35.10 address hardware-address

i A T OHE E MACHIE PR 50 2% 101 B ik i o 48 E AOIPHLE, "B fRInodin & F T IHBR 1 B i 90 5 5%
Ao

we
address ip-address hardware-address hardware-address hardware-type { ethernet
| ieee802 }
no address ip-address
2
ip-address —— i & 75 ZE TR 1 IPH AL
hardware-address —— %l A5 € B HFIMACHEHE .
ethernet | ieee802 —— i A& WA HIELFRAY, A FGEthernetsll# IEEE8022L 4 .
R
DHCPE B
7~

kb “product” il 192.168.10.50 9 ¥ 500:19:66:20:d4: 1aThi ¥, 1% ¥ & HI#
{2574 A Ethernet:

TL-SL5428-Combo(config)# ip dhcp server pool product
TL-SL5428-Combo(dhcp-config)# address 192.168.10.50 hardware-address

00:19:66:20:d4:1a hardware-type ethernet

35.11 address client-identifier

W% F T s 2 7 i | D e 2 TR b bk b 45 52 (D IPHLAE , "B Inodr & H T INBR B 148 E R &
iy

address ip-address client-identifier client-id [ ascii ]
no address ip-address

S
ip-address —— N0 75 ZL 10 RE A Ak
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B

A~

client-id — BCE % i ID, kX080 16 .
ascii —— &/ 1D kg Ry ASCII i,

DHCP Fic & 1 =,

4 ASCII #5579 abe )% F 3 1D fr B #idik-it product 111 1P #btik 192.168.0.10:
TL-SL5428-Combo(config)# ip dhcp pool product

TL-SL5428-Combo(dhcp-config)# address 192.168.0.10 client-identifier abc ascii

35.12 default-gateway

%4074 F TG Bk ) R4 D

ik

ZH

B

i

default-gateway gateway-list

gateway-list —— Pt & Sbtihb i I ERA O, 2 v] DO hE i AC B 84N ¢, AH .2 1]
PUE S, BRAIAESLR, A BALAVLANSE CHIPHBE/E A ERIA I 5%

DHCP & 5 2,

Db “product” BCE MG, 737°4192.168.10.141192.168.10.2:
TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(dhcp-config)# default-gateway 192.168.10.1,192.168.10.2

35.13 dns-server

e M T B b fIDNS I 55 45, & finofir <& F T I ERDNS A 55 45 -

dns-server dns-server-list

no dns-server

dns-server-list —— [t & it bkt (I DNS R 25 28, 5 22 ] LA~ HhE i fid B 81N DNS R 5%
ek, MEZELLESTEFE.
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B

A~

DHCP & =,

F4DNS/Ik %5 #3192.170.10. 1000 & AyHhtikith “product” HIDNSHR S %5
TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(dhcp-config)# dns-server 192.170.10.10

35.14 netbios-name-server

%A A F 1% B Netbios IR 5 28 O IPHEAE, & AInofir 2 H T MR Netbios Il 55 #5

B

i

netbios-name-server NBNS-list

no netbios-name-server

NBNS-list —— % & Netbiosfk 55 #3 bt 513, £ % 7T UL A Netbios i 55 2% 13 B 8~ ik,
M H 2 8] DLIZ 5 (7] B

DHCP & 5 2

¥ # Netbios i 55 % 1) P11 9192.168.0.141192.168.1.1:
TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(config-dhcp)# netbios-name-server 192.168.0.1,192.168.1.1

35.15 netbios-node-type

% M T B E Netbios 55 45 117 288, "B ffinofr & TR 1Z i E .

netbios-node-type type

no netbios-node-type

type —— % & Netbiosk 55 8% (1975 288, AT T4 : b-node, h-node, m-nodeflip-node.

DHCP & =,
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w5
15 & Netbios /It 55 25 1179 1528 yb-node:

TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(config-dhcp)# netbios-node-type b-node

35.16 next-server

Zon 2 T E S RN T — MRS Sk, Efnodr & T MR ZEE
Likg
next-server ip-address

next-server

Z2H

ip-address —— W EH N — k5 s Hbbt
R

DHCPHC B 5
N

WE TR A il 5192.168.2.1:
TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(config-dhcp)# next-server 192.168.2.1

35.17 domain-name

Zin e T WEZ k4, ERInodr & TR IZ 3 E

W
domain-name domainname
no domain-name
SR
domainname — & E % itk 4 .
B
DHCPL B 5
7~
BCE R iR 44 vedu:

TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(config-dhcp)# domain-name edu
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35.18 bootfile

Zdr & T RE S S RET AR SEE Y, Efnodr & M TR Z R E .
Liles

bootfile file-name

no bootfile
Z2¥

file-name — W& 5314 .
X

DHCPC & 5
ZNil

B A B 344 ybootl :

TL-SL5428-Combo(config)# ip dhcp server pool product

TL-SL5428-Combo(config-dhcp)# bootfile bootl

35.19 show ip dhcp server status

Zn 2 T &HEDHCPR S 4 R E(E B

we

show ip dhcp server status
B

R RO AN i A i B A 2
Bl

HEDHCPR S I 4RI &S R

TL-SL5428-Combo(config)# show ip dhcp server status

35.20 show ip dhcp server statistics

Z 4 T & HEDHCP Serverf Lk SCRUA B IR GETHE B .
ks

show ip dhcp server statistics

B
REBURE BT B

225



= EMER &N 1T FM

Nl
HH 21T DHCP Server #BAZ SR SO ARSI e 5 -

TL-SL5428-Combo(config)# show ip dhcp server statistics

35.21 show ip dhcp server extend-option

Zin 2 T BELHEDHCPIR S S E .

e

show ip dhcp server extend-option
B

R BUSE AN i A e B AR X
il

BEEEDHCPR 55 S il & :

TL-SL5428-Combo(config)# show ip dhcp server extend-option

35.22 show ip dhcp server pool

Z A% H T AR b E A R .

iy

show ip dhcp server pool
B

R AN P A7 TG B R X
7~

e SR N R WERENSY

TL-SL5428-Combo(config)# show ip dhcp server pool

35.23 show ip dhcp server excluded-address

%4 BT AR M (R B A IR IIP b
Lics

show ip dhcp server excluded-address

B
R AU ORI BT A e B A 5
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Bl
B A AR B ) LA PHbE (5

TL-SL5428-Combo(config)# show ip dhcp server excluded-address

35.24 show ip dhcp server manual-binding

& T AR IATHSE MIPHILE R .

e

show ip dhcp server manual-binding
B

R BUSE AN i A e B AR 5
Bl

BEBATHSIE IPHIEE S -

TL-SL5428-Combo(config)# show ip dhcp server manual-binding

35.25 show ip dhcp server binding

i T EE T EIPEE A P 48 E 2 H -

we

show ip dhcp server binding [ ip ip-address ]
2

ip-address e EIPLE B ZIPHIME 48 E 44 H .
K

R RO AN i A i B A 2
zNl

A BT IPHE S8 E 2% H «

TL-SL5428-Combo(config)# show ip dhcp server binding

35.26 clear ip dhcp server statistics

M4 i T B DHCP 430Gt 5 .
e

clear ip dhcp server statistics
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B
R AU ORI BT A e B A 5

i
15k DHCP X4 iHE B

TL-SL5428-Combo(config)# clear ip dhcp server statistics

35.27 clear ip dhcp server binding

BT S TR ERE .

me

clear ip dhcp server binding [ ip-address ]
Z2¥

ip-address —— I ABEATHRE 1 1P Hidik.
K

R A P A TG B R X
il

IR BT AT 1P Mk g8 4% H -

TL-SL5428-Combo(config)# clear ip dhcp server binding
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#36%= DHCPH 4 E mid

A WAL AT PARC & VDHCP Relay % &, NN W B E] )IDHCP ClientflIDHCP Server$g fit i 4k iz 55,
K DHCP MM IR S WX BL#% K, H15 2 /NN %% EIfIDHCP Clientr] Lt = — & DHCP Server.

36.1 ip helper-address

i M TAE =R 0 _EIRIDHCP AR 55 s 1l nofir & I MIER IS DHCPHR 55 45«
W

ip helper-address ip-addr

no ip helper-address [ ip-addr ]

Z2¥

ip-addr —— ¥ B DHCP /45 2% fIPHi AL o
R

Fe He B AR
N

FEVLANEE M 19 95 INDHCP Al 45 5 192.168.2.1:
TL-SL5428-Combo(config)# interface vian 1

TL-SL5428-Combo (config-if)# ip helper-address 192.168.2.1

36.2 ip dhcp relay information

w4 H 1 J5 F Option 82i& 1T ¢, nodr 4 M T-45H]Option 8211 fE -

W
ip dhcp relay information
no ip dhcp relay information
B
4 R B AR
7~

J& H Option 82i%& i Thfit -

TL-SL5428-Combo(config)# ip dhcp relay information
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36.3 ip dhcp relay information policy

4 FOption 82 UM 1A HeLICE & Option 827 B IDHCPLRHLICH 7 LLIGL e
A it B X Option 827 B 34k

me
ip dhcp relay information policy { keep | replace | drop }
Z2H
keep —— R B HE AL 1) OptionFBHE B -
replace —— F# s W ¥ Option BB B, B NS #bl B € M RGN 2
drop —— E 34 Option 82 7B BHE L.
R
4 R B AR
7~

B B A2 HWLZE YR 315 45 Option 827 EX [(IDHCPI% sk SN, #4Option 827 B ) N 25 B i
HNARMSHG e K

TL-SL5428-Combo(config)# ip dhcp relay information policy replace

36.4 ip dhcp relay information custom

%14 Hl Tl B Option 82i%11 H & X ThRE, nofir< M TR M H E XI)fE.

iy
ip dhcp relay information custom
no ip dhcp relay information custom
K
2 JR e B AR
7~

J& FlOption 8231 [ & X VjRE:

TL-SL5428-Combo(config)# ip dhcp relay information custom

36.5 ip dhcp relay information circuit-id

iy 4 AT LA H & X Option 827 B f LB IDFHE N 2%, nodn 4 H T 261 H & X The.
we

ip dhcp relay information circuit-id circuit-id
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B

zNGl

36.6

no ip dhcp relay information circuit-id

circuit-id —— HIAHBEID TR AL, 1-83240F4/F, HAEHETE. SOCFEATFRIZ
Ak

4 JRy e B AR

fic & Option 8277 B T i HL X ID T I A 8 “software_department”:
TL-SL5428-Combo(config)# ip dhcp relay information circuit-id

software_department

ip dhcp relay information remote-id

40 LLE & X Option 827 Bt IZFEID LTI A Y, nodr 4T CH H & L IIfe.

ik

B

R~

ip dhcp relay information remote-id remote-id

no ip dhcp relay information remote-id

remote-id —— HIANZFRID TR N A, 1-32417FF, RAEME T FICFRA T L
SN
4 R ic B

fic & Option 827t Fh EFEID FIE TN 254 “relayl”:

TL-SL5428-Combo(config)# ip dhcp relay information remote-id relayl

36.7 show ip dhcp relay

Ut 4 W] DL DHCP H 4k D e TIC B 24

we

B

show ip dhcp relay

AU R BT A e A 5
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Nl
& DHCP 4k Thae L B 24

TL-SL5428-Combo(config)# show ip dhcp relay
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HI7E REARPEEH4

ARILARPZARPYIMI I —Fh R o 385 S T W OCE AR I 2 I, A [F] 9 2 it - S LA 44t
ARPAIENRSS o W SCU BIVETHE LA H AR 28 TR LUK IR IARPIE KIS, fIH B S IMACHIHES H
PR NP IV A LEEATARP RS, 45 AN [F] ) 2% v (1) U1 ST R 8 1E 0 3815 T AN 40 500 )
LMK 5y o ASZ WAL ITARELARP I BE T LA AE A B W 25 SR AR BEARP AR 55

37.1 ip proxy-arp

iz I TAEREAN L L RAREEARPRSS . nodir & Fl T 5GP AH 24 1 AR EEARP IR 55 -
Liles

ip proxy-arp

no ip proxy-arp
B

P& iC B
A~

fHEEVLANTE 12/ ARIEARP R 55 :
TL-SL5428-Combo(config)# interface vlian 2

TL-SL5428-Combo(config-if)# ip proxy-arp

37.2 ip proxy-arp enable default-route

i H TR ARP AL AEREERIA B th &4k T RE, B no fr & I TR ARP LB K ERIA
E%Hﬂﬁ% Thie

e
ip proxy-arp enable default-route
no ip proxy-arp enable default-route
K
2 R B
zNil

FEIU R ARPACHIN {3 REBR B h A 4K Th g

TL-SL5428-Combo(config)# ip proxy-arp enable default-route
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37.3 show ip proxy-arp

4 AT B Bt LR ERARP I HERL E (% 2.
e

show ip proxy-arp

B
RS AT T E B

5l
HE A VLANTIREARPINGEfH RE(S ..

TL-SL5428-Combo(config)# show ip proxy-arp
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#38% RIPEEE M4

RIP (Routing Information Protocol, #% Hi{& B i) & & 51 P& M X Pril CInterior Gateway
Protocol) . —, FEZLFTHUBH/INFIMZS Ll s el I LA B 25 A6 3 ] SR R M X PR 4% . RIP J&—
T S ) S P, AR UDP kAt {5 2. RIP S FTAAAE RIPVL Al RIPV2 PNk
PN

38.1 routerrip

Zan & M TERE RIP JFHEARR B, B/ no ir& 1551 RIP Tifg.
W
router rip

no router rip

B
AR E R

7~
fEifE RIP, JFiE N RIP 2% i B A

TL-SL5428-Combo(config)# router rip

TL-SL5428-Combo(config-router)#

38.2 network

i T AERE A MBI T/ RIP Zhg, B no fir& Fl TR HZIM B ) RIP Zhig.

network network_ip

no network network_ip

Y

network_ip —— SZHALELEM B 1P Hidilk, #%34n 192.168.0.0.
R

2% P i A X
il

fEREFTH & T B 192.168.0.0 M2 #4114 RIP Thg:
TL-SL5428-Combo(config)# router rip
TL-SL5428-Combo(config-router)# network 192.168.0.0
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38.3 version

Zm A T4 REECE RIP FIA, EF)no & AT IKEBRINRE . BRIAER T, KPR RIPvL
o, AL RIPVL fil RIPV2 330,

we
version {1]2}
no version
2%
1 —— THARIENF RIPVL 4R 3.
2 —— TEHLAIE AU RIPV2 3L,
B
& 1 C B R X
Bl
Fo B RIP fl A RIPV2:

TL-SL5428-Combo(config)# router rip

TL-SL5428-Combo(config-router)# version 2

38.4 timer basic

Za A TS RIP P A28,

iy
timer basic { update update-value | timeout timeout-value | garbage-collect
garbage-collect-value }

2
update-value —— %t B F v 2%, BUETERCAY 1 2] 100 #, ERIAE 30 75,
timeout-value — 20T &%, BUEIEHE Dy 1 2] 300 70, BRIMMEN 180 #5.
garbage-collect-value —— 73[R THIf 2%, RIS 2% H R EFE bRl AT L, 3
S R A IR BT Dy RO 1] . BUEYE DY 1 3] 500 #2, BRME DY 120 5.

LS
& G B AR

il

FCE RIP % SEHT TN 25y 80 -
TL-SL5428-Combo(config)# router rip
TL-SL5428-Combo(config-router)# timer basic update 80
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38.5 distance

A H T E RIP [ A TR 5,

e
distance distance-value
23
distance-value — RIP & HlfEE, HUEIEHIY 1 8] 255, BRIME R 120.
X
i e B A K
ZNil

ML RIP ) HEE B 20:
TL-SL5428-Combo(config)# router rip

TL-SL5428-Combo(config-router)# distance 20
38.6 auto-summary
tear M TECE RIPV2 fEMZ T E A ST Mg ok H OV M, Db 5 i 2% H 2

. BRABOT, RIPv2 B3NERIIEEITE . B/ no drd M TR B3R IIEE. 54k, RIPvL
(¥ E S E ThRE 2T R 1 -

we

auto-summary

no auto-summary
B

I PC BB X
A~

KM RIP WA 2 (# E 3R TR
TL-SL5428-Combo(config)# router rip
TL-SL5428-Combo(config-router)# version 2
TL-SL5428-Combo(config-router)# no auto-summary

38.7 default-metric

BT ECE RIP BRCSINES KISk EERAE, B no & I TR EERIME.
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e
default-metric metric
no default-metric
23
metric —— BREEEEAE, A 1 2] 15, BOAEDN 1.
X
% P BB X
ZNil

ML RIP SIS HI A EAE FE & 5:
TL-SL5428-Combo(config)# router rip

TL-SL5428-Combo(config-router)# default-metric 5

38.8 redistribute

dhar & T HCE RIP HRATANEE . B no Ar & TIKEBGARCE . BRIATEOL T, RIP kA4
PRI R D REAE SR AT o

e
redistribute static metric metric-value
no redistribute static metric
¥
static —— S AAMBERS B B 2% H 3 RIP #1L
metric-value —— F & 51 [ 4155 2% 1) B2 B ff
K
% PC BB X
zNl

ML B RIP PRSI SN RSB & H, FEEIEN 5:
TL-SL5428-Combo(config)# router rip
TL-SL5428-Combo(config-router)# redistribute static metric 5

38.9 passive-interface

s M T B8 O AR RPIRES, AR HR O, e no S H T IKEBOABCE, R
RE% 1 A05 % 1 SRR S
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ks

B

A~

passive-interface interface { interface-type } { interface-number }

no passive-interface interface { interface-type } { interface-number }

interface-type —— #1287, U5 fastEthernet, gigabitEthernet, loopback #ll
VLAN #z 1.,

interface-number — %115,

4% FH B

FCE VLAN 10 1 TAEFEHNHPRA
TL-SL5428-Combo(config)# router rip

TL-SL5428-Combo(config-router)# passive-interface interface vlan 1

38.10 ip rip receive version

it 4 F T E B 4 8 4 1 AT DI RIP ARSCHRAS, B/ no & TIREEVANCE . 5 A B #%
F RIP 3EWORCA, RIP A2 REC B RIRA (I version @74 ).

we

B

NGl

ip rip receive version [1]2]

no ip rip receive version

1|2 — ME RIP IR SCHIRA . F AT & S50, WA BR A 1 FiAs 2
OE/ETEaN

P B A

BCE VLAN #2110 2 HE2 RIP RiA 1 1940 £

TL-SL5428-Combo(config)# interface vlan 2

TL-SL5428-Combo(config-if)# ip rip receive version 1
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38.11 ip rip send version

A FRCE 8 B8 1 Ki%E RIP RO, B no i TIKEEIAACE . A AE & B 1)
RIP RiERA, RIP ¥ H 4 RECE A (I version a74 ).

we
ip rip send version {1 | 2}
no ip rip send version
2%
1|2 — LB HI O RIP PR BB T, #ZAE RIP A 1 %
o
B
OB E R
A~

FC B VLAN #1112 HUAGE RIP A 2 IS 4
TL-SL5428-Combo(config)# interface vlan 2
TL-SL5428-Combo(config-if)# ip rip send version 2

38.12 ip rip v2-broadcast

Zan A TR EZ DR RIP BRURA 2 BIRIZER A R, no ir S A TRE BN E . BRNE
BT, RIP VRShRA 2 R EH SO ARBRR, AN 224.0.0.9.

we
ip rip v2-broadcast
no ip rip v2-broadcast
B
AR E R
zNl

Fo B VLAN %11 2 I& RIP A 2 (R SCRBY T FER L
TL-SL5428-Combo(config)# interface vlan 2
TL-SL5428-Combo(config-if)# ip rip v2-broadcast

38.13 ip rip authentication-mode

Zar A HTRE RIP PG GERE R . BIAER T, RIP PRl AE FHIAGE
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ks

B

L

A~

ip rip authentication-mode { simple | md5 key-id } { [ 0 ] password | 7 encrypted-

password }

ip rip authentication-mode none

simple | md5 key-id — % & RIP FJIAIEBEA . simple R IESEH SCAZE iS; md5
FORVAESE ] SCAE TG AT MD5 SEINE . 45 md5 N e F 2 5 E key ID H, I
fEVEHE A 1 3 255,

0 —— INERAY, 0 FREE FRMARSINE N HEL . BINFINEIESA 0.
password — 1~16 7 [1%5Y, mFBE, HEMAFSAHlk. BX 0 KNS, EE
AN T BRIMEDL T ERS N .

7 —— INERAY, FOREE TR ERN AN B E KR G I X RN ) E D
encrypted-password —— [& 5 K 5 (4 6 AR a5 65, AT DAL A 22 B LI e B
AR ERRE. WETINEERE, AEREAE N, TR RS
JIEFIEITR

none — AMEHINE .

P B A

T RAE B B BB A AR N 1A, {H 2l service password-encryption_fiv4 )8
FI T 4 Ry i inas ohRe, 848 HH LS B SCAE R R S B 2 B 7R SRR I 2 4 2

B E VLAN £ 11 2 ) RIP IAERE RN simple, %144 123:
TL-SL5428-Combo(config)# interface vlian 2

TL-SL5428-Combo(config-if)# ip rip authentication-mode simple 123

38.14 ip rip poison-reverse

e TAETRE RIP 21 L RESIETHDIRE, €M no fr & M RS IEIE T RE

iy

B

ip rip poison-reverse

no ip rip poison-reverse

PN AR
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7~
£ VLAN #1102 EJFJA RIP B H D) fE:
TL-SL5428-Combo(config)# interface vlan 2

TL-SL5428-Combo(config-if)# ip rip poison-reverse

38.15 ip rip split-horizon

ZanQ M FAERRE RIP #2100 LI RKTF 2 RIDIRE, B/ no drd TR AP 70 B DI fE .
me
ip rip split-horizon
no ip rip split-horizon
B
PO B
=~
7E VLAN #1112 AR /K-F 70 FI Dy ge
TL-SL5428-Combo(config)# interface vian 2
TL-SL5428-Combo(config-if)# ip rip split-horizon

38.16 show ip rip

iy ok R RIP ICE(E B

w
show ip rip [ interface | database [ specify ip-address mask ] |
28
interface — &R RIP #2 L FI3EAME 2.
database — Z/x RIP B HHEE R .
specify ip-address mask — ZoR$E5E IP #ulkf RIP #1155 . ip-address NI
HEIREL IP, mask AR .
B
B DL A A7 e B A8 2
7~

SR BB 192.168.1.0/24 (£ RIP f&H1E B

TL-SL5428-Combo(config)# show ip rip database specify 192.168.1.0
255.255.255.0
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